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Abstract - The rapid expansion of global e-commerce has exposed critical limitations in traditional trademark 

law, particularly in its capacity to regulate online intermediaries, keyword advertising, and the actions of third-

party sellers. This thesis undertakes a doctrinal and comparative analysis of how trademark regimes in 

jurisdictions such as India, the United States, the European Union, and Australia have responded to emerging 

challenges in digital commerce. It argues that the conventional dichotomy between trademark protection and 

consumer protection is increasingly untenable in the digital age, where consumer harm and brand dilution are 

often interlinked. 

Through the lens of case law, statutory review, and policy developments—including India's Consumer 

Protection Act, 2019 and the E-Commerce Rules, 2020—the study explores how legal systems are evolving 

to address brand misuse, consumer confusion, and the liability of online service providers (OSPs). The thesis 

identifies three core hypotheses: first, that current trademark doctrines are structurally unfit for the realities of 

platform-based infringement; second, that consumer protection frameworks must be integrated with 

intellectual property enforcement; and third, that trademark law must reconceive its normative purpose to 

include the governance of trust within digital marketplaces. Ultimately, the paper calls for the development of 

adaptive legal frameworks that transcend jurisdictional silos and reflect the functional interdependence of 

trademarks, platforms, and consumers in the architecture of global commerce. 
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(IPR) Jurisdictional Challenges Legal Reform in Cyberspace 

 

CHAPTER I - INTRODUCTION 

The exponential growth of e-commerce has posed profound challenges to the established doctrinal foundations 

of trademark law. Once designed to regulate commercial origin in tangible marketplaces, trademark law now 

finds itself stretched across diffuse digital spaces characterised by intermediary platforms, anonymous 

vendors, and algorithmically curated advertising. This evolution demands a reassessment not only of legal 

doctrine but also of the normative role of trademark law in securing consumer trust and market order. 

Trademarks have historically served two primary functions: to protect the economic interests of proprietors 

and to safeguard consumers against deception. In the digital environment, however, these functions are 

increasingly interdependent. As consumers rely on brand cues to assess legitimacy in online transactions, the 

misuse or unauthorised reproduction of trademarks—particularly by third-party sellers and platform-based 

resellers—can simultaneously undermine the goodwill of proprietors and expose consumers to fraud, 

misrepresentation, and product substitution. Yet, the doctrinal tools available to courts and regulators often 

remain grounded in assumptions about physical goods, territorial enforcement, and bilateral commercial 

relationships. 
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Recent developments in online advertising technologies, such as keyword-based targeting and sponsored 

results, further complicate this landscape. The permissibility of using another party’s trademark to trigger or 

populate advertising content remains contested across jurisdictions. While U.S. courts have shown increasing 

tolerance for such practices under the banner of nominative fair use or lack of likelihood of confusion (see 

Rescuecom Corp v Google Inc), European jurisprudence—particularly in L’Oréal SA v eBay International 

AG—has been less forgiving, emphasising the trademark holder’s right to control commercial representation 

in digital spaces. In the Australian context, the High Court’s decision in Google v ACCC narrowed the scope 

of platform liability but left open important questions regarding the secondary use of trademarks in commerce. 

In parallel, consumer protection frameworks have begun to converge with trademark enforcement in 

unexpected ways. India’s recent legislative interventions—the Consumer Protection Act, 2019, and the 

Consumer Protection (E-Commerce) Rules, 2020—signal a shift in regulatory emphasis toward proactive 

platform duties, informed consent, and redress for misleading commercial conduct. These instruments, 

although not traditionally housed within the intellectual property domain, highlight an emerging recognition 

that the boundary between trademark law and consumer protection is porous, particularly in digital markets 

where the act of infringement and the harm to the consumer may be coterminous. 

This paper examines the interaction between trademark law and e-commerce through two analytical lenses: 

(i) the structural legal challenges arising from platform-based commerce and the conduct of third-party sellers, 

and (ii) the evolution of consumer protection principles as they relate to trademark enforcement. The analysis 

draws on comparative jurisprudence from India, the United States, the European Union, and Australia to argue 

that the bifurcation between trademark protection and consumer regulation is no longer sustainable in an 

integrated digital economy. The paper concludes with normative suggestions for rethinking trademark law as 

a hybrid regime of commercial integrity and consumer welfare. 

CHAPTER – II LEGAL FRAMEWORKS AND CHALLENGES IN THE DIGITAL 

MARKETPLACE 

2.1 Trademark Use and Infringement by Third-Party Sellers 

The digital marketplace has reconfigured the operational structure of commerce and, with it, the mechanisms 

by which trademark law is enforced. Third-party sellers, often anonymous and jurisdictionally dispersed, 

routinely exploit the marks of established brand owners through unauthorised listings, keyword bidding, and 

reselling practices that fall outside the trademark holder’s control. The use of trademarks in these contexts 

raises foundational questions about what constitutes “use in the course of trade” and how far liability can 

extend in a decentralised online ecosystem. 

Keyword advertising remains one of the most contested domains. Sponsored search advertising, also termed 

“keyword match,” allows advertisers to display promotional content based on user search queries containing 

trademarked terms. This practice is now pervasive in online marketing and has been the subject of sustained 

litigation. As one source describes it, “Sponsored search or paid search advertising is also called keyword 

match. It matches an ad with user entered queries in the search engines and places the results on [the] search 



TIJER || ISSN 2349-9249 || © April 2025, Volume 12, Issue 4 || www.tijer.org 

 TIJER – INTERNATIONAL RESEARCH JOURNAL  www.tijer.org b

  

result page”. Trademark owners argue that this model facilitates consumer confusion, particularly when 

competitors’ ads appear in proximity to search results for branded terms. 

The jurisprudential response to this challenge has varied across jurisdictions. In the United States, the federal 

courts have thus far declined to impose liability on search engines for selling access to trademarked terms. In 

both Rescuecom Corp. v. Google Inc. and Rosetta Stone v. Google, courts found that no direct trademark use 

had occurred, and “no US court has found Google or any other OSP liable for trademark infringement for 

offering keyword advertising services”. This doctrinal position contrasts sharply with that of the European 

Court of Justice in Google France v. Louis Vuitton, where the CJEU held that while the use of trademarks in 

advertising keywords does not per se constitute infringement, platform operators may nonetheless be liable 

where they fail to act diligently upon notice of illegal use. 

The litigation involving eBay further illustrates this divergence. In Tiffany v. eBay, the U.S. Supreme Court 

declined to extend secondary liability to eBay for the sale of counterfeit Tiffany goods on its platform, thereby 

signalling a high threshold for intermediary responsibility. Conversely, in L’Oréal SA v. eBay International 

AG, the CJEU adopted a more expansive view of platform duties, suggesting that intermediaries must 

proactively monitor and prevent the use of trademarks for infringing sales. 

Australia's legal framework reflects its own peculiar constraints. The Trade Marks Act 1995 (Cth) does not 

recognise indirect or secondary liability, and enforcement actions are limited by the statutory requirement that 

the infringing party must have used the mark “as a trademark.” As one commentator observes, “The use as a 

trademark requirement under the Trade Marks Act 1995 (Cth) stands as an obstacle to a successful trademark 

infringement action being brought against an online marketplace”. This doctrinal limitation is compounded 

by the availability of the section 123 defence, which exempts the use of trademarks in relation to goods 

originally placed on the market with the proprietor’s consent. 

2.2 Platform Liability and Regulatory Gaps 

The regulatory position of online service providers (OSPs) lies at the centre of current legal ambiguity. 

Trademark proprietors increasingly argue that platforms such as Google, eBay, and other e-commerce 

facilitators should bear responsibility for facilitating or at least failing to prevent infringement by their users. 

As summarised succinctly, “Trademark owners often allege that OSPs facilitate and encourage the process of 

trademark infringement, and often argue that OSPs must be held directly, if not indirectly, liable”. Yet the 

statutory basis for such liability is often missing. 

In Australia, this absence is particularly acute. The Trade Marks Act 1995 (Cth) does not provide for any form 

of indirect trademark liability, and Australian courts have “simply dismissed the possible liability for 

‘authorising’ trademark infringement… [as] the Trade Marks Act does not have a comparable doctrine”. 

Consequently, claimants are forced to rely on common law principles to construct a pathway for liability: “In 

the circumstances, reliance has to be placed on common law principles to extend the application of the Trade 

Marks Act 1995 (Cth) to OSPs”. 
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The reluctance to impose liability on OSPs may be pragmatic but remains problematic. These platforms have, 

in many cases, become central actors in the commercial ecosystem. As one analysis notes, “Intermediaries or 

OSPs become attractive nodes at which the conduct of their users can be controlled… they have conspicuous 

presence and deeper pockets”. The absence of a clear legal standard for platform accountability enables the 

proliferation of infringing goods and contributes to the dilution of trademark integrity. 

As a result, the current framework—particularly in common law jurisdictions—rests on an uneasy 

compromise. Trademark owners must either pursue direct infringers, who are often elusive, or argue for 

doctrinal innovation within a system that is statutorily silent on the liability of digital intermediaries. While 

the jurisprudence of the EU has moved toward greater alignment between IP protection and platform 

responsibility, other jurisdictions, including Australia and the United States, remain tethered to pre-digital 

legal formulations. 

CHAPTER - III CONSUMER PROTECTION IN THE E-COMMERCE CONTEXT 

3.1 Trademark Law and Consumer Risk Perception 

The function of trademark law has traditionally been twofold: to protect commercial goodwill and to safeguard 

consumer decision-making in markets characterised by asymmetrical information. In the e-commerce context, 

this second function acquires heightened significance. Online consumers operate in environments where visual 

inspection, physical interaction, and seller familiarity are largely absent. Consequently, the consumer’s 

reliance on brand identity as a heuristic for trust, quality, and legitimacy becomes paramount. 

The literature has long recognised that “brand name is the most important signal (cue) across cultures when 

consumers face uncertainty about products”. This signaling function is amplified in digital marketplaces, 

where the opportunity to evaluate goods prior to purchase is generally unavailable. As one study notes, 

“shopping over the internet does not afford consumers the opportunity to touch or try a product before 

purchase,” thereby increasing perceived risks that include “failure of product delivery or invasion of personal 

and financial information”. In such conditions, brand names operate not merely as commercial identifiers but 

as essential risk-reduction tools. 

Empirical evidence supports the hypothesis that brand presence mitigates risk perceptions in online shopping 

contexts. “Research shows that brand name can help consumers reduce search cost and cognitive effort when 

making product evaluations… and can reduce their perception of risk about product quality”. Moreover, 

comparative studies reveal that “online shoppers possessed lower perceived risk than non-shoppers” and that 

“brand name may well reduce consumers’ perceived risk in an online buying situation”. 

These behavioural insights have important implications for trademark doctrine, particularly with regard to 

consumer confusion. In infringement litigation, courts continue to apply standards developed in physical retail 

contexts. However, as noted by Mioulis and D’Amato, judicial reasoning often assumes “the consumer is an 

unwary purchaser… Thus, any examination of the consumer’s impression of the mark must be made in 

totality”. This presumption strengthens the plaintiff’s burden in proving that consumers are likely to be 

confused by the unauthorised use of a mark. 
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Such confusion is not merely theoretical. It plays a central role in infringement analysis: “Consumer confusion 

is often a central issue in trademark infringement cases, and the burden of proving confusion has fallen on the 

shoulders of the owner of the first mark”. In digital markets, however, the likelihood and consequences of 

confusion may be more severe. “Consumers on the internet, unlike their offline counterparts, are easily misled 

and convinced to accept as true a non-existing association between a third party and a trademark owner”. 

Where that confusion is induced deliberately, such as through visual mimicry or strategic keyword advertising, 

the doctrine of passing off remains an important tool. Courts have acknowledged the relevance of “passing 

off, where the trade knowingly and deliberately attempts to pass one product off as another,” especially in 

online settings where brand mimicry can be algorithmically amplified. 

3.2 India’s Approach: Consumer Protection Act and E-Commerce Rules 

India has undertaken one of the most ambitious overhauls of its consumer protection regime in response to 

the rise of e-commerce. The enactment of the Consumer Protection Act, 2019 (CPA) and the Consumer 

Protection (E-Commerce) Rules, 2020 represent a significant shift in legislative posture—from one of buyer 

caution to platform accountability. As one analysis notes, the CPA “attempts to turn the jurisprudence 

pervading consumer protectionism from a caveat emptor to a caveat seller”. 

These reforms mandate active responsibilities for online marketplaces. The Rules require that “e-commerce 

entities must… appoint a grievance officer… acknowledge consumer complaints within 48h… and resolve 

complaints within 1 month”. Beyond redress, the framework mandates transparency in digital commerce. 

“Marketplace e-commerce entities have to display details about sellers… refund policies… seller location… 

and security of payment methods”. These obligations serve to close information asymmetries that enable both 

trademark infringement and consumer deception. 

While the CPA and its accompanying Rules are still in early implementation— “less than 6 months of 

operational experience” at the time of reporting—preliminary outcomes are promising. “Online consumers’ 

positive responses suggest that people gain confidence in online shopping with safety and security”. This 

suggests a growing alignment between statutory consumer protection and the aims of trademark law, 

particularly in fostering trust and reducing market risk. 

India’s approach also resonates with international best practices. The OECD, in its revised guidelines, 

identified three key pillars of digital consumer protection: “continued development of transparent and effective 

consumer protection mechanisms,” measures “to check fraudulent, misleading, and unfair practices,” and 

“effective redress systems”. The CPA 2019 and the E-Commerce Rules 2020 collectively reflect this global 

consensus, positioning India as a model for integrated regulation at the interface of IP and consumer law. 
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CHAPTER - IV CONCLUSION 

Synthesis of Legal Gaps and Enforcement Issues 

The preceding analysis reveals a persistent and structural misalignment between the realities of digital 

commerce and the capacity of existing trademark law to respond adequately. Online marketplaces—populated 

by dynamic third-party sellers and governed by opaque algorithms—present legal environments in which 

traditional enforcement mechanisms are largely ineffectual. As observed in the literature, “the internet’s 

inherently intangible nature, coupled with the intangibility of intellectual property rights… render the issue of 

trademark infringement on the internet an abstruse and complex legal problem”. Enforcement falters not only 

because of technological opacity but also due to the doctrinal constraints of existing trademark statutes, which 

remain poorly adapted to intermediary-mediated commerce. “Often, the requirements that one needs to fulfil 

in bringing a successful trademark infringement action remain unsatisfied when the action concerns third party 

trademark infringement, and in particular where OSPs are sought to be held accountable”. 

Compounding these difficulties is the lack of uniform global standards concerning intermediary liability. 

While the European Union has moved incrementally toward recognising affirmative duties on platforms to 

prevent infringement, other jurisdictions—such as Australia and the United States—have maintained narrow 

interpretations of use and liability. As a result, “given the absence of a global consensus on the status of OSPs 

in relation to third party trademark infringement… serious implications lie ahead that are bound to impact and 

shape the ways in which OSPs would operate in future”. 

Recommendations for Harmonizing IP Law with Consumer Protection in Online Commerce 

The divergence between intellectual property enforcement and consumer protection must be reconciled 

through legal harmonisation and institutional coordination. Trademark law cannot be viewed in isolation from 

the consumer experience it is meant to safeguard. As platforms mediate the entire transaction chain—from 

search to selection, payment, and delivery—liability must evolve to reflect control and influence, not just 

ownership and intent. 

International frameworks provide a roadmap. The OECD’s guidelines stress the imperative of “transparent 

and effective consumer protection mechanisms… to check fraudulent, misleading, and unfair practices online”

. Similarly, UNCTAD has urged the development of “policy measures covering relevant laws and their 

enforcement, consumer education, fair business practices and international cooperation to build consumer 

trust”. These calls for cross-border alignment underscore the necessity of integrating IP protection within 

broader governance systems that include digital marketplaces, consumer rights, and competition law. 

As India’s legislative developments show, such alignment is possible. Its Consumer Protection Act, 2019, and 

the accompanying E-Commerce Rules introduce enforceable obligations for platforms that effectively straddle 

the boundaries between consumer law and trademark protection. This model illustrates how jurisdictions can 

respond not only to internal policy deficits but also to global expectations for market reliability and investment 

stability. 
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Call for Adaptive Legal Frameworks to Protect Both Trademarks and Digital Consumers Globally 

At the heart of these reforms lies the recognition that trademarks are no longer mere emblems of commercial 

origin—they are trust signals, quality assurances, and anchors of legitimacy in otherwise uncertain markets. 

“Trademarks possess the ability to set one brand apart from others… [and] are symbols around which a 

business’s investment in the promotion of its goods are built, and that investment deserves protection”. 

Yet consumers remain vulnerable to the erosion of these symbols in digital commerce. As one source notes, 

“consumers on the internet… are easily misled and convinced to accept as true a non-existing association 

between a third party and a trademark owner”. Such misattribution not only undermines consumer autonomy 

but also corrodes brand equity, creating a dual harm that requires integrated legal responses. 

The future of trademark law thus lies in its adaptability. Legal systems must develop frameworks that reflect 

the architectural reality of digital trade—where brands are encountered via third-party content, delivered by 

unregulated vendors, and mediated by platforms with transnational reach. Innovation in legal doctrine, 

coupled with strengthened enforcement and international cooperation, is essential. Only then can trademark 

law fulfil its promise: to simultaneously protect commercial identity and serve the informational integrity upon 

which consumer trust depends. 

Beyond the doctrinal and regulatory issues explored in this paper lies a deeper normative question: Should 

trademark law in the digital age serve not merely to protect origin and goodwill, but also to curate trust in 

platforms themselves? As online marketplaces become the default infrastructure for global commerce, 

trademarks are increasingly co-opted not just to distinguish goods, but to validate ecosystems. In this sense, 

the next frontier of trademark jurisprudence may not rest solely on delineating infringement, but on articulating 

the duties of platforms as custodians of commercial authenticity, a role once reserved for the state, now silently 

transferred to code. 

Hypothesis 1: 

Traditional trademark doctrines are insufficiently equipped to address the nature of infringement by third-

party sellers and intermediaries in digital marketplaces. 

This hypothesis emerges from the analysis in Part II, where the thesis examines the structural limitations of 

existing laws—such as the requirement of “use as a trademark” and the absence of indirect liability under 

statutes like Australia's Trade Marks Act 1995 (Cth). The discussion of keyword advertising, brand confusion, 

and cross-jurisdictional jurisprudence (e.g., Google and eBay cases) reinforces the view that legacy legal 

frameworks are not keeping pace with decentralised, platform-driven commerce. 

Hypothesis 2: 

Trademark protection and consumer protection in e-commerce are converging domains, and legal systems 

must adapt to this overlap to preserve consumer trust. 
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This second hypothesis is developed in Part III, particularly through the exploration of brand name as a risk-

mitigating signal in online transactions. The thesis argues that as consumers rely more heavily on trademarks 

for security in digital purchasing decisions, the objectives of trademark law and consumer protection law 

become interdependent. This is further substantiated by India’s CPA 2019 and E-Commerce Rules 2020, 

which operationalise this convergence by imposing duties on platforms that serve both IP and consumer 

welfare aims. 

Hypothesis 3: 

Platform accountability is emerging as a new normative frontier in trademark law, requiring a shift from 

protecting marks alone to governing digital ecosystems. 

The final sections of the thesis, especially the conclusion, articulate a forward-looking hypothesis: that 

trademark law must evolve from its traditional function of distinguishing goods to a broader role of curating 

trust within digital platforms. This reframing implies that online intermediaries—by virtue of their structural 

centrality and algorithmic power—ought to be treated not merely as facilitators but as responsible custodians 

of commercial authenticity. 
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