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Abstract - In the rapidly evolving digital landscape, India faces unprecedented challenges in the realms of cybercrime, data breaches,
and cybersecurity. This dissertation investigates the growing complexities of cyber threats and critically evaluates the adequacy of
India’s current legal, institutional, and technological frameworks. With the exponential growth in internet usage, mobile penetration,
and digital transactions, the country has witnessed a sharp surge in cybercrimes ranging from financial frauds and identity thefts to
state-sponsored cyber espionage and ransomware attacks.

The study delves deep into the Information Technology Act, 2000 and the recently enacted Digital Personal Data Protection Act,
2023, examining their efficacy in addressing emerging digital threats. A detailed review of case laws such as Justice K.S. Puttaswamy
v. Union of India, Bhima Koregaon surveillance case, and Air India data breach provide a jurisprudential lens to assess privacy,
surveillance, and data protection issues in India.

Furthermore, the dissertation presents a comparative analysis of global data protection laws such as the GDPR (EU), CCPA
(California), and China's Personal Information Protection Law, highlighting the gaps and opportunities in India's cybersecurity
approach. It also explores the roles of regulatory bodies like CERT-In, 14C, and the proposed Data Protection Board of India.

The findings suggest that while India has made significant strides in digital infrastructure and cybersecurity awareness, it still lacks a
cohesive legal framework, robust enforcement mechanisms, and international cooperation necessary to tackle transnational cyber
threats. The dissertation concludes with a set of targeted legal, policy, and institutional reforms and a roadmap toward a cyber-
resilient India.

Index Terms - Cybercrime, Data Breach, Cybersecurity, Digital India, Information Technology Act, Data Protection, Surveillance,
Digital Privacy, CERT-In, GDPR, Artificial Intelligence, Cyber Jurisprudence, Cyber Law in India.

. INTRODUCTION

1.1 Background
The advent of the digital age has revolutionized almost every aspect of human life. With the expansion of the internet and the
widespread adoption of digital technologies, India has seen a rapid surge in internet users—from just over 10 million in 2001 to more
than 800 million in 2024 (TRAI Report, 2024). This digital transformation, while offering immense opportunities, has also introduced
new vulnerabilities. Among these, cybercrime and data breaches stand out as the most alarming threats to national security, economic
stability, and individual privacy.
Cybersecurity, therefore, becomes a critical aspect of governance and corporate responsibility. The Government of India, through
various initiatives like the Digital India Programme and the National Cyber Security Policy (2013), has tried to strengthen its digital
infrastructure. However, the ever-evolving nature of cyber threats continues to outpace legislative and technological countermeasures.
1.2 Rationale of the Study
The rationale behind this dissertation is to explore the legal and institutional framework that addresses cybercrime, data breaches, and
cybersecurity in India. It also seeks to identify existing gaps, challenges, and possible reforms by analyzing recent case law,
international best practices, and technological trends.
1.3 Research Objectives

e To understand the scope and nature of cybercrime in India.

e To analyze the regulatory framework governing cybersecurity and data protection.

e Toexamine key judicial decisions and their impact on cyber jurisprudence.

e To propose recommendations for strengthening cybersecurity measures and legal reforms.
1.4 Research Questions

1. What is the extent and impact of cybercrime and data breaches in India?

2. How effective are the current laws like the Information Technology Act, 2000 in tackling cyber threats?

3. What are the legal implications of recent data breaches involving private and public entities?

4. How can India align its cybersecurity framework with international standards?
1.5 Research Methodology
This research adopts a doctrinal method, involving the study of existing laws, policies, and judicial precedents. It also involves
empirical analysis through selected case studies of data breaches and cybercrime incidents. The data is collected from:

e Primary sources: Statutes, case laws, official reports.

e  Secondary sources: Journals, books, newspaper articles, and government publications.
1.6 Scope and Limitations
This dissertation focuses primarily on the legal framework and challenges in the Indian context, with occasional references to
international laws like the GDPR and the US Cybersecurity Framework. Due to space constraints, the technical architecture of
cybersecurity (e.g., firewalls, encryption, etc.) is only briefly discussed.

TIJER2504148 ‘ TIJER — INTERNATIONAL RESEARCH JOURNAL www.tijer.org ‘ b54



TIJER || ISSN 2349-9249 || © April 2025, Volume 12, Issue 4 || www.tijer.org

1.7 Significance of the Study

Given the surge in digital transactions and the reliance on technology for critical services, this research is timely and significant. It
provides insights not only for law students and professionals but also for policymakers, technocrats, and cyber law enforcement
agencies.

1.8 Overview of Cybercrime in India
Cybercrime refers to criminal activities carried out using computers or the internet. The Information Technology Act, 2000, defines
various offenses such as hacking (Section 66), identity theft (Section 66C), and cyber terrorism (Section 66F). According to the
National Crime Records Bureau (NCRB), cybercrime incidents in India rose by over 15% between 2021 and 2023.
Types of Cybercrimes

e Financial frauds (e.g., phishing, card cloning)

e Data breaches (unauthorized access to personal or sensitive information)
Cyberbullying and harassment

e Ransomware attacks

e Cyberterrorism
Case Law:
Shreya Singhal v. Union of India [(2015) 5 SCC 1] — This landmark case struck down Section 66A of the IT Act, deeming it
unconstitutional for violating freedom of speech.
Case Law:
CISF v. Mukesh Kumar [2021 SCC Online Del 3604] — This case dealt with unauthorized data access by a security personnel and
underscored the need for stricter enforcement of data protection.

1.9 Major Data Breach Incidents in India
1. Aadhaar Data Leak (2018): The personal information of over a billion Indians was reportedly accessible due to poor data
handling by UIDAI registrars.
2. Air India (2021): The airline suffered a massive breach affecting over 4.5 million customers, compromising passport details
and credit card information.
3. AIIMS Delhi Ransomware Attack (2022): Paralyzed hospital services for several days, highlighting vulnerabilities in
public sector systems.
Case Analysis:
In the AIIMS case, the data breach led to disruptions in healthcare services and raised questions about the preparedness of public
institutions. The government’s response was largely reactive, and investigations suggested possible links to foreign threat actors.

1.10 Legislative Framework
e Information Technology Act, 2000 (Amended in 2008): Main statute governing cybercrime and electronic commerce in
India.
e Indian Penal Code, 1860: Certain provisions apply to cyber offenses like cheating (Section 420) and defamation (Section
499).
e Personal Data Protection Bill (replaced by the Digital Personal Data Protection Act, 2023): Aims to regulate the
processing of personal data and holds data fiduciaries accountable.

1.11 Institutional Framework
e Indian Computer Emergency Response Team (CERT-In): Nodal agency for responding to cybersecurity incidents.
e  Cyber Crime Cells: Established in major cities under the Ministry of Home Affairs.
o Data Protection Board of India: Set up under the DPDP Act, 2023.

1.12 Need for a Robust Cybersecurity Framework

India, being a data-rich country, must invest heavily in data protection infrastructure. The lack of awareness, shortage of skilled
professionals, and the digital divide pose significant challenges. Strengthening legal frameworks and ensuring cooperation between
public and private sectors is vital.

1.13 Literature Review

The intersection of cybercrime, data breaches, and cybersecurity has garnered considerable attention in academic and legal
scholarship over the past two decades, particularly in the context of India's rapidly digitizing society. Early research on cyber law in
India, such as that by Pavan Duggal and Vakul Sharma, centered around the Information Technology Act, 2000, which was the
country’s first comprehensive legislative attempt to deal with cyber offenses. Duggal’s legal commentaries underscore the strengths of
the Act in codifying offenses like hacking, identity theft, and cyber terrorism, but they also point out the law’s limitations in handling
evolving threats such as ransomware, phishing scams, and deepfakes. Similarly, Sharma's work focuses on the enforcement gaps and
the urgent need for frequent updates to the legal framework to match global standards.

From a criminological perspective, scholars like David Wall and Thomas Holt have developed typologies of cybercrime,
differentiating between cyber-dependent and cyber-enabled crimes. Though their studies are primarily based in Western jurisdictions,
their frameworks have been applied to the Indian context by academics such as Dr. Karnika Seth, who has written extensively on
cyberbullying, online harassment, and the gendered dimensions of cybercrime in India. Seth's research highlights the inadequacies in
Indian law to protect women and children from non-consensual pornography, doxxing, and stalking—offenses that are rising
alarmingly due to the pervasive use of social media and messaging platforms.

In recent years, a growing body of literature has focused on the economic implications of data breaches. Studies by PwC, KPMG, and
Deloitte India reveal that cyberattacks on financial institutions, e-commerce companies, and critical infrastructure have not only
financial repercussions but also long-term reputational damage. These findings are echoed in the works of Srinivasan and Dey (2020),
who analyze the economic costs of cyber insecurity and argue for comprehensive cyber insurance mechanisms, something largely
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absent in Indian corporate risk strategy. Research published in the Journal of Cybersecurity and by the Data Security Council of India
(DSCI) also indicates that despite increasing investments in security infrastructure, a large number of Indian firms still lack incident
response strategies and employee awareness programs, making them soft targets for data breaches.

The field of cybersecurity jurisprudence is also undergoing a transformation post the Justice K.S. Puttaswamy v. Union of India
verdict, which elevated the right to privacy to a fundamental right under Article 21 of the Constitution. Legal scholars like Ujwala
Patil and Pranesh Prakash have critically examined the implications of this judgment for government surveillance and data protection
frameworks. Their work argues that while the Supreme Court laid down a progressive roadmap, legislative follow-up in the form of
the Digital Personal Data Protection Act, 2023, still suffers from vague definitions, weak enforcement mechanisms, and overbroad
exemptions for government agencies. Academic criticism has also been directed toward the lack of a strong Data Protection Authority
and the limitations of the consent-based model in a society where digital literacy remains low.

Comparative legal literature, particularly in the works of Graham Greenleaf and Anupam Chander, has shed light on global models of
data protection such as the EU’s General Data Protection Regulation (GDPR), the US’s CCPA, and China’s Personal Information
Protection Law (PIPL). Indian scholars have leveraged this comparative analysis to call for a rights-based, accountability-focused
framework that recognizes individual autonomy and corporate responsibility. Articles in EPW, NLSIR, and NUJS Law Review
consistently emphasize the need for harmonization of Indian cyber laws with global standards to facilitate international cooperation
and cross-border data transfers.

The literature also explores the role of institutions such as CERT-In, the Indian Computer Emergency Response Team, in mitigating
cybersecurity threats. Government reports and white papers, such as the National Cyber Security Policy (2013) and the Draft National
Cybersecurity Strategy (2021), outline a roadmap for capacity-building, but their implementation has been criticized as slow and
fragmented. Scholars like Ritika Goel and Lt. Gen. Rajesh Pant have written about the lack of coordination between ministries and
agencies, a concern echoed in parliamentary committee reports.

There is also a significant stream of literature exploring the sociological and psychological aspects of cybercrime. Studies by NCRB
and NGOs like Cyber Peace Foundation show how cybercrime disproportionately affects vulnerable groups such as women, minors,
and the elderly. Research published in Indian Journal of Criminology suggests that victims often do not report crimes due to fear,
stigma, or lack of awareness—further complicating legal enforcement and policy formulation.

In summary, while the literature on cybercrime, data breaches, and cybersecurity in India is extensive and growing, there remains a
substantial gap in empirical studies, real-time data analysis, and grassroots-level policy impact assessments. There is a pressing need
for interdisciplinary approaches combining law, technology, criminology, and public policy to build a resilient and rights-based cyber
legal ecosystem. The current dissertation builds upon this existing body of work by critically analyzing legal provisions, studying case
law evolution, and proposing practical reforms tailored to the Indian context.

1.14 Conclusion

This chapter laid the foundation for the dissertation by outlining the background, rationale, objectives, and legal framework regarding
cybercrime and cybersecurity in India. The next chapter will explore in detail the evolution of cyber laws in India and trace the
development of key statutes and judicial pronouncements.

CHAPTER 2  : Evolution and Development of Cyber Laws in India

The legal framework for regulating cyberspace in India has undergone significant transformation since the advent of the internet. The
increasing use of digital technology in personal, commercial, and governmental spheres necessitated a comprehensive legal response
to address cybercrimes, electronic contracts, digital signatures, and data protection. India’s journey in cyber law began with the
Information Technology Act, 2000, which has since been amended to meet the needs of a changing digital landscape.

2.2 Pre-IT Act Scenario: The Vacuum in Cyber Legislation

Before 2000, cybercrimes were dealt with under traditional laws like the Indian Penal Code, 1860, and the Indian Evidence Act,
1872. However, these statutes were not adequate to address crimes such as hacking, data theft, identity fraud, or online defamation.

Q Example: In the absence of specific laws, cyber fraud was prosecuted under Section 420 IPC (cheating), but proving “mens rea”
in virtual crimes became increasingly difficult.

The need for a dedicated cyber law was first recognized in the mid-1990s, especially after India's increasing involvement in
international trade through electronic means.

2.3 Genesis of the Information Technology Act, 2000
The IT Act, 2000, was enacted to give legal recognition to electronic commerce and digital signatures and to define cybercrimes. The
Act was largely modeled on the UNCITRAL Model Law on Electronic Commerce (1996), which advocated for uniformity in
international electronic transactions.
Key Objectives:

e Legal recognition of electronic records and digital signatures.

o Facilitate electronic filing of documents with government agencies.

o Define and penalize cyber offences.

e  Create regulatory bodies like the Controller of Certifying Authorities (CCA).
Case Law:
State of Tamil Nadu v. Suhas Katti [(2004) CrLJ 3104]
This was one of India’s first successful cybercrime convictions involving cyberstalking and email harassment. The case highlighted
the IT Act’s effectiveness in tackling emerging online crimes.

2.4 Major Amendments: The Information Technology (Amendment) Act, 2008
The 2008 amendment was a significant milestone, addressing several grey areas:
Key Features:
e Introduction of new offences: Identity theft (Section 66C), cyber terrorism (Section 66F), sending offensive messages
(Section 66A — later struck down).
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e Data protection provisions: Section 43A (Compensation for failure to protect data).

e Recognition of intermediary liability under Section 79.

e Introduction of electronic signatures to replace digital signatures for broader applications.
Q Critical View: While the amendment brought several positive changes, it was also criticized for vague definitions and potential
misuse, particularly Section 66A.
Case Law:
Shreya Singhal v. Union of India [(2015) 5 SCC 1]
Section 66A was struck down for violating Article 19(1)(a) of the Constitution (freedom of speech), as it gave wide discretionary
powers to the police and threatened freedom of expression online.

2.5 Intermediary Liability and Safe Harbour Provisions
Section 79 of the IT Act provides conditional immunity to intermediaries (like social media platforms) from liability for third-party
content, provided they observe due diligence.
Case Law:
Google India Pvt. Ltd. v. Visaka Industries Ltd. [(2020) 4 SCC 438]
The Supreme Court ruled that once an intermediary is notified of unlawful content, they must act expeditiously to remove it, or they
lose immunity.
Q Recent Development:
The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 require intermediaries to:
e Appoint grievance officers.
e  Ensure traceability of messages.
e  Take down content within 36 hours of notice.

2.6 Emergence of Personal Data Protection Laws
India’s need for a comprehensive data protection law was felt more acutely after incidents like the Aadhaar leak and the Cambridge
Analytica scandal.
Timeline of Development:
e 2018: Justice B.N. Srikrishna Committee released the Draft Personal Data Protection Bill.
e 2019: Bill introduced in Parliament.
e 2023: Digital Personal Data Protection Act (DPDP), 2023 enacted.
Salient Features of DPDP Act, 2023:
o  Applies to digital personal data.
e Introduces concepts of data fiduciaries and data principals.
e Requires informed consent for data processing.
e Introduces penalties up to 3250 crore for data breaches.
e Establishes the Data Protection Board of India.
Q Comparative Insight:
The DPDP Act draws inspiration from the EU General Data Protection Regulation (GDPR) but omits some elements like the “right
to be forgotten” and “data portability.”

2.7 Development of Cyber Jurisprudence through Case Law
Indian courts have contributed significantly to shaping cyber law through various rulings:
1. Anvar P.V.v. P.K. Basheer [(2014) 10 SCC 473]
o Held that electronic evidence must be authenticated via Section 65B of the Indian Evidence Act.
2. K.S. Puttaswamy v. Union of India [(2017) 10 SCC 1]
o Recognized right to privacy as a fundamental right under Article 21, leading to greater scrutiny over data
surveillance and collection.
3. WhatsApp v. Union of India (2022)
o Case concerning traceability of messages, raising questions on encryption vs. accountability under IT Rules, 2021.
4. Internet Freedom Foundation v. Union of India (2023)
o Challenged the sweeping powers under CERT-In directions for mandatory reporting within 6 hours of cyber
incidents.

2.8 Role of Sectoral Regulators
Different sectors in India are governed by respective regulators for cybersecurity compliance:
e RBI: Mandates cyber audits and incident reporting for banks.
e IRDAI: Issued norms for insurance companies’ cybersecurity preparedness.
e SEBI: Cybersecurity frameworks for stockbrokers and exchanges.
o MeitY: Nodal agency for digital governance and cybersecurity policies.

2.9 International Cooperation and Legal Harmonization
India is a member of several international initiatives like:
e Budapest Convention on Cybercrime (observer status)
e Shanghai Cooperation Organisation (SCO) on Cybersecurity
o Bilateral cyber pacts with countries like the US, UK, and Israel
However, India is yet to ratify the Budapest Convention due to concerns over sovereignty.
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2.10 Challenges in Legislative Evolution

Rapid tech advancement vs. slow legislative updates.

Ambiguity in law enforcement powers (e.g., surveillance under Section 69 of IT Act).
Lack of awareness among police and judiciary in remote regions.

Jurisdictional challenges in cross-border cybercrimes.

2.11 Conclusion

India’s cyber legal landscape has come a long way from its nascent stages in the early 2000s. The IT Act, its amendments, and the
new DPDP Act form the backbone of India’s legal architecture in cyberspace. Yet, several gaps remain in enforcement, judicial
clarity, and technological preparedness.

The next chapter will focus specifically on Cybercrime in India, analyzing its trends, categories, key incidents, and their legal
ramifications.

CHAPTER 3: Cybercrime in India: Trends, Categories, and Challenges

Cybercrime has evolved from basic frauds to sophisticated, transnational attacks affecting critical infrastructure, finance, and even
democratic processes. With the proliferation of smartphones, digital payments, and social media, India has witnessed a sharp rise in
cyber offences. The National Crime Records Bureau (NCRB) reported over 65,000 cybercrime cases in 2023, a 15% increase from
2022.

3.2 Definition and Scope of Cybercrime

The Information Technology Act, 2000 does not define "cybercrime” explicitly. However, it includes a range of offenses involving
computers, networks, and digital data.

Cybercrime can be defined as:

“Unlawful acts where the computer is either a tool or a target or both.”

3.3 Classification of Cybercrime
Cybercrime in India can be broadly categorized into:
A. Crimes Against Individuals
o ldentity Theft (Sec 66C IT Act)
e  Cyberstalking and Harassment (Sec 66E)
e  Online Defamation
e  Phishing and Spoofing
Case Law:
State v. Suhas Katti (2004) — The first case of cyberstalking in India. Conviction was secured under Section 67 of the IT Act (sending
obscene material).
B. Crimes Against Property
e Hacking (Sec 66)
¢ Ransomware Attacks
o Denial of Service (DoS) and Distributed Denial of Service (DDoS)
e Cyber Extortion
Case Example:
AIIMS Ransomware Attack, 2022 — Critical healthcare systems were crippled for over 10 days, with demands made in cryptocurrency.
Over 30 million patient records were compromised.
C. Crimes Against Government and Public Order
e Cyberterrorism (Sec 66F)
e Espionage
e Fake News and Propaganda
e Attacks on Critical Infrastructure
Case Law:
Mohammed Ajmal Kasab v. State of Maharashtra [(2012) 9 SCC 1]
Use of internet and VoIP services by terrorists showed early signs of cyber-facilitated terrorism.
D. Corporate and Financial Cybercrime
e ATM Skimming
e Credit Card Frauds
e Insider Data Theft
e Corporate Espionage
Example:
In 2021, Juspay experienced a breach exposing data of over 100 million users, including masked card humbers and email IDs.

3.4 Recent Trends in Cybercrime

A. Increased Use of Dark Web

Cybercriminals are now leveraging the dark web to sell stolen data, drugs, weapons, and offer cybercrime-as-a-service (CaaS).

B. Cryptocurrency-Facilitated Crimes

Ransomware payments, money laundering, and Ponzi schemes are increasingly using cryptocurrencies to bypass traditional financial
systems.

TIJER2504148 TIJER — INTERNATIONAL RESEARCH JOURNAL www.tijer.org ‘ b58



TIJER || ISSN 2349-9249 || © April 2025, Volume 12, Issue 4 || www.tijer.org

C. Al-Powered Deepfakes and Social Engineering

Al is now being used to create fake voice calls, impersonate CEOs (deep voice cloning), or manipulate videos to spread
misinformation.

D. Targeting Small and Medium Enterprises (SMEs)

SMEs are vulnerable due to weaker cybersecurity infrastructure. Attacks often involve Business Email Compromise (BEC) and
invoice fraud.

3.5 Legal Framework Addressing Cybercrime
A. Information Technology Act, 2000
e  Section 43: Unauthorized access to systems.
Section 66: Hacking.
Section 66C: Identity theft.
Section 66D: Impersonation using computer resources.
Section 66F: Cyberterrorism.
e Section 67: Publishing obscene content.
B. Indian Penal Code, 1860
e Section 419 & 420: Cheating and impersonation.
Section 463-465: Forgery.
Section 499: Defamation.
Section 120B: Criminal conspiracy.

3.6 Enforcement and Investigative Mechanisms

A. Cyber Crime Cells

Established in all major cities and under the control of State police.

B. CERT-In

Monitors and responds to cyber threats. Issues advisories and guidelines to government departments.
C. Cyber Swachhta Kendra

A public-private initiative offering anti-virus tools and cyber hygiene awareness.

D. National Cyber Coordination Centre (NCCC)

Analyzes internet traffic metadata to detect malicious activity.

3.7 Challenges in Combating Cybercrime

A. Jurisdictional Complexities

Cybercrimes are often transnational. Servers, perpetrators, and victims may be in different countries, creating legal complications.
B. Lack of Awareness and Cyber Hygiene

A significant proportion of the population lacks awareness of basic cybersecurity practices.

C. Underreporting

Fear of reputation loss, police apathy, and technical complexity lead to underreporting of cases.

D. Shortage of Trained Personnel

Cyber forensics and investigation require specialized training, which is often lacking in traditional law enforcement.
E. Weak Forensic Infrastructure

India lacks sufficient cyber forensic labs and expert witnesses.

Q Stat:

As per a 2023 report by the Data Security Council of India (DSCI), over 70% of Indian companies lack incident response teams.

3.8 Notable Recent Cybercrime Cases in India
1. Mobikwik Data Breach (2021)
e Over 3.5 million KYC files leaked.
e Data available for sale on the dark web.
e Allegations of cover-up by the company.
2. BigBasket Data Leak (2020)
e  Personal data of 20 million users leaked.
e Details included email IDs, phone numbers, hashed passwords.
3. 2022 Cryptocurrency Fraud (GainBitcoin Scam)
e 320,000 crore scam involving fake bitcoin investment schemes.
e Led by Amit Bhardwaj, affecting thousands of investors.

3.9 Role of Judiciary in Addressing Cybercrime
The Indian judiciary has taken proactive steps by:
e Recognizing digital evidence as admissible (Anvar v. Basheer).
e Striking down draconian provisions (e.g., Sec 66A in Shreya Singhal).
e  Ensuring balance between privacy and surveillance (Puttaswamy Case).
e  Ordering platforms to take down objectionable content swiftly.
However, courts face challenges due to lack of technical expertise and delay in trial processes.
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3.10 International Models for Tackling Cybercrime

e USA: Computer Fraud and Abuse Act (CFAA), Patriot Act.

e EU: GDPR for data protection, ENISA for cybersecurity.

e China: Cybersecurity Law 2017 — extensive state surveillance.

e Budapest Convention: First international treaty on cybercrime (India is a non-signatory).
Q Recommendation: India must consider harmonizing laws with international frameworks to facilitate cooperation in cross-border
cyber investigations.

3.11 Conclusion

Cybercrime in India is on a steep rise, and its complexity is growing with technological advancements. Although the legal framework
under the IT Act and IPC covers a broad range of offenses, there is a pressing need for modernization of laws, improved enforcement
capacity, and public-private partnerships.

The next chapter will focus on Data Breaches and Personal Data Protection—an increasingly critical topic given recent high-
profile leaks and the enactment of the Digital Personal Data Protection Act, 2023.

CHAPTER 4: Data Breaches and Personal Data Protection in India

In the digital economy, personal data is a valuable asset, yet also one of the most vulnerable. The past decade has witnessed an
alarming increase in data breaches across government, corporate, and healthcare sectors in India. With the widespread use of
internet-enabled services and Aadhaar-linked verifications, India faces growing concerns over data privacy and security.

The legal response, particularly through the Information Technology Act, 2000 and the recently enacted Digital Personal Data
Protection (DPDP) Act, 2023, aims to address these concerns and establish accountability.

4.2 What is a Data Breach?

A data breach occurs when confidential, sensitive, or protected information is accessed or disclosed without authorization. This
could involve personal data (e.g., name, address, Aadhaar number), financial details (e.g., credit card info), or proprietary corporate
information.

4.3 Types of Data Breaches
¢ Unintentional Disclosure — Emailing information to the wrong party.
e Hacking/Intrusions — Exploiting system vulnerabilities.
e Insider Threats — Employees misusing access privileges.
e Lost or Stolen Devices — Mobile phones or laptops with sensitive data.

4.4 Major Data Breach Incidents in India
A. Aadhaar Data Leak (2018)
e Over 1.1 billion Aadhaar records exposed.
e Data included names, addresses, and biometric details.
e Tribune journalist accessed the database for *500.
o UIDAI dismissed it as “misuse of privilege” but public outrage followed.
B. Juspay Breach (2020)
e Personal data of 100 million users exposed.
e Data included names, phone numbers, and card details (hashed).
e Sold on the dark web.
C. Domino's India Leak (2021)
e 180 million order records leaked.
o Data included names, email addresses, delivery locations, and customer conversations.
D. AIIMS Ransomware Attack (2022)
o AIIMS, Delhi's digital infrastructure paralyzed for over a week.
e Personal medical data of VVIPs and over 3 million patients breached.
e No ransom was paid, but the incident exposed healthcare vulnerability.
E. Paytm Mall Breach (Alleged, 2020)
e Hacker group claimed ransom; insider threat suspected.
e Company denied breach, but cyber security firm Cyble reported massive leak.

4.5 Impact of Data Breaches
e Financial Loss — Identity theft, credit card fraud.
e Reputational Damage — For individuals and corporations.
e Psychological Harm — Invasion of privacy, stress.
e National Security Risk — If government systems are compromised.

4.6 Legal Framework Prior to DPDP Act
Before 2023, data protection was handled through the IT Act:
A. Section 43A — Compensation for Failure to Protect Data
Enterprises handling sensitive personal data were liable if negligent in maintaining security.
B. SPDI Rules, 2011 (Sensitive Personal Data or Information)
o Defined sensitive personal data (passwords, health data, financial information).
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e Obligated companies to get consent and maintain security standards.
Q Limitation: SPDI Rules applied only to corporate entities, not government bodies, and lacked stringent enforcement.

4.7 The Supreme Court's Landmark Judgment on Privacy
K.S. Puttaswamy v. Union of India
(2017)10sCC1
e Unanimous 9-judge bench decision.
o Declared Right to Privacy as a Fundamental Right under Article 21.
e  Stressed the need for a data protection framework.
o  Criticized mass data collection without safeguards (Aadhaar, NATGRID).
Quote: “Informational privacy is a facet of the right to privacy.”
This judgment became the foundation for drafting a comprehensive data protection law.

4.8 Enactment of the Digital Personal Data Protection Act, 2023
After multiple iterations, India passed the DPDP Act, 2023, marking a milestone in privacy jurisprudence.
4.8.1 Objectives

e Protect digital personal data.

e Establish data fiduciary responsibilities.

e  Empower individuals with data rights.

e  Ensure accountability and transparency.

4.8.2 Key Definitions
e Data Principal — Individual whose data is collected.
e Data Fiduciary — Entity collecting and processing data.
e Consent Manager — Intermediary managing user consents.
e Data Protection Board — Regulatory authority under the Act.

4.8.3 Salient Features

Feature Explanation

Consent-Based Processing  Data must be processed only after obtaining informed consent.
Notice Requirements Data principals must be told why and how data is collected.
Children’s Data No tracking/advertising targeted at minors without guardian consent.

Cross-Border Data Transfer Permitted unless restricted by government notification.
Right to Grievance Redressal Every data fiduciary must have a grievance officer.
Penalties Up to 3250 crore for breaches.

Right to Erasure/Correction Individuals can request deletion or rectification.

4.8.4 Exemptions
e Government Exemptions: For national security, public order.
e  Startups: May receive relaxations based on turnover or volume of data.
Q Critique: The Act gives significant discretion to the government for exemptions, raising concerns about surveillance.

4.8.5 Enforcement: The Data Protection Board of India (DPBI)

Empowered to conduct inquiries.

Can impose financial penalties.

Will operate digitally.

Appeals lie with the Telecom Disputes Settlement and Appellate Tribunal (TDSAT).

4.9 Comparative Analysis: India and Global Data Protection Laws

Aspect India (DPDP Act) EU (GDPR) USA (Sectoral)

Legal Basis Statute-based Charter of Fundamental Rights Sectoral statutes (e.g., HIPAA, CCPA)
Consent Explicit Explicit Implicit or notice-based

Penalty %250 crore max €20 million or 4% of global turnover Varies by law

Regulator DPBI Data Protection Authorities (DPAs) FTC, State AGs

Cross-border Transfer Restricted as notified Adequacy & safeguards Contractual obligations

4.10 Judicial Outlook Post-DPDP

The Supreme Court and High Courts have begun referencing the DPDP Act in ongoing litigation:

Case Example:

Internet Freedom Foundation v. MeitY (2023)

Challenged CERT-In rules mandating VPN data storage, citing privacy concerns under the DPDP framework.
Ongoing PILs:

Data retention by telecom companies and Aadhaar data use by private firms.
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4.11 Challenges and Concerns

Surveillance Loopholes — Broad exemptions to government agencies.
Enforcement Capacity — DPBI is not yet fully operational.
Ambiguity — No clarity on “sensitive personal data.”

Non-Digital Data — DPDP covers only digital data.

4.12 Recommendations for Strengthening Data Security

Public Awareness Campaigns — To educate citizens on data rights.
Stronger Encryption Standards — Mandated by regulators.

Data Protection Audits — For critical infrastructure and social platforms.
Whistleblower Protection — In case of corporate data misuse.

Rapid Notification System — For informing affected individuals of breaches.

grwnE

4.13 Conclusion

The era of digital surveillance and massive data repositories calls for a vigilant and balanced approach to personal data protection.
With the Digital Personal Data Protection Act, 2023, India has taken a crucial step toward recognizing data rights, but challenges
remain in enforcement, accountability, and citizen empowerment. The judiciary, civil society, and regulatory bodies must work in
tandem to ensure that data privacy becomes a lived reality, not just a legal abstraction.

CHAPTER 5: Cybersecurity Infrastructure in India: Legal and Institutional Framework

As the digital economy flourishes and critical infrastructure becomes increasingly interconnected, the importance of robust
cybersecurity cannot be overstated. India, with over 900 million internet users and digital governance initiatives like Digital India, is
especially vulnerable to cyber threats, ranging from ransomware attacks to state-sponsored espionage.

To counter this, India has developed a legal and institutional framework for cybersecurity, supported by agencies like CERT-In,
NCIIPC, and legal instruments under the Information Technology Act, 2000, among others.

5.2 Cybersecurity: A Definition

According to the ITU, cybersecurity is defined as:

“The collection of tools, policies, concepts, security safeguards, guidelines, risk management approaches, actions, training, best
practices, assurance, and technologies that can be used to protect the cyber environment.”

5.3 Key Laws Governing Cybersecurity in India
A. Information Technology Act, 2000
e Section 43 — Unauthorized access, data theft.
Section 66 — Hacking, phishing.
Section 66F — Cyberterrorism (punishable with life imprisonment).
Section 69 — Power to intercept, monitor, decrypt data.
Section 70 — Protection of Critical Information Infrastructure (CII).
e  Section 72A — Disclosure of information in breach of lawful contract.
8B Case Law:
Anvar P.V. v. P.K. Basheer (2014) — Laid down standards for admissibility of electronic evidence.
B. Indian Penal Code (IPC)
Used in conjunction with IT Act for offences such as:
Criminal intimidation (Sec 503)
Extortion (Sec 384)
Defamation (Sec 499)
Criminal conspiracy (Sec 120B)

5.4 Institutional Framework for Cybersecurity in India
A. Indian Computer Emergency Response Team (CERT-In)
e Established under Section 70B of the IT Act.
e Nodal agency for incident response.
e Issues advisories, coordinates during breaches.
e Maintains 24x7 monitoring centers.
Q) Recent Directive (April 2022):
All service providers, data centers, and VPNs must retain logs for 180 days and report cyber incidents within 6 hours.
B. National Critical Information Infrastructure Protection Centre (NCIIPC)
e  Setup in 2014 under the National Technical Research Organisation (NTRO).
e  Protects systems in sectors like:
o Power & energy
Banking & financial services
Telecom
Defense

@)
O
@)
o Space
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C. National Cyber Security Coordinator (NCSC)
e  Operates under PMO.

e Coordinates with multiple ministries, including MEITY, MHA, and MaD.

e  Oversees cyber diplomacy and policy formulation.
D. Ministry of Electronics and Information Technology (MeitY)
e Policy-making body.
e Administers the IT Act.
e Implements Digital India, cybersecurity skilling programs.
E. Cyber Crime Prevention Against Women and Children (CCPWC)
e Aninitiative under MHA.
e  Provides training to state police forces.
e Alsoruns a Cyber Crime Portal for lodging complaints.

5.5 Policy Framework for Cybersecurity
A. National Cyber Security Policy, 2013
e India’s first formal cybersecurity policy.
e Focus areas:
o Building secure cyberspace.
o Protection of infrastructure.
o Development of human resources.
o Encouragement of R&D.
> Critique: Lacked clear enforcement mechanisms and budgetary commitments.
B. Draft National Cyber Security Strategy, 2021 (Notified by NSCS)
e Emphasizes a 'whole-of-nation approach’.
e 3 main pillars;
o Secure (systems & data)
o Strengthen (legal & institutional)
o Synergize (collaboration with industry and academia)
Still pending Cabinet approval, but widely debated among stakeholders.

5.6 Sectoral Cybersecurity Guidelines
A. RBI Cybersecurity Framework for Banks (2016)
e Mandatory for all Scheduled Commercial Banks.
e Cyber incident reporting within 2—6 hours.
o Mandates Security Operation Centers (SOCs).
e  Conduct regular vulnerability assessments and red teaming.
B. IRDAI Guidelines for Insurers
e Regular audits of IT systems.
e Encrypt policyholder information.
e Appoint Chief Information Security Officers (CISOs).
C. SEBI Cybersecurity Framework for Market Infrastructure Institutions
e  Guidelines for stock exchanges and depositories.
e Mandates Disaster Recovery and Business Continuity Plans.

5.7 Cybersecurity and Critical Infrastructure

Critical Information Infrastructure (CIl) includes systems whose incapacity would have a debilitating effect on:

e National security
e Economy
e Public health
Sectors under protection:
Power grid
Banking networks
Telecom exchanges
Government databases (Aadhaar, Income Tax)

5.8 International Cooperation on Cybersecurity
A. Bilateral Cybersecurity Dialogues
India holds annual cyber dialogues with:
e USA (India—US Cyber Dialogue)
e UK, Japan, Australia, EU, and Israel
B. Multilateral Engagements
e Shanghai Cooperation Organisation (SCO)
e United Nations Group of Governmental Experts (UNGGE)
e Global Forum on Cyber Expertise (GFCE)
C. Challenges in Cooperation
e Differing laws on privacy and surveillance.
e Jurisdictional and attribution issues in cyberattacks.
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5.9 Cyber Warfare and State-Sponsored Attacks
India faces growing threats from cyber-espionage groups and state actors:
e APT Groups (Advanced Persistent Threats) like:
o Lazarus Group (North Korea)
o Naikon APT (China)
o MuddyWater (Middle East)
© Case Study:
Chinese cyber group RedEcho was linked to surveillance on Indian power sector in 2021, as per Recorded Future.
India is actively working to:
e Setup a Defence Cyber Agency (DCyA).
o Integrate cyber operations with conventional defense strategy.

5.10 Challenges in Indian Cybersecurity Infrastructure

Challenge Explanation

Lack of Skilled Workforce Shortage of cyber professionals and ethical hackers.

Low Public Awareness Cyber hygiene is poor among individuals and SMEs.

Outdated Legacy Systems Critical sectors often use outdated tech vulnerable to attacks.
Private-Public Gaps Limited coordination in reporting and sharing threat intel.

Budget Constraints Most government departments lack dedicated cybersecurity funding.

5.11 Judicial and Regulatory Perspective

8B Shreya Singhal v. Union of India (2015):

While this struck down Sec 66A, the judgment emphasized the need to balance cybersecurity with freedom of expression.
8B puttaswamy v. Union of India (2017):

Created judicial expectations for strong encryption, lawful surveillance, and minimal data collection.

Recent Petition (2023):

PIL filed in Delhi High Court challenging CERT-In’s VPN data collection guidelines under privacy grounds.

5.12 Recommendations

Pass the National Cybersecurity Strategy — With clear roles, responsibilities, and budgetary provisions.
Enhance Public Awareness — Cybersecurity campaigns in local languages.

Capacity Building — Cybersecurity courses in schools, colleges, and professional institutes.

Private Sector Partnerships — Encourage bug bounty programs, joint audits, and information exchange.
Independent Cyber Regulator — A specialized regulatory body to oversee compliance, similar to TRAI.

Ol f2 R IV

5.13 Conclusion

India is at a pivotal stage in its cybersecurity journey. While foundational laws and institutions are in place, the ever-changing cyber
threat landscape demands continuous adaptation, improved cooperation, and stronger legal safeguards. A proactive, citizen-centric
cybersecurity framework will be key to ensuring trust and resilience in India’s digital future.

CHAPTER 6: Legal Challenges in Combating Cybercrime and Cybersecurity Threats in India

The digitization of services and increased internet penetration has led to a surge in cybercrimes such as phishing, identity theft,
cyberstalking, ransomware attacks, and online financial fraud. While laws like the Information Technology Act, 2000 and
provisions of the IPC exist, enforcement continues to face multiple legal, procedural, and jurisdictional challenges.

This chapter explores the multifaceted legal hurdles India encounters in addressing the rapidly evolving cyber threat landscape.

6.2 Evidentiary Challenges in Cybercrime Investigations
A. Admissibility of Electronic Evidence
e Under Section 65B of the Indian Evidence Act, electronic records must be accompanied by a certificate for admissibility.
e  Multiple courts have held that failure to produce the certificate invalidates the evidence.
8B Case Law:
Anvar P.V. v. P.K. Basheer (2014) 10 SCC 473
Held that oral evidence cannot prove electronic records unless accompanied by the Section 65B certificate.
8B Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal* (2020)
Reiterated the mandatory nature of Section 65B certificate for digital evidence.
B. Data Volatility
e Logs, cookies, and digital footprints can be deleted or altered easily.
o Digital evidence may not persist unless proactively preserved.
C. Chain of Custody Issues
e Improper handling or transfer of digital evidence can lead to tampering allegations.
e Forensic integrity often challenged during trials.
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6.3 Jurisdictional Complexities

A. Cross-Border Cybercrimes
e Servers, perpetrators, or victims are often in different countries.
e Delays in obtaining data from global tech giants.

¢ Example:

In phishing scams, the attacker might operate from Eastern Europe, use a US-based server, and target an Indian bank.

B. Lack of International Agreements
o India lacks mutual legal assistance treaties (MLATS) with several nations.
e No accession yet to the Budapest Convention on Cybercrime.
C. Conflict of Laws
e Varying privacy and data protection laws in other countries restrict timely access to data and logs.

6.4 Challenges in Investigation and Enforcement
A. Inadequate Training of Police
e Most police stations lack cyber cells or technical training.
e  First Information Reports (FIRs) often wrongly filed under non-relevant sections.
B. Underreporting of Cybercrime
e Victims fear reputational damage (especially in financial frauds or cyberstalking).
e  Cyberbullying and child sexual abuse cases often go unreported due to stigma.
C. Capacity Constraints
o Shortage of digital forensics labs and cybercrime investigation tools.
e  Overload of cybercrime helpline and portals like www.cybercrime.gov.in.

6.5 Regulatory Overlaps and Gaps
A. Fragmented Framework
e Multiple agencies handle cybersecurity (MeitY, MHA, CERT-In, RBI, SEBI), but lack coordination.
e  Absence of a central cyber regulator.
B. Lack of Data Breach Notification Law (pre-DPDP Act)
e Prior to the DPDP Act 2023, no law mandated companies to report data breaches.
o Even post-enactment, implementation mechanisms are evolving.
C. No Specific Law for Cyber Warfare
e  Existing laws lack provisions for attacks against sovereignty via cyberspace.
o Defense responses to cyberattacks are undefined in Indian law.

6.6 Constitutional Concerns and Surveillance
A. Surveillance and Privacy
e  Section 69 of the IT Act allows government interception without judicial oversight.
e Broad discretion may violate Article 21 (Right to Life and Personal Liberty).
8B Case Law:
Justice K.S. Puttaswamy (Retd.) v. Union of India (2017)
Right to privacy is a fundamental right. Surveillance must meet the triple test:
1. Legality
2. Necessity
3. Proportionality
B. Pegasus Controversy
e Allegations of spyware use against journalists, activists.
e SC-appointed technical committee investigated; court emphasized citizen’s right to privacy.

6.7 Challenges in Corporate and Sectoral Compliance
A. Cybersecurity as a Low Priority

e SMEs often lack basic cyber hygiene.

e Many startups and digital businesses are unaware of obligations under the IT Act or DPDP Act.
B. Ambiguity in CERT-In Guidelines

e 2022 directive mandating 6-hour reporting and VPN data storage raised privacy and feasibility concerns.

e /PN providers threatened to exit India.

s Case in Point:
ExpressVPN and ProtonVVPN removed their servers from India citing excessive data retention demands.

6.8 Case Studies on Enforcement Challenges
A. The Ola-Uber Data Leak Case

e Hacker group claimed access to over 2 crore user records.

e No FIR was filed; companies denied breach.

e Lack of statutory disclosure obligation resulted in no investigation.
B. ATM Skimming Scam — Delhi NCR (2019)

¢ Romanian hackers cloned ATM cards.

e Took months to coordinate across state police.

e Highlighted poor coordination and dependence on international 1SPs.
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6.9 India’s Stand on International Cyber Norms
A. Absence from Budapest Convention
o India argues the Convention was drafted without its consultation.
e  Prefers bilateral treaties, citing data sovereignty.
B. Advocacy for UN-Led Framework
e Supports a global framework that balances national security and privacy.
e  Pushes for rules against state-sponsored cyberattacks.

6.10 Recommendations

Area Suggestion

Legal Reform Enact a comprehensive Cybercrime Code.

Judicial Infrastructure  Set up dedicated Cybercrime Benches in High Courts.
International Cooperation Join multilateral treaties like Budapest Convention.

Investigation Increase training and funding for cyber police.

Forensics Build more accredited digital forensic labs.

Surveillance Reform Establish judicial oversight for lawful interception.

Citizen Awareness Run campaigns on phishing, password hygiene, and data protection.

6.11 Conclusion

Despite having one of the largest digital user bases in the world, India’s cybercrime jurisprudence is still developing. The challenges
of investigating, prosecuting, and regulating cyber offences are compounded by technological advances and global jurisdictional
issues. A forward-looking approach — combining legal reform, institutional strengthening, and international collaboration — is
essential to secure India’s cyberspace and uphold constitutional rights.

CHAPTER 7: Case Law Analysis on Cybercrime and Data Protection in India

Judicial decisions play a pivotal role in interpreting evolving technology laws and ensuring that individual rights are protected in the
digital space. This chapter analyzes important Indian judgments that have influenced legal thinking in the areas of cybercrime, data
privacy, electronic evidence, and state surveillance.

7.2 Landmark Judgments on Cybercrime

1. Anvar P.V.v. P.K. Basheer
(2014) 10 SCC 473
e Facts: The appellant challenged the admissibility of electronic records (CDs) presented without a Section 65B certificate
under the Indian Evidence Act.
e Judgment: The Supreme Court held that secondary electronic evidence is not admissible without a proper 65B certificate.
o Impact: Reinforced the procedural rigor for admitting digital evidence in cybercrime cases.
Legal Principle: Section 65B is mandatory unless the original device is produced in court.

2. Shreya Singhal v. Union of India
(2015)5sccC1
e Facts: Challenge to the constitutionality of Section 66A of the IT Act (which criminalized offensive messages sent online).
e Judgment: SC struck down Section 66A as unconstitutional due to its vagueness and violation of freedom of speech
(Article 19(1)(a)).
e Impact: Established free speech boundaries in cyberspace and curtailed government censorship.
52 Note: Despite being struck down, Section 66A is sometimes still wrongly invoked by police (reported in 2020 by Internet
Freedom Foundation).

3. State of Tamil Nadu v. Suhas Katti
(2004)
e Facts: One of India’s first cyberstalking cases. A woman was harassed via defamatory emails and obscene messages posted
in her name on a message board.
e Judgment: Conviction under Sections 469, 509 IPC and Section 67 of IT Act.
e Impact: Early application of IT Act in punishing online harassment.

4. Syed Asifuddin v. State of Andhra Pradesh

(2005 Cri LJ 4314)
e Facts: Involved unauthorized access to telecom software by employees.
e Judgment: Court recognized source code as property, prosecutable under Section 420 IPC and IT Act.
e Impact: Affirmed that intellectual property theft via digital means is a criminal offense.

5. Sony Sambandh Case (Sony India Pvt. Ltd. v. State of Delhi)
e Facts: Credit card fraud through online shopping.
e Judgment: Accused was arrested, and police used cyber forensics to trace transactions.
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e Impact: First case in India where cyber evidence led to conviction in a fraud case.

7.3 Landmark Judgments on Data Protection and Privacy

6. Justice K.S. Puttaswamy (Retd.) v. Union of India
(2017)10sCC1
e Facts: A nine-judge Constitution Bench ruled on whether the right to privacy is a fundamental right.
e Judgment: Recognized right to privacy under Article 21.
e Impact: Set the foundation for data protection laws, informed the drafting of the DPDP Act, 2023.
Q Key Point: Any data collection or surveillance must pass the triple test:
1. Legality
2. Necessity
3. Proportionality

7. Internet Freedom Foundation v. Ministry of Home Affairs (Ongoing PIL)

(2022 — Delhi High Court)
e Facts: Challenge to CERT-In’s April 2022 directive mandating 180-day log retention and VPN customer data storage.
e  Status: Petition challenges this as a violation of privacy under Puttaswamy principles.
e Potential Impact: May decide how far the state can go in data surveillance in the name of cybersecurity.

8. Karmanya Singh Sareen v. Union of India
(2017 — Delhi High Court)
e Facts: Challenge to WhatsApp's privacy policy after its acquisition by Facebook.
e Judgment: Court observed users voluntarily accepted the terms; passed the issue to be handled under future data protection
laws.
e Impact: Highlighted the gap in legislative framework before the DPDP Act.

9. Re: Facebook—Cambridge Analytica Data Leak
(2018 — Parliament Inquiry)
e Facts: Indian users’ data misused by foreign firms for electoral manipulation.
e Judgment: No formal judicial ruling, but sparked parliamentary discussion and accelerated data protection policy
development.
e Impact: Highlighted data sovereignty and cross-border misuse of personal data.

7.4 Key Themes Emerging from Jurisprudence

Theme Explanation

Privacy is Fundamental Affirmed in Puttaswamy; limits state and corporate overreach.
Stringent Evidence Rules ~ 65B certificate is essential; affects admissibility.

Freedom vs Regulation Shreya Singhal balanced state control and freedom of speech.
Need for Specific Legislation Repeated directions from courts to codify privacy and cyber laws.
Digital Due Process Surveillance must be justified, proportionate, and lawful.

7.5 Cases Demonstrating Emerging Cyber Threats

A. Pegasus Spyware Allegations (2021-2022)
o Alleged use of Israeli spyware to target journalists and activists.
e  Supreme Court appointed a technical committee.
e Report emphasized lack of accountability and oversight.

B. UIDAI & Aadhaar Data Leaks
e Several reports of Aadhaar database access sold on WhatsApp.
o UIDAI denied large-scale leaks; investigations inconclusive.
o Reinforced need for data breach notification laws.

7.6 Judicial Recommendations for Legal Reform

Need for dedicated cybercrime benches and fast-track courts.

Integration of forensic training for judges.

Introduction of a Cybercrime Procedural Code.

Repeal of outdated sections (e.g., Section 66A) from police training manuals.
Empowering Data Protection Board under DPDP Act with quasi-judicial authority.

7.7 Conclusion

The Indian judiciary has significantly shaped the trajectory of cyber law and data protection. While landmark rulings like
Puttaswamy and Shreya Singhal laid the foundation for a rights-based framework, recent and ongoing cases reflect the complexity
of regulating cyberspace in a democratic society. There is an urgent need to translate judicial insights into comprehensive legislation,
robust enforcement mechanisms, and a techno-legal ecosystem that balances innovation with accountability.
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CHAPTER 8: Role of Government, Private Sector, and International Bodies in Tackling Cybercrime and Ensuring
Cybersecurity in India

Cybersecurity is not solely the responsibility of the state. It involves the government, private sector, academia, and international
organizations, each playing a crucial role. The complexity of cyber threats—ranging from financial frauds to cyber warfare—
demands a collaborative and integrated approach to prevention, detection, and response.

8.2 Role of the Indian Government
A. Legal and Policy Frameworks
e Information Technology Act, 2000 — Core legal framework for cybercrimes.
e National Cyber Security Policy, 2013 — Aimed at building a secure and resilient cyberspace.
e Digital Personal Data Protection Act, 2023 — Establishes data protection norms and roles for Data Fiduciaries and Data
Principals.
B. Institutional Mechanisms
1. Ministry of Electronics and Information Technology (MeitY)
o Nodal ministry for policy development on IT and cyber laws.
2. Indian Computer Emergency Response Team (CERT-In)
o Coordinates incident response and vulnerability disclosures.
o lIssues advisaries on ransomware, phishing, and zero-day vulnerabilities.
3. National Cyber Crime Reporting Portal
o www.cybercrime.gov.in — Allows citizens to file online complaints.
4. Cyber Crime Coordination Centre (14C)
o Integrated command and control center under the Ministry of Home Affairs.
C. Sector-Specific Cybersecurity Guidelines
¢ RBI - Cybersecurity frameworks for banks and NBFCs.
o |IRDAI — Security protocols for insurance companies.
e SEBI — Cyber resilience for market infrastructure institutions.

8.3 Role of Private Sector
A. Tech Giants (ISPs, Cloud Providers, Platforms)
e Responsible for data security, encryption standards, and incident disclosure.
o VPN and cloud service providers often face legal obligations under CERT-In 2022 guidelines.
B. Financial Institutions
e  Banks implement multi-factor authentication, real-time fraud detection, and cyber drills under RBI mandates.
e Also coordinate with the Indian Banks' Association (IBA) and CERT-Fin.
C. Cybersecurity Companies
o  Offer services like penetration testing, SIEM, threat intelligence, and SOC-as-a-service.
e Indian firms such as Quick Heal, Lucideus, and Innefu Labs are key players.
D. Startups and MSMEs
e Often lack resources to implement robust cybersecurity but are increasingly vulnerable.
o Need better access to cybersecurity awareness and subsidies.

8.4 Role of Academia and Think Tanks
e Institutions like 111 T-Hyderabad, 11T Bombay, and NALSAR conduct R&D in cryptography, cyber law, and data
governance.
e Think tanks such as ORF, NIPFP, and IDSA contribute to policy debate and capacity building.
%> Case Study:
NLU Delhi’s Centre for Communication Governance (CCG) actively contributes to digital rights and privacy jurisprudence.

8.5 Role of International Organizations and Frameworks
A. United Nations (UN)
e Advocates for responsible state behavior in cyberspace.
e India supports a UN-led cybercrime treaty rather than the Budapest Convention.
B. Budapest Convention on Cybercrime
e Firstinternational treaty on cybercrime.
¢ India is not a signatory, citing sovereignty and lack of consultation.
C. INTERPOL
o Facilitates global police coordination on cybercrime cases.
e India's CBI and 14C cooperate with INTERPOL cybercrime units.
D. World Bank and OECD
e Provide funding and policy advice on cyber risk management and digital resilience.

8.6 Public-Private Partnerships (PPPs)
o India has launched several initiatives to encourage collaboration between government and private players, including:
o Cyber Surakshit Bharat
o Information Security Education and Awareness (ISEA)
o Cyber Swachhta Kendra — Botnet cleaning center.
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5 Example:
Cyber Swachhta Kendra, in partnership with Quick Heal and other firms, offers free tools to clean infected devices.

8.7 Role of Law Enforcement Agencies
e Cyber Cells established in major cities, with rising specialization in digital forensics and cyber patrol.
e Training programs for police officers through NCRB, BPRD, and CBI Academy.

8B Case Study:

Maharashtra Cyber Cell has developed a robust investigation framework for cyberstalking and online fraud.

8.8 International Cooperation and Diplomacy
e India actively engages in:
o Shanghai Cooperation Organisation (SCO) cybersecurity drills.
o QUAD cyber initiatives with the US, Japan, and Australia.
o Bilateral cybersecurity dialogues (e.g., India-US Cyber Dialogue).
Extradition and Mutual Legal Assistance
e Challenges persist in extraditing cybercriminals due to absence of MLATS with key jurisdictions.
¢ Need to expedite treaty negotiations and promote standard data sharing protocols.

8.9 Challenges in Multi-Stakeholder Collaboration

Stakeholder Challenges
Government Bureaucratic delays, outdated policies
Private Sector Lack of regulatory clarity, fear of overregulation

International Bodies Sovereignty vs. global cooperation
Law Enforcement  Shortage of cybercrime units and expertise
Academia Research often disconnected from policy implementation

8.10 Recommendations for Strengthening Cooperation

Area Recommendation

Legal Reforms Update IT Act, harmonize with DPDP Act

Capacity Building Fund SOCs, forensics labs, police training

PPP Models Tax incentives for cybersecurity R&D

Global Alliances Join Budapest Convention or develop an Indo-Pacific cyber treaty

Awareness Campaigns Expand Digital Literacy Mission
Cyber Diplomacy Appoint a dedicated Cyber Envoy at MEA

8.11 Conclusion

Cybersecurity is a shared responsibility. Governments must ensure legal clarity and enforceability; the private sector must safeguard
data and systems; international bodies must facilitate coordinated response; and academia must innovate. India’s cyber resilience can
only be truly strengthened through cohesive, proactive, and inclusive collaboration across all stakeholders.

CHAPTER 9: Policy Gaps and Recommendations for a Robust Cybersecurity Ecosystem in India

Despite multiple efforts by the Indian government, including the enactment of the IT Act (2000), the Digital Personal Data
Protection Act (2023), and the establishment of institutions like CERT-In and 14C, India’s cybersecurity ecosystem remains
fragmented, under-regulated, and reactive. This chapter explores the key policy and legislative gaps and proposes solutions to
strengthen India's digital defences.

9.2 Key Policy Gaps in Cybersecurity and Data Protection

1. Absence of a Comprehensive Cybersecurity Law
e |T Act, 2000, though amended, remains outdated for modern threats like Al-based attacks, deepfakes, 10T hacks, etc.
e Sectoral fragmentation: Different sectors have their own guidelines (RBI, IRDAI, SEBI), causing overlap and
inconsistency.

2. Weak Implementation of CERT-In Guidelines
e CERT-In’s 2022 advisory (mandatory 6-hour breach reporting) lacks enforcement teeth.
e Small organizations and startups often find compliance difficult due to lack of clarity or resources.

3. Underdeveloped Data Breach Notification Regime
e No centralized or mandatory public disclosure of breaches.
e Victims often remain uninformed; hackers continue to exploit vulnerabilities without public scrutiny.
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4. Low Cybersecurity Awareness
e Limited cybersecurity awareness among:
o Rural populations
o Small businesses
o Students and youth

5. Inadequate Budget Allocation
e India's cybersecurity spending is just 0.5% of total IT budget, compared to 15-20% in developed countries.
e Shortage of skilled cybersecurity professionals across law enforcement and government agencies.

6. Weak International Engagement
e India is not a signatory to the Budapest Convention.
e Limited cross-border enforcement and data-sharing mechanisms hamper investigations.

7. Lack of Dedicated Data Protection Regulator
o DPDP act proposes a Data Protection Board, but its powers, composition, and independence are unclear.
e There is no independent Data Protection Authority akin to the UK's ICO or EU’s EDPB.

8. Judicial Backlog in Cyber Cases
e  Cases related to cyberbullying, revenge porn, and online frauds take years due to lack of cyber expertise among judges.
o Need for special cyber benches and fast-track courts.

9.3 Recommendations for Legal and Policy Reforms

A. Enact a Comprehensive Cybersecurity Law
e  Combine key aspects of:
o IT Act
o  National Cyber Security Policy
o CERT-In directives
o Sectoral guidelines
o Define cyberwarfare, cyberterrorism, Al crimes, cyber insurance, and platform liabilities.

B. Strengthen Institutional Framework
e Upgrade CERT-In to a statutory body.
e Establish National Cybersecurity Authority of India (NCAI) under a dedicated Cybersecurity Act.
e  Empower Data Protection Board to function like a quasi-judicial body with enforcement and penalty powers.

C. Centralized Cybersecurity Command
e Create a National Cybersecurity Operations Centre (NCSOC) modeled on:
o US Cyber Command (USCYBERCOM)
o UK’s National Cyber Security Centre (NCSC)

D. Cybercrime Special Courts
e  Set up cybercrime benches in district courts and High Courts.
e Mandate appointment of tech-savvy judges and judicial training.

E. Mandatory Data Breach Reporting and Public Disclosure
e Enforce a 24-hour breach reporting deadline for critical infra (banks, telecom, energy).
e Maintain a national public breach registry, like the HavelBeenPwned model.

F. Strengthen Digital Literacy
e Expand scope of Cyber Surakshit Bharat Abhiyan to Tier-2 and Tier-3 towns.
e Introduce cyber hygiene modules in schools and college curricula.
e Mandate cyber risk awareness training in MSMEs and startups.

G. Promote Cybersecurity R&D and Startups
e  Offer tax incentives to cybersecurity product companies.
e Fund academic research labs in Al and quantum-safe cryptography.
e Launch a National Cybersecurity Innovation Mission similar to Startup India.

H. International Cyber Diplomacy
e Negotiate bilateral and multilateral treaties on:
o Data sharing
o  Cybercrime investigations
o Evidence transfer protocols
e Reconsider accession to Budapest Convention with reservations to safeguard sovereignty.
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9.4 Case Study-Based Recommendations
1. Pegasus Case

e Demand for judicial oversight on state surveillance.

e Recommendation: Enact a Surveillance Regulation Act defining scope, checks, and oversight.
2. Air India Data Breach

e  Lack of timely disclosure and compensation to victims.

e Recommendation: Enforce mandatory user notifications, enable class action under DPDP Act.
3. Bhima Koregaon Spyware Allegations

e Alleged planting of malware to incriminate activists.

e Recommendation: Establish independent Digital Forensic Oversight Authority.

9.5 Roadmap for Building a Cyber-Resilient India (2025-2030)

Year Milestone

2025 Enact comprehensive cybersecurity law

2026 Appoint Data Protection Board and NCAI

2027 Roll out cyber insurance and public breach portal

2028 International cyber treaty and cybercrime courts

2029 100% cybersecurity audit compliance for govt depts

2030 India becomes Cyber Resilient Nation (Global Cybersecurity Index Top 10)

9.6 Conclusion

India’s ambitions to become a trillion-dollar digital economy hinge on its cyber resilience. Addressing legal loopholes, empowering
institutions, fostering innovation, and ensuring citizen trust are non-negotiable. As India enters a new digital decade, cybersecurity
must move from being an IT issue to a national security and legal priority.

Il. CHAPTER 10: CONCLUSIONS

As India navigates the era of Industry 4.0, digitization, and big data, the intersection of cybercrime, data breaches, and
cybersecurity is no longer a niche concern—it has become a matter of national security, public safety, and legal urgency. This
dissertation has explored the depth of challenges India faces, the strengths of its current legal and institutional framework, and the
critical areas that require reform.

This final chapter summarizes the core findings and presents a strategic way forward to make India more secure, resilient, and
proactive in addressing the dynamic threats of cyberspace.

10.2 Summary of Key Findings
1. Rising Cybercrime Landscape
e India has witnessed a 400%o increase in cybercrime over the last five years (as per NCRB & CERT-In reports).
e Threat actors include state-sponsored hackers, organized cybercriminals, hacktivists, and even internal threats.
¢ Financial frauds, identity thefts, cyberstalking, and ransomware attacks are the most prevalent.
2. Inadequate Legal Framework
e The Information Technology Act, 2000, though foundational, is outdated.
e New-age cybercrimes like deepfakes, crypto scams, cyberbullying, and drone-based intrusions lack dedicated
provisions.
e The Digital Personal Data Protection Act, 2023, while a step forward, still awaits robust enforcement and institutional
clarity.
3. Institutional and Capacity Constraints
e Lack of trained cyber police, judicial officers, and digital forensic labs.
e Fragmentation across multiple agencies (CERT-In, NIA, 14C, RBI) with no centralized command structure.
4. Lack of Cyber Awareness
e Rural populations, small businesses, and students are particularly vulnerable due to low awareness.
e  Cyber hygiene remains weak across many sectors.
5. International Cooperation Deficit
e India’s reluctance to join treaties like the Budapest Convention limits cross-border enforcement.
e  Cyber diplomacy is still evolving and lacks a unified global engagement policy.

10.3 Vision for a Cybersecure India
A truly cyber-resilient India must be built on the following pillars:

Pillar Strategic Focus
Lo Comprehensive Cybersecurity Act, Surveillance Regulation Act, DPDP
Legislative
enforcement
al Institution National Cybersecurity Authority, Data Protection Board with real autonomy
Judicial Cybercrime benches, trained judicial staff, fast-track hearings
al Education Cybersecurity in school curricula, digital literacy for rural and urban masses
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Pillar Strategic Focus

Economic Incentives for cyber startups, cyber insurance, tax benefits for R&D

Diplomatic  Cyber diplomacy unit in MEA, bilateral treaties, cybercrime extradition protocols
Technologi

cal National SOC, Al/ML-enabled cyber forensics, quantum encryption R&D

10.4 Policy Recommendations (Recap)

Issue Recommendation

Legal Gaps Enactment of modern laws to tackle Al, 10T, ransomware

Institutional Weakness  Empowered, autonomous cybersecurity and data protection bodies

Victim Support Legal aid, compensation fund for victims of large breaches

Law Enforcement Establishment of dedicated cybercrime cells in every district

International Greater role in UN cybercrime treaties and law enforcement
Engagement cooperation

Surveillance & Rights  Judicial oversight for government surveillance programs

10.5 Future of Indian Cyber Law Jurisprudence
Indian jurisprudence is slowly expanding to address digital threats, but landmark case law is still evolving.
Emerging Legal Themes:
o Digital consent and notice fatigue under DPDP Act
e Platform accountability (e.g., social media under IT Rules, 2021)
e State surveillance vs privacy (Post—Puttaswamy doctrine)
¢ Right to be forgotten — Still not enforceable under Indian law
e Algorithmic bias and need for Al governance frameworks
Need for New Legal Concepts:
Cyber torts and class action suits
Al liability frameworks
Cyberwarfare jurisprudence
Online harm regulation

10.6 Concluding Thoughts

India is poised to become a global digital powerhouse, but with that comes an enormous responsibility to secure its cyberspace.
Cybercrime is evolving faster than law and policy can catch up. The need of the hour is a forward-looking, technology-neutral,
rights-centric, and enforceable legal and policy framework.

Through collaboration among government, industry, academia, and international bodies, India can emerge as a leader in global
cybersecurity governance, ensuring trust, safety, and sovereignty in the digital realm.

“Cybersecurity is not just about technology; it is about trust, law, accountability, and resilience.”
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