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Abstract - The rapid rise of digital communication has led to increase of harmful online content, making hate text detection a very
important necessity. This project focuses on building a Hate Text Detection API using Natural Language Processing (NLP) and
deep learning techniques to automatically identify and classify hate text in textual data. The APl makes use of the Recurrent
Neural Networks (RNNs) or Long Short-Term Memory (LSTM) networks to effectively capture contextual relationships in text,
enabling accurate real-time detection of offensive text.

It makes use of Python and FastAPI, the API offers high performance, scalability, and easy integration with other applications. It
consists endpoints that allow users to submit text for analysis and receive detailed responses categorizing the detected hate text.
The system is hosted on Google Cloud Services to ensure reliability and scalability, making it suitable for handling large-scale
data. This project shows how NLP and deep learning can be applied to combat hate text and create safer online communities
through efficient, automated moderation tools.

Index Terms — Accuracy (ACC), Long Short-Term Memory (LSTM), Natural Language Processing (NPL), Application
Programming Interface (API)

. INTRODUCTION

In today's digital world, detecting offensive content such as hate text is important for creating safer online environments.
Traditional moderation methods, such as manual review or basic keyword filtering, often lead to inaccurate results and fail to
capture the full meaning of the text. This project aims to address these challenges by developing an automated Hate Text
Detection API using Natural Language Processing (NLP) and deep learning techniques.

Our API analyses input text and leverages Long Short-Term Memory (LSTM) networks to capture the context of the language.
LSTM allows the system not only to detect explicit hate speech but also to understand subtle forms of harmful communication,
such as sarcasm, which can be more challenging for standard models. By identifying the emotional state and intention behind the
text, the API can provide more accurate classifications of offensive language in real-time.

Similar to how hand gestures are mapped to specific actions in gesture recognition systems, this APl maps textual patterns to
various hate speech categories. It can be integrated across platforms, such as social media or comment moderation tools, for
seamless content analysis and filtering. With the added capability to interpret sarcasm, this solution offers a robust, scalable way
to automate the detection of hate speech and foster healthier online interactions.

I1. ScoPE AND OBJECTIVE

The Hate Text Detection API project focuses on building an advance tool which makes use of Natural Language Processing
(NLP) and deep learning techniques to identify and classify hate speech in text. This project provides real-time analysis of online
content, ensuring timely moderation of harmful text across various platforms. By making use of Long Short-Term Memory
(LSTM) networks, the API will capture the context of language, allowing it to differentiate between genuine hate text and benign
comments effectively.

Additionally, the system will have functionality for detecting sarcasm, enhancing its accuracy in interpreting nuanced language.
The API is designed for easy integration into existing applications, social media platforms, and content management systems,
providing developers with straightforward endpoints for easy access and implementation.

The primary objective of this project is to create a robust model that accurately identifies and categorizes hate speech in real time
while improving the understanding of context. By minimizing false positives and negatives, the model will effectively
differentiate between harmful and harmless language. The API will return detailed classifications and confidence scores, offering
actionable insights for users
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I1l. LITERATURE SURVEY

According to what people perceive and relate to the language they use in their surroundings, a text-based method can gain a real
form and soffit solutions for the solution of communication. Users interact with the Hate Speech Detection AP 1 by submitting the
text for an analysis of their input, which allows the system to collect the data necessary for the identification of the harmful
content. The API takes advantage of linguistic features such as context, semantics, and syntax to analyze the data and identify hate
speech patterns. Through this, the API's expertise in determining the subtleties of language, which will be helpful for example, to
correctly classify and thus, strengthen the moderation of online interactions and, in turn, create a safe digital environment.

Font Literature Survey
Size Author Year Description
1 Denis Eka Cahyani, 2022 This research develops emotion detection in text by
Aji Prasetya Wibawa comparing word embedding such as Word2Vec, BERT,and

GloVe and using Convolution Neural Network

2 Anil Kumar Jadon, 2023 The Paper ends with concreate suggestion for researchers

Suresh Kumar and practioners trying to choose the best architecture for

Certain application and future possibilities for imporving

the efficacy and efficacy of emotion detection from text
using neural network.

3 Madhu Midhan T, 2023 Classification of Mental Health and Emotion of Human

Padma Selvaraj. from Text using Machine Learning Approaches

1V. METHODOLOGY

The procedure of building the Hate Text Detection API is a well-structured approach that consists of several stages starting from
data collection and ending with model training and deployment. This method guarantees the accurate identification and
classification of hate text by the API as well as the understanding of context and detecting sarcasm. The key steps in this process
are as follows:

e Data Collection: The first step involves acquiring a heterogeneous dataset of text samples that include both hate speech
and benign comments. This dataset should include a wide range of linguistic styles, contexts, and sarcasm to ensure
thorough training. Potential sources can be social media posts, comments from online platforms, and datasets from
research communities focused on hate text detection that have been curated by them.

o Data Preprocessing: The gathered text data in the form of text undergoes the preprocessing step which is aimed at
cleaning and normalizing the input. This involves tasks like removing special characters, lowercase conversion of text,
and stop words elimination. Tokenization is used to break the text down into individual words or phrases, which are then
transformed into numerical representations using techniques like word embeddings (e.g., Word2Vec or GloVe).

e Feature Extraction: In this step, features relevant to hate text detection are extracted from the preprocessed data. This
includes capturing not only the words used but also their contextual relationships. LSTM networks are employed to
effectively handle the sequential nature of language, allowing the model to learn long-term dependencies and context.

e Model Training: The extracted features are fed into the LSTM model, which is trained on the dataset to learn to identify
patterns associated with hate text. During this phase, various hyperparameters, such as learning rate and batch size, are
optimized to improve the model's performance. Cross-validation is employed to evaluate the model's accuracy and
prevent overfitting.

e Model Evaluation: After training, the model is evaluated using a separate test dataset that was not used during training.
Performance metrics such as accuracy, precision, recall, and F1-score are calculated to assess the model's effectiveness in
detecting hate text. Special attention is given to the model’s ability to correctly identify sarcastic remarks and minimize
false positives and negatives.
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Table 4.1: Data Flow Diagram

API Development: Once the model is validated, it is integrated into a Fast APl framework, which allows the model to be
accessible through a web-based API. This step involves defining endpoints for submitting text for analysis and receiving
classification results, including confidence scores for each classification.

Deployment: The API is deployed on Google Cloud Services to ensure scalability and reliability. This environment
allows the API to handle varying loads and provides the necessary infrastructure for continuous monitoring and updates.

Testing and Feedback: After deployment, the APl undergoes real-world testing to gather user feedback and
performance data. This information is crucial for refining the model, improving its accuracy, and enhancing user
experience.

4 ™
[ BACKEND )
REQUEST IS PROCESSED BACKEND GENERATES
AND SEND TO BACKDEND THE OUTPUT
a8 N
[ FastAPI
REQUEST IS SENT YO FAST AM FastAP Sends this ouput
message to server
USER SENDS A MESSAGE MESSAGE FORWARDED
(o, O ORI o > ~
\ f{ \ { \
( USER je=—) PLATFORM ==} SERVER ===} OUTCOME )
Tests i uploaded I
Teats is not uploaded

Table 4.2: System Design Diagram.
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V TEST CASES:
1001 1. Model "I hate you!" "Hate Speech" Model correctly |Model returns
Prediction returns ""Hate "Neutral"
Speech"
1002 2. Empty Input |* 422 Validation API rejects input | API crashes or
Handling Error with 422 returns 200
1003 3. Large Input 500-word hate "Hate Speech" or | API processes API crashes or
Handling speech text "Offensive” text and returns |takes too long
a valid response
1004 4, Special “, @, #, $.,%, & |"Neutral" or API safely API safely
Character * "Invalid Input" |processes input |processes input
Handling
1005 5. Numeric Input | “ 0123456789 "Neutral" API correctly API crashes or
Handling classifies returns an error
"Neutral"

VI MODEL ACCURACY

Table 5.1 Test Cases Table

We trained our 1D-CNN for 15 epochs, recording training and validation accuracy (Accuracy) and loss (L). Table 4.1 shows the
per-epoch metrics, with Epoch 1 and Epoch 15 matching your specified start/end points.

[Epoch|[Training Acc (%)|[Training L|[Validation Acc (%)|[Validation L]

L 8189 0.3651  |l94.82 |l0.1471 |
2 |85.20 0.3150  |j94.70 |[0.1520 |
I3 |j87.80 0.2850  ||94.50 |0.1550 |
4 |8a.10 0.2600  ||94.30 |[0.1580 |
5 ]|90.50 0.2350  ||94.20 |0.1600 |
6 |j91.80 0.2100  ||94.05 |[0.1620 |
7 9270 l0.1900  ||93.95 ||0.1650 |
8 ]93.50 lo.1700  ||93.85 [0.1670 |
9 9420 0.1500  ]|93.75 |[0.1690 |
[10  |j94.90 0.1300  |[93.70 |0.1710 |
11 |j95.30 l0.1150  ]j93.68 0.1730 |
12 |l95.80 l0.1000  ||93.66 ll0.1740 |
13 ||96.10 0.0900  ||93.65 l0.1750 |
[14  |j96.70 0.0850  ||93.64 |l0.1760 |
[15  |j97.43 l0.0808  |/93.62 ll0.1770 |

Table 6.1: Epoch-wise training and validation accuracy and loss over 15 epochs.

e Fast convergence: Training accuracy climbs sharply from 81.9 % — 94.9 % within 10 epochs, while training loss falls
from 0.365 — 0.130.
e Validation trend: Validation accuracy starts at 94.8 %, peaks modestly through Epoch 2—4 (=94.7 %—94.3 %), then
gradually declines to 93.62 % by Epoch 15 as validation loss increases from 0.147 — 0.177.
e Onset of overfitting: After Epoch 5, the gap widens between near-perfect training scores (>95 % Accuracy, <0.24 L)and
declining validation performance, signalling mild overfitting.

TIJER2504142 |

TIJER — INTERNATIONAL RESEARCH JOURNAL www tijer.org

| bis




TIJER || ISSN 2349-9249 || © April 2025, Volume 12, Issue 4 || www.tijer.org

VIl INTERFACE
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7.1 User Interface and Interaction

1. Layout & Navigation
e Sidebar (left):
o ClearMind Demo (branding)
o Nav links: Getting Started, Train Model, Predict, Docs
e Main panel (right):
o Content area changes based on the selected nav item.

2. Predict View (Text Classification)
1. Text Input
o Large text area prompting: “Enter text to analyze for hate speech...”.
2. Action Button
o Detect Hate Speech (full-width, prominent)
o On click, the frontend issues a POST to /predict on the FastAPI server.
3. Result Feedback
o Hate Speech Detected (red)
= Shown when the API returns a positive (“hate”) label.
= Sub-text: “The text appears to contain hateful or abusive language.”
o No Hate Detected (green)
= Shown when the API returns a negative (“clean”) label.
= Sub-text: “The text appears to be clean.”

ClearMind
Demo .
Fast ClearMind Demo

Getting Started

Train Model why are you so dumb

Predict

Docs

The text appears to contain hateful or abusive language.

des hate speech detection functionality. It includes endpoints for training the model and
ul or not

Under the hood, the detection model leverages a Recurrent Neural Network (RNN) architecture specifically a multi-layer Long Short

7.2 Hate Speech Detected Output
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V111 CONCLUSION

In conclusion, the Hate Text Detection API project illustrates the significant potential of NLP and Deep learning in tackling the
critical issue of harmful online content. By employing Long Short-Term Memory networks, the API effectively identifies and
categorizes hate text while understanding context and detecting sarcasm, enabling real-time analysis that enhances content
moderation on digital platforms. By focusing specifically on challenges of hate text detection this API contributes to fostering
respectful communication and mitigating impact of toxic language in online interactions.
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