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Abstract —Nowadays, keeping financial transactions safe is very important. Our project focuses on creating a Face Recognition 

System that allows users to make transactions securely using facial authentication. This system removes the need for passwords or 

PINs, which can be stolen or misused. The system works in two main steps: registration and transaction authentication. First, a user 

must register by taking and saving a facial image. They can update their profile picture when needed. When making a transaction, the 

system captures the user's face through a camera and compares it with the saved image. If the faces match, the transaction goes through; 

if not, it is stopped to prevent fraud. One major challenge in face recognition is preventing fraud, where someone tries to trick the 

system using a photo, video, or mask. To stop this, our system uses anti-spoofing techniques like liveness detection. This checks for 

natural movements, skin texture, and light reflections to ensure the face is real. We also use challenge-response methods, like asking 

the user to blink or move their head, to confirm that a live person is present. To make transactions even more secure, we can combine 

face recognition with other methods like iris scanning and voice recognition. This multi-layered security makes it harder for fraudsters 

to trick the system. 

I. INTRODUCTION  

   Because of the speed at which digital transactions are developing, traditional payment authentication methods like passwords, PINs, 

and OTPs are becoming more and more susceptible to security threats like password leaks, OTP interception, and card cloning [1]. 

Biometric authentication has become a very convenient and safe alternative to these problems, and among the many biometric 

methods, face recognition is receiving a lot of attention because of its uniqueness, contactless nature, and ease of use [2]. This project 

introduces a novel digital payment system that uses face recognition technology for user authentication, removing the need for 

traditional credentials and guaranteeing that only the legitimate account holder can approve transactions. In contrast to traditional 

methods, face-based payments offer a smooth and hygienic approach to digital transactions, meeting the increasing demand for 

contactless payment. 

 

                                                       
 

                                                                                    Fig.1.  Home Page 

 

   The suggested system is constructed with web technologies like HTML, CSS, Bootstrap, JavaScript, and Node.js for frontend and 

backend development, Google Firebase for data storage and hosting, and Python for face recognition. Real-time face detection and 

recognition in the browser is made possible by the face-api.js library, which is built on top of TensorFlow.js [4].  

 

   The system uses SSD (Single Shot Multibox Detector), which is based on the Mobile Net V1 neural network and can recognize 

facial landmarks from correctly aligned images, for face detection [5]. A ResNet-34 based architecture is used for face recognition, 

computing 128-dimensional feature vectors to characterize a user's facial features in a unique way. In order to ensure safe and precise 

verification, the system then measures the Euclidean Distance between stored and detected facial descriptors to confirm 

identification .  

 

  User registration, face profile updates, and real-time face matching for transactions make up the application workflow. The 

transaction continues if the identified face matches the registered profile; if not, it is stopped. This method guarantees a quick, 

contactless, and dependable payment experience while improving transaction security and removing the hassle of password 

administration [7]. Cashless economies are undergoing a revolution thanks to biometric payment systems, and face recognition 

technology is essential for boosting security, thwarting fraud, and increasing user convenience. This project seeks to offer a highly 

secure and effective payment solution for the digital age by fusing state-of-the-art machine learning algorithms with safe cloud-based 

transaction processing [8]. 
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                                                                                Fig.2  User Interface 

 

 

 

II. LITERATURE SURVEY  

 

   User registration, face profile updates, and real-time face matching for transactions make up the application workflow. The 

transaction continues if the identified face matches the registered profile; if not, it is stopped. This method guarantees a quick, 

contactless, and dependable payment experience while improving transaction security and removing the hassle of password 

administration [7]. 

 

  Cashless economies are undergoing a revolution thanks to biometric payment systems, and face recognition technology is essential 

for boosting security, thwarting fraud, and increasing user convenience. This project seeks to offer a highly secure and effective 

payment solution for the digital age by fusing state-of-the-art machine learning algorithms with safe cloud-based transaction 

processing [8].  

 

  Using Face Recognition to Implement Banking and Payment Systems Numerous studies have been conducted on the integration of 

face detection and identification in banking and payment systems. By removing the dangers of card skimming and password theft, 

biometric authentication improves transaction security, according to Vishakha Mehta and Mayank Patel [3]. Their research 

emphasises how crucial live facial detection is in thwarting spoofing attempts. 

 

  Secure Transactions Using a Real-Time Face Recognition System The design and implementation of a real-time face recognition 

system for banking applications is examined in a research by Mohammed I. Younis and Zahraa Qasemjaber that was published in the 

Journal of Physics [4]. They stress that in order to increase accuracy and performance, highresolution cameras are essential. The 

difficulties with security when managing large-scale banking are also covered in the paper. 

 

  Using Face Recognition to Verify Payments. Research on facial recognition-based payment authentication is published in the 

International Journal of Innovative Science, showcasing the Haar Cascade Frontal facial Algorithm's practical banking applications 

[5]. The study emphasises that in order to guarantee the highest level of security and dependability, camera functionality must be 

continuously tested.  

 

  Sophisticated Face Recognition Methods for Safe Banking The International Journal of Computer Applications investigates several 

machine learning methods for financial transaction facial recognition. For increasing the accuracy of face authentication, this 

includes Principal Component Analysis (PCA), Linear Discriminant Analysis (LDA/FisherFace), and Convolutional Neural 

Networks (CNNs) [6]. According to the study, real-time performance can be improved with Eigenfaces and FisherFaces.l pox.  

 

  Using Facial Identification in Banking Transactions. Due to its uniqueness and non-repudiation, facial identification in banking 

transactions is becoming more and more common. The failure conditions of face-based authentication, such as when the user's face 

cannot be recognised because of inadequate illumination or camera quality, are covered in research by Meena P. and Nishitha K. 

[7]. They stress that long-resolution cameras are necessary for trustworthy verification.  

 

  Face Recognition-Based Secure Banking In the International Journal of Computer Application (2021), Ahmed Al-Araji's study 

suggests a face recognition-based safe banking system [8]. In his work, he explains how convolutional neural networks (CNNs) 

greatly increase the accuracy of face detection in financial systems, strengthening their defences against impersonation and fraud 

Face Recognition-Based Payment Systems. 

 

  By offering a frictionless and seamless experience, facial recognition is revolutionising payment systems, as noted by Joseph 

Daniel and Sakthi Bala [9]. According to their research published in the International Research Journal of Engineering and 

Technology in 2022, live detection systems ought to be included in order to stop illegal transactions.  

 

Difficulties with Transactions Based on Face Recognition Despite the security benefits of face recognition-based payments, issues 

including subpar cameras, dim illumination, and system vulnerabilities persist. The accuracy of facial recognition in real-time 

transactions is impacted by ambient conditions and hardware restrictions, as discussed in the Journal of Optoelectronics Laser 

(2022) [10]. According to the study, by enhancing facial feature extraction, deep learning models like CNNs can aid in overcoming. 
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                                                                                Fig.3.  Face Verification 

 

 III. PROPOSED METHODOLOGY  

 

   The proposed face-based payment system incorporates powerful facial recognition algorithms for safe financial transactions, 

utilizing Face API JS, TensorFlow.js, and Firebase. The technology works by taking real-time facial photos with a camera, 

recognizing faces with SSD-based MobileNet V1, and extracting 68 facial landmarks to assure accuracy. To improve security, it 

generates 128-dimensional face descriptors with a ResNet-34-like deep learning network, enabling for high-accuracy 

authentication via Euclidean Distance-based facial feature matching. 

 

                                     
 

                                                                                          Fig.4. System Architecture 

 

   In Fig.1. Face recognition technology has transformed the way security and authentication systems work. The FaceCapture.js 

component in React utilizes the face-api.js library for real-time face detection. It allows users to capture their faces using a webcam and 

stores their facial data for authentication. The component ensures secure and efficient identity verification through machine learning-

based face detection. The system loads pre-trained models that help detect facial features accurately. It integrates seamlessly with 

Firestore to store and retrieve user face data. This setup enables applications to offer smooth and secure authentication processes. Face 

recognition helps in various applications like attendance systems and payment verification. This technology enhances security by 

reducing reliance on passwords or PINs. With real-time processing, users can experience fast and efficient verification. 

 

  When the FaceCapture.js component is mounted, it loads necessary face detection models. The models are fetched from a predefined 

path (/models) using face-api.js. This ensures that the system has access to advanced face detection algorithms. Without these models, 

the application cannot perform face recognition efficiently. The system initializes the TinyFaceDetector model for fast and lightweight 

detection. These models help analyze facial structures and extract meaningful data points. Once the models are loaded, face detection 

starts automatically. The component ensures that the models are available before any processing begins. This avoids errors during real-

time face authentication. The entire process runs asynchronously to improve performance. 

  The system queries Firestore to check if the user already exists. Firestore stores user data, including face descriptors and profile 

information. The application searches for a document that matches the given user ID. If a match is found, the user’s document ID is 

stored in the system. This ID is later used for updating or verifying facial recognition data. If no existing record is found, the system 

allows the user to register. Firestore provides a real-time database, ensuring fast data retrieval. The stored data is secure and only 
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accessible by authorized users. This approach ensures that duplicate user entries are avoided. By linking face recognition to Firestore, 

the system maintains accuracy and efficiency. 

 

  Face detection begins when the user captures an image from the webcam feed. A screenshot is taken and analyzed using the 

TinyFaceDetector model. The application looks for key facial features like eyes, nose, and mouth. If a face is successfully detected, it 

is processed for further analysis. The system ensures that only one face is present in the frame. If multiple faces are detected, the user 

is prompted to adjust their position. The detection process happens in real-time, providing instant feedback. Users can retry capturing 

their face if detection fails. Once a face is identified, the system highlights the detected face in the UI. This ensures that users know 

when their face has been successfully captured. 

   

InFig.3. Face detection runs at regular intervals using a timer. This means the system continuously checks for a valid face. Instead of 

requiring the user to manually trigger detection, the process is automated. The timer ensures that face detection happens every few 

milliseconds. This approach improves accuracy by reducing missed detections.  

 

 

If a face is not detected, the system keeps trying until it succeeds. The interval timing is optimized for smooth performance. If a face 

is found, further processing begins instantly. The automated process provides a seamless user experience. Users do not need to worry 

about repeatedly clicking buttons to detect their face.  

 

                                            
                                                  

                                                                             Fig.5. Database 

 

   In your Face Pay project, the Haar Cascade Classifier was used for real-time face detection, while a deep learning model inspired by 

ResNet-34 handled face recognition. The Haar Cascade algorithm, a fast and lightweight object detection method, identified faces by 

scanning images and applying pre-trained filters to detect facial features. Once a face was detected, it was passed to the recognition 

model, which extracted 128-dimensional face descriptors and used Euclidean Distance for identity verification. After successful 

authentication, the system processed transactions securely, ensuring a seamless and efficient payment experience. This approach 

combined the speed of Haar Cascades for detection with the accuracy of deep learning for recognition, making Face Pay both real-time 

and secure. 

 

 

IV. RESULT AND ANAYLSIS  

 

   

 Furthermore, the system's real-time processing capabilities enable nearly rapid verification, giving it a possible alternative to 

existing authentication approaches. However, scalability concerns must be addressed, especially in large-scale deployments where 

concurrent user verification may raise processing overhead. Implementing multi-frame analysis, feature fusion techniques, and liveness 

detection (to prevent spoofing attempts) could enhance the system's reliability. The overall findings indicate that the face-based payment 

system is a highly secure, user-friendly, and efficient digital transaction method with the potential for widespread adoption in the 

financial and e-commerce sectors, provided that ongoing improvements in recognition accuracy and system scalability are implemented.  
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                                                                                       Fig.6. Accuracy Threshold Graph  

 

   An in-depth investigation demonstrates that this strategy considerably improves transaction security and user convenience, lowering 

the risks associated with password breaches, card skimming, and illegal access. The usage of firebase authentication ensures data 

integrity, whereas Firestore offers scalable and efficient storage. However, environmental factors such as lighting conditions, head tilts, 

occlusions (e.g., glasses, masks), and camera resolution differences all pose significant hurdles to face detection and authentication 

accuracy. The method mitigates these limitations using tinyFaceDetector for real-time recognition and adaptive picture preprocessing 

techniques. However, advances in model training using various datasets could further boost resilience efficiency and provide trustworthy 

authentication in banking settings. 

 

   Notwithstanding its benefits, the method has certain drawbacks. It has trouble in low light and needs infrared (IR) cameras to be more 

accurate. Furthermore, database storage and processing overhead brought about by large-scale deployment may have an impact on 

system performance. In order to maintain quick reaction times, real-time facial recognition in busy banking settings also needs to be 

optimized. Future use in commercial applications will depend on resolving these issues.  

 

                                                    
 

                                                                                     Fig.7.  Transaction Successfully 

 

    

In Fig.5. A number of enhancements are suggested in order to improve reliability. Secure authentication can be ensured by integrating 

depth sensors to prevent 2D spoofing attacks. Furthermore, hybrid AI models that combine transformers and CNNs can improve the 

accuracy and speed of recognition. Additionally, cloud-based facial verification may increase scalability, enabling safe transactions 

with few hardware limitations across several banking locations.  

 

   In conclusion, when compared to conventional authentication techniques, the suggested face recognitionbased payment system offers 

superior security, effectiveness, and user convenience. Fraud prevention and smooth transaction processing are guaranteed when CNNs 

with liveness detection are used. To further improve the system's accuracy, security, and scalability in practical financial applications, 

however, hardware and AI algorithm developments will be essential. 
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V CONCLUSION  

 

   We introduced FacePay, a secure payment system that uses facial recognition technology to improve user ease and transaction security, 

in this article. FacePay guarantees accuracy and real-time performance by combining Haar Cascade for effective face identification and 

ResNet-34 for reliable facial feature extraction Results from experiments show that FacePay attains great face authentication accuracy 

even in the presence of changing facial angles and lighting conditions.  

 

 Future research can improve the system even more by investigating multi-factor authentication for even higher security and using 

liveness detection to thwart spoofing attempts. FacePay is a promising step toward safer, quicker, and more intelligent digital payments 

as biometric payment systems gain traction. . Even with its encouraging outcomes, there is room for improvement. Liveness detection 

techniques can be included to stop photo or video spoofing attempts and further safeguard the system. Additionally, the system could 

be extended to support multi-modal authentication, combining facial recognition with other factors such as voice recognition or device 

fingerprinting, ensuring an even higher level of security.  

  

 Overall, FacePay demonstrates the potential of biometric authentication in revolutionizing the digital payment landscape, offering a 

blend of security, convenience, and innovation. As digital transactions continue to rise globally, such biometric-driven solutions will 

play a pivotal role in shaping the future of cashless economies. 
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