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ABSTRACT  

 Consumers are also increasingly concerned with the safety and 

quality of food goods, in response supplychains have evolved 

into highly automated and complicated networks that form an 

integral part to contemporary society. The ability to trace the data 

all along your supply chain is extremely important, but it can be a 

major hurdle. Traditional supply chains rely on semi-centralised 

systems operated by third parties, often leading to issues with 

responsibility and transparency of auditability. Agriculture and 

Food Blockchain Supply Chain System: Rise To Challenge these 

barriers, we offer an appropriate solution hence our AGRI-FOOD 

blocked on-chain system. The system is developed on Ethereum 

blockchain network using smart contracts and the power of 

blockchain technologies. Worth that blockchain does: finally 

crypto brings certainty and security to how things are recorded), 

proving who planned what, trading responsibility... these don't 

necessarily fit into the model of a good ol' public ledger. To solve 

these issues, we propose a secure system that will upgrade 

delivery methods in the Agri-Food supply chain and create trust 

along with traceability. By recording all transactions on the 

blockchain and storing data through IPFS, which creates a 

separate hash for each new entry in its decentralized storage 

system — we take measures to ensure the speed, security and 

immutability of our approach. To show how robust the solution 

is, our system also has simulations;smart contract and algorithm 

for coordinating between this world macro entities 

validation,assesments and security vulnerability assessment.  

INDEX TERMS supply chain, traceability, trust, credibility, 

blockchain, accountability, and reputation.  

I.INTRODUCTION  
Manufacturing processes that transform raw materials into final 

goods form a part of supply chain management (SCM) striving 

to produce maximum customer value and competitive gains [1]. 

Potentially taking months to complete, it acts as a trading and 

production network between [2]org1 You know there's an issue, 

but you can't always pinpoint the culprit if your final.  

Authorities in charge of the supply chain must guarantee the 

timely and accurate transmission of information while upholding 

its authenticity and quality in order to win over customers. 

Standards have been implemented by several nations to increase 

traceability systems' security and transparency. Complexity is 

increased by traditional centralised supply chains' struggles with 

bottlenecks, inaccuracy, and mistrust [5]. Benefits of distributed 

systems, like blockchain, include improved data management, 

scalability, and fault tolerance. Although it has latency and 

throughput problems [7], blockchain, which was first utilised in 

Bitcoin, has been embraced in sectors including healthcare and 

banking [6]. The efficiency of blockchain is intended to be 

increased by new architectures [7], [8]. Bottlenecks result from 

centralised storage systems' inability to manage the massive 

amounts of data from supply chains. This is addressed by 

decentralised storage systems, such as the Interplanetary File 

System (IPFS), which have no single point of failure and use 

Distributed Hash Table (DHT) and incentivised block exchange 

[9]. However, nodes may behave selfishly, and access to IPFS 

data is contingent on hash availability. Additionally, 

decentralised payment methods are necessary for e-agriculture. 

Although other solutions use secondary databases to maintain 

transaction hashes, these systems are susceptible to database 

failures [10]. While other protocols guarantee transaction 

transparency, they frequently fail to consider the trust that exists 

between trading firms [11].  
The limitations of current solutions raise important research 

questions [9]–[11], including whether a decentralised payment 

mechanism exists that guarantees non-repudiation, how 

transactional hashes can be safely stored on IPFS without 

depending on secondary storage, how all nodes can maintain 

symmetrical information while maintaining trust, and how 

disputes in decentralised trading can be fairly resolved. With 

Ethereum smart contracts, this study expands on the blockchain-

based reputation system suggested in [12] for safe supply chain 

operations. The system makes a contribution by providing an 

autonomous transaction system, a reputation system, with 

trading, delivery, and traceability procedures, all while attaining 

important attributes like auditability, accountability, and 

credibility.  
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This is how the remainder of the paper is structured. Sections II and 

III present related work and technique, respectively. Results and 

simulations are presented in Section IV. Section V discusses security 

and vulnerability studies. In Section VI, the paper's limitations and 

some directions for further research are discussed.  

II. RELATED WORK  

Recently, academic and commercial sectors have been increasingly 

worried about food safety. While fraud, manipulation and man-in-the-

middle attacks have been created by traditional centralised solutions 

in agri-food supply chains[13]. Many solutions to these problems 

have sought with the use of blockchain-based traceability and security 

features. For instance, a blockchain + IoT with Hazard Analysis and 

Critical Control Points (HACCP) integrated plan gives out a clear 

process which is scalable in nature[14]. Tracking the current owner of 

a product is not possible though. Another approach makes use of both 

public and private blockchains, with an origin-chain system storing 

raw files and smart contract addresses off-chain while data hashes are 

stored on-chain [15]. A range of block-chain food information 

security solutioning based on ion-verifiable correctness for the 

Chinese market has also emerged[16]. This is despite the increased 

reliability these approaches claim to provide, as their practical 

application remains very much in its infancy. Jan 31,2019 A 

DECENTRALISED TRACEABILITY In previous work[17], a 

traceability approach was developed but the system compromised 

audit-ability and data integrity. Traceability from farm to plate was 

examined using blockchain, and IoT-based systems were 

implemented on platforms such as Ethereum Hyperledger [18]. Even 

though these solutions are effective, they cause scaling problems for 

many of them as the amount of data in supply chain systems grows.A 

newer solution to provide decentralized storage on top of the 

blockchain solutions has been proposed through IPFS (Interplanetary 

File Storage System) [10]. But it can bring down the entire system if a 

dependency fails, say for example secondary database that is used to 

get IPFS hashes; While blockchain solutions for soybean traceability 

have the ability to eliminate trust in a trusted third party, they are 

 inadequate  
 with  automatic  payments   and  full 

accountability[9]. Several works[22] have studied decentralized 

trading methods but they often do not satisfy the absence of asset 

manipulation in transit. Although computational costs can be a 

problem in the IoT, Ethereum and IPFS have also been employed to 

prevent data leakage and single points of failure[23].The use of 

blockchain technology in retail as a way to solve the problem has also 

been suggested, with reputation systems being key ones.commonly 

used  throughouttransactions,   preserving   product  credibility. 

Nonetheless, these systems are facile to subversion and often 

negligible in performance evaluation. Blockchain, despite its 

challenges in the implementation of an agri-food supply chain system 

has seen a rise to popularity as it enhances food safety, traceability 

and transparency. Based on our literature review, we propose using 

blockchain to ensure accountability and auditability in Agri-Food 

supply chain systems.  

III. METHODOLOGY  
This section outlines our suggested approach to traceability 

in the supply chain for agri-food. Our system provides a 

reputation system to ensure credibility, a safe trade and 

delivery mechanism, and a traceability plan to track Agri-

Food items from their point of origin to consumers. There are 

three layers in the model's layered architecture. Product trade 

and proof of auditable delivery are two examples of the 

interactions between entities that are managed by the data 

layer. Real data is stored on the storage layer, whereas 

transactional data and entity reputation are handled by the 

blockchain layer, which simply stores data hashes. High 

throughput, low latency, and scalability are guaranteed by 

this third layer's use of IPFS for decentralised storage [26]. 

An outline of the reputation system and its advantages is 

provided at the end of the following subsections, which also 

cover trade events, the auditable delivery mechanism, and 

how the system accomplishes traceability.  

A. TRACEABILITY 

Since all the involved parties manufacture and deliver agri-

food products from point of origin to final customers,  
providing full traceability is not an easy task. We do this with 

help of a hash chain and make an entry in the log for every 

trading transaction starting from zero (debut), filling out 

Product Identity & Lot Number per product. In a  
warehouse, a lot is the unit of products that has one batch 

number. IPFS limitations is tackles by saving transactional 

data in IPFS and storing hashes of the recording data into 

Ethereum blockchain. Access control restricts who can write 

to or read blockchain data which protects privacy and  
confidentiality. Smart contracts attach certain identities to 

perform a job in order to prevent unsolicited action. 

 
FIGURE 1. Agri-Food Supply Chain End-to-End Blockchain Solution.
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The following is a description of these data layer entities: The farmer 

starts the trading smart contract and is the first party in the agri-food 

supply chain. Farmers are in charge of keeping an eye on and 

guaranteeing the growth details of the crops they produce in bulk 

before selling them to processors. After purchasing crops from 

farmers, the processor is in charge of sorting out surplus material and 

turning them into finished goods that are subsequently offered for 

sale to distributors. By purchasing completed goods from processors 

and reselling them to retailers, the distributor keeps up a warehouse. 

Smaller quantities of completed traceable products are sold to 

consumers by the store after it purchases them from wholesalers. 

Specific identifiers that enable provenance data tracking are referred 

to as traceable products. The customer, who purchases and uses 

goods from retailers, uses a reputation system to confirm the seller's 

legitimacy before completing a transaction. The auditable delivery of 

goods from owners to buyers is the responsibility of the logistics 

firm. The arbitrator is an off-chain organisation chosen to oversee 

and control the network as a whole and resolve disputes.  

B. TRADING AND DELIVERY  

Let's look at a case where the end user hasn't started the transaction 

yet and wants to know the traders' market reputation before talking 

about the trading and delivery mechanism.  

 
 FIGURE 2.  Trading and delivery Mechanism  

The trades must be registered to the smart contract as trading entities 

first and their identification with there Ethereum address in order to 

trade. Upon authentication of the goods The buyer and owner agree 

on[icon iclass="fa-gear"] Upon selecting the product, he enters its 

unique code like P1 is a common special code in this case that also 

known to Logistics Company (LC). This code with product 

information is handed over to the Product owner. When the buyer 

confirms a purchase, IPFS receives and recognizes all of the 

valuable product information (price, image, owner) then creates an 

outcoming hash which will be used as legitimate proof for that 

certain file during its transfer. The logistics provider receives a 

reward once the buyer verifies that they received the goods.  

C. REPUTATION SYSTEM  

The blockchain layer of the suggested approach incorporates 

areputation mechanism to guarantee the legitimacy of the delivered 

assets and product owners. By logging reviews on IPFS and 

keeping their hashes on the blockchain, it preserves the 

integrity of the reviews. Following trade shows, the 

reputation contract comes into play, allowing smart contracts 

to collect seller service-based feedback. After a transaction, 

customers can leave evaluations, which may affect their next 

purchase choices. With the exception of farmers and final 

consumers, trade entities function as both buyers and sellers 

in this paradigm.  
Based on customer ratings that represent service quality, the 

system gives merchants trust values. Customers can evaluate 

product owners more easily if a vendor has a greater trust 

value. The following formula is used to determine trust 

values:  

Value of Trust = PRatings  
TotalRev PRatings = TotalRev TrustValue  

Before making a purchase, consumers are guaranteed to be 

aware of a seller's reputation thanks to the reputation system. 

The reputation contract also starts to deliver seller reviews 

when a smart contract is signed. Following a transaction, 

purchasers can sign up for reviews that are kept on the 

blockchain's seller profile. To efficiently manage the review 

process, the smart  contract  uses  five functions: 

RegisterReview(), SearchReview(),  SaveReview(), 

SendReview(), and RequestReview().  

 

FIGURE 3. Reputation system.  

IV. SIMULATIONS AND RESULTS  
The assumptions, simulation tools, and performance 

outcomes of the suggested system are presented in this 

section. Important presumptions are that arbitrators have 

more computing power than other network entities, are 

impartial and honest in settling disputes, and cannot 

compromise more than half of the network nodes. 

Additionally, products can only be purchased or sold by 

registered businesses.  
Rinkeby test network through the Ethereum blockchain 

technology was used for simulations. Ganache virtual 

accounts faking balances of bitcoins and the smart contracts  
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have been authored on Solidity, using Remix Integrated 

Development Environment (IDE). Metamask made it easier 

for Ganache and Remix to connect. A system that includes 

an Intel Core i5 processor, 8 GB of RAM and a 500 gigabyte 

hard drive.  

 

Figure 4.Gas Consumption of Reputation System  

We accessed the performance of this solution through different 

sensors: transaction costs (gas) of smart contracts, string input gas 

consumption with multiple lengths for any type of data that uses it 

inSmart Contracts, mining time to store and retrieve data on 

reputation system across Eleuthereumet ISCHIADATA systems with 

eleu FLITE enabling to implement this service efficiently at low cost 

decentralized Ethereum network transactions given the peer’s 

willingness to spend more computational resources,t deploying costs 

from each Smart Contract and count from product show many have 

bene registered by agri-food supply chain. It turned out that the 

Register Review() function spent more gas because it was 

responsible for storing reviews as well as executing processing 

operations. Second, gas fees linearly rose with the length of input 

strings rallying a higher cost on longer reviews. In addition, we 

analysed the mining time for different input lengths and found that it 

did not depend on the number of characters in an input string but 

there were wide variations among transactions. Instead of the mining 

time, it was decided by how complicated is this process to mine. We 

recorded the amount of gas used to call each smart contract and 

identified that it impacts different methods differently, but for 

example AddLot() and AddTrans() were not very expensive while 

RegisterProduct() became more costly as we register an ever 

increasing number of items.  

V. SECURITY ANALYSES  
New kinds of threats have surfaced as blockchain technology 

continues to spread throughout different industries. This section 

provides a study of the suggested solution's security, robustness, and 

vulnerabilities, emphasising how resilient it is to these various 

attacks.  

The core elements of blockchain technology are smart 

contracts, which use executable code to guarantee 

immutability, validity, and credibility while facilitating safe 

online transactions. A smart contract cannot be changed after 

it has been deployed, and any flaws in its programming 

might seriously jeopardise blockchain security. Smart 

contracts still have security flaws despite their potential. 

During Ethereum's early development, a noteworthy event 

was the DAO breach, which caused 3.6 million ethers (about 

$70 million) to be lost as a result of flaws like call stack 

assaults, time dependency, concurrency problems, and re-

entrancy bugs.Function call depth: A type of an attack where 

a function call nests too deeply that transactions fail (a.k.a., 

"call stack" or "depth"). Temporal dependence attacks: 

miners can use them to change transaction timestamps so 

they benefit their needs. We will have data update problems 

if the works are executed at same time, this is call 

Concurrency. A re-entrancy vulnerability relates back to the 

DAO event ( Decentralized Autonomous Organization) 

where a contract is waiting for response and during that time 

another other contracts could go behind our ass or sneak up 

through some intermediate state of transactions. These 

vulnerabilities pose a significant risk to blockchain-based 

systems.  

First, log analysis guarantees that data stays completely 

independent and decentralised, facilitating easy access to 

blockchain information for arbitrators and regulators alike. 

Since there is no longer a single point of control thanks to 

this decentralisation, data security and transparency are 

guaranteed.Conventional cryptographic signature systems 

are essential for defending network nodes from hostile 

activity and preventing unwanted access to the system. 

Furthermore, if hackers do not control more than 51% of the 

network's nodes, a reputation system fosters trust between 

participants by rewarding good behaviour and thwarting 

cyberattacks.  

One of the main features of this system is its guarantee of 

transparency and immutability. Traceable smart contracts 

enable auditability by guaranteeing that transactions are 

transparent and unalterable after they are recorded on the 

blockchain. These smart contracts simplify transactions by 

lowering the involvement of third parties and improve 

security  by  decreasing  outside influences. 

Strong authentication protocols also guarantee that only 

authorised users are able to perform network operations. This 

reinforces system security by fortifying defences against 

man-in-the-middle assaults. 
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TABLE 1. Comparison of proposed solution with existing techniques.  

VI. CONCLUSION AND FUTURE WORKS  

While the implementation of blockchain in supply chain promotes 

decentralisation and distrustless environment, this fails to provide 

confidence between buyers-sellers as it is vulnerable with respect to 

malicious actors. Our research provides complete blockchain-based 

solution for Agri-Food supply chain focusing on reputation, logistics, 

trade and traceability. Our reputation model boosts entity reliability 

and guarantees transaction immutability on blockchain, while for 

actually savings performance wise we evaluated smart contract work 

efficiency to ensure effectiveness of them.There have been changes, 

of course, but problems still arise in practice. Agri-Food returns and 

refunds system integration will be our future work. For addressing to 

the reputation system, we will create a fake review detection System 

and conduct security evaluation that focuses on its possible threats.  
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