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Abstract-- Blockchain tech has made a disruptive change to the market for decentralized space storage by creating a secure, 

inexpensive, and transparent means by which storage capacity can be bought and sold within community members around the world. 

In this paper, review the current state-of-the-art blockchain-based storage protocols according to the scheme used, the applications, 

and some elementary problems e.g., scalability, security, and data management. In particular, we review existing paradigm and 

method, indicating problems and solutions. Finally, we note what future research directions are needed for pushing decentralized 

storage markets to the next level. 
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I. INTRODUCTION 

The introduction of blockchain has stopped the paradigm of data storage by introducing to us decentralized datadriven, governed, 

inexpensive, secure and reliable data storage options. Centralized key storage is less secure and vulnerable to breaches, supported 

only by a server-based model, and sustained for only via a server-based model, whereas data storage-market based model (such as 

those that are provided by distributed ledger technologies [DLT]-based databases) are provided by a blockchain-based storage 

model. Decentralized storage canvases are attractive solutions for satisfying the increasing demand of a broader range of data 

requirements from the emerging technology communities, e.g., Internet of things (IoT), unstructured big data, AI-driven 

applications, and so on. Decentralizing control of these possible storage options for the dataproducers allows data producers upon 

their data and the security of it. 

However, decentralized storage is not without its challenges. The design of scalable, efficient, and secure storage mechanisms that 

are interoperable across platforms remains a work in progress. In this paper we describe models for blockchain storage, and its 

advantages, disadvantages, and applications. Further, we also discuss the future aspects such as scalability, privacy, and 

interoperability. 

II. LITERATURE SURVEY 

The literature survey showcases notable progress in decentralized cloud storage and associated technologies. Somarouthu Srikanth 

et al. (2021) introduced a system that leverages unused storage on personal computers through a decentralized framework, which 

improves both cost-effectiveness and scalability. Saqib Ali et al. (2018) incorporated blockchain technology to ensure secure and 

tamper-proof data storage in PingER, thereby enhancing data integrity and reliability. Alin-Gabriel Gheorghe et al. (2019) focused 

on optimizing data management in edge computing environments with decentralized storage solutions, which helped reduce latency 

and facilitate real-time processing. Vijay A. Kanade (2021) utilized blockchain to tackle issues of scalability and security in 

distributed storage, creating trustless and dependable solutions. Morteza Alizadeh et al. (2020) merged public blockchain with IPFS 

to establish a robust and efficient data storage system. Likewise, Meet Shah et al. (2020) applied blockchain for secure and 

transparent decentralized cloud storage. Nabeel Khan et al. (2022) harnessed the Ethereum blockchain to improve data privacy, 

authentication, and sharing in decentralized storage. Yongxu Zhu et al. (2019) integrated blockchain into air-to-ground industrial 

networks, enhancing both data security and efficiency. A.M. Girgis et al. (2017) addressed the balance between storage and latency 

in wireless networks through decentralized coded caching, which improved data retrieval and bandwidth efficiency. Finally, M. 

Aloqaily et al. (2021) offered design guidelines for incorporating blockchain into 5G-UAV networks, highlighting the importance 

of security, reliability, and autonomy. Together, these contributions significantly enhance secure, scalable, and efficient decentralized 

storage systems across various applications. 
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III. METHODOLOGY 

Blockchain-based storage markets are realised with a suite of mechanisms to provide securely long-term access to storage and 

trading. Key approaches are explored below: 

1. Decentralized Storage Networks 

Decentralized storage networks contain storage nodes across a selection of nodes. Somarouthu et al. (2021) has proposed a storage 

model in which the free storage given to users' desktop computers is made available (as a store). Their scheme is based on the access 

patterns such as chunking or, segmentation of the data to minimize the access time and become data more secure. Data encryption 

provides the data subject privacy level and the hash provides the data subject an integrity level. Due to this architecture the possibility 

of information extraction from several sources is ensured, which gives the guarantee of reliability and security. Decentralized 

network such as Storj and Filecoin are both built on the blockchain to provide a proven to be trustworthy, transparent and resilient 

data storage. 

2. Permissioned Blockchain and Distributed Hash Tables (DHT) 

Permissioned blockchains are features for controlling the access of peers amongst themselves, and can be effectively used to harness 

distributed hash tables (DHTs) for efficient data storage and query for searching and retrieving data. (Vijay A. Kanade (2022) 

proposed permissioned blockchain through the help of DHTs to achieve faster data access rate) . DHTs allow for extremely fast 

search and retrieval-this is one of the key functions that is necessary for applications that require access to data in the fastest possible 

way. Network performance measurement systems, e.g., PingER, using efficient data retrieval can be used to enhance both the 

accuracy and the timeliness of global performance measurements. Due to the combination of the decentralization of blockchain and 

the performance of DHT in this paper, the model is capable of learning and delivering secure and scalable storage and retrieval 

mechanisms. 

3. Public Blockchain and InterPlanetary File System (IPFS) 

Among the new storage paradigms is the coupling of IPFS (InterPlanetary File System), e.g. a peer-to-peer Internet distributed file 

system, and public blockchains. One Go" (M. Alizadeh, 2020) and with the assumption that off-chain information is immutably 

stored on IPFS and blockchain, metadata relating to it must also be logged. The replication of big datasets to IPFS reduces the load 

on the blockchain and improves the delivery speed and scalability of data-intensive applications. Public blockchain and IPFS 

systems offer immutable, auditable records of events and are applicable to domains in which event data accuracy is critical. 

 

1. Workflow Chart 

4. Reward Mechanism of Smart Contracts 

Automation of transaction flows, through smart contracts, allows them to enable efficient commercial transactions between storage 

providers and end users. (Kanade, 2021) described the smart contract "building blocks", which introduce network members with 

autonomous, free storage capabilities. Incentive participation is strongly led by the design of this incentive and, as a result, maximum 

storage availability and network level efficiency is reached. Trust based on the postulate of reward-based logic in smart contracts 

can be built between the provider, and final consumer (in which the fair remuneration of resources and the use of open (and therefore 

transparent) data management is guaranteed). Both Filecoin [6] and Arweave [2] are geographically distributed blockchain-based 

storage networks which are incentivized.    
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2. Activity Diagram. 

5. Data Encryption and Peer Replication 

Data security and availability are paramount to decentralized storage and thus data survivability is delivered through/encryption. 

Nabeel Khan et al. (2022) notes the benefit of peer replication even if some data is lost due to one node to be dropped. Using data 

encryption prior to dissemination across the network, users will be able to manage the data privacy, and node data replication will 

decrease the risk of data unavailability. Moreover, peer replica can be used for load balancing of node, and this can lead to an 

improved data access performance.  

IV. KEY APPLICATIONS AND SYSTEMS 

 

Storage markets that are blockchain based, and yet at the cutting edge in the systems in which security, transparency and on the one 

hand broadly and ubiquitously been accessible are concerns, is the best. Key applications include: 

1. Personal Data Storage 

Individuals can take security and immunity from centralization by means of decentralized storage. Somarouthu et al. (2021) 

demonstrate chunking and encryption of information for privacy and, as such, personal privacy is possible, chunking and encryption 

of information can be used to provide privacy for incremental back ups. By employing this model, it is possible for humans to retain 

control over the data being used, thus enhancing data privacy and distribution. 

2. Enterprise Document Storage 

In particular and highly effectively, data owners of proprietary data (legal, marketing, business, market data), and medical data are 

ideally positioned for blockchain-enabled archival systems that provide transparency and data integrity in combination. In this 

manner, e.g., Alizadeh's (2020) hybrid IPFS model has been designed with maximum efficiency for use in document storage with 

low latency compliance, reduced compliance cost, and cost reduction. Blockchain is able to store the source of document access 

(and hence), and to be applied to the extremely controlled domains. 

3. Data Storage for IoT Devices 

Scalable and distributed storage is required as IoT applications produce huge datasets. Kanade(2021) points out the application of 

dedicated storages may be to reduce the burden of data from IoT sent to central servers by distributing data among the nodes to 

supply live access to data streams. Blockchain-enabled IoT-driven data storage networks offer large-scale and resilient platforms so 

that data storage needs of the deployed devices can be managed, but also deliver real time access to data and fault tolerance. 

4. Research Data and Global Internet Performance 

Storage infrastructures, including DHTs, can be employed by researchers for storage/retrieval of large data sets effectively. For 

instance in the context of PingER, a system for measuring global Internet performance, Vijay Kanade (2022) proposed a DHT 

model. The outcome networked designs improve data robustness and decrease reliance on central repositories, so that data can be 

archived and querying executed with confidence. 
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V. DATA AND MATERIALS NEEDED FOR THE SYSTEM: 

Decentralized storage systems rely on the following essential components: 

1. Storage and Metadata 

Repository marketplaces consolidate the users' data on the distributed nodes, metadata containing the owner and file location, and 

file history on a blockchain. Metadata capture improves traceability and discoverability, which in turn enables data 

owners/authenticity to be derived. However, once the effect has been normalized, Alizadeh's(2020) IPFS-dependent model actually 

performs even better, because it arises naturally from the low-latency data acquisition. 

2. Encryption Keys and User Authentication 

Data encryption is one of the fundamental issues related to user privacy in federated systems. Somarouthu et al. (2021) also ensure 

the confidentiality, integrity of the encryption key management and the user authentication, and as a consequence, that the data can 

be obtained only by authorized persons. Key management encryption protocols have security implications as regards decentralized 

storage, allowing the user to choose, among others, what parts of her/his data are or are not made available. 

 

3. Blockchain Transaction Data 

Over blockchains, storage marketplaces are controlled by smart contracts to define the transaction (payment, assignment and 

extraction), respectively. In the Kanade (2021) model, blockchain entries can also be exploited to utilize transaction enforcings in 

an automated and trustless way to enable the storage of the data exchange among providers and users to be transparent. 

VI. CHALLENGES AND LIMITATIONS 

Decentralized storage faces challenges that hinder its full potential. Key limitations include: 

1. Scalability Issues 

The scalability of blockchain storage is still a problem because of the lower transaction processing speeds resulting from larger 

platform member populations. While IPFS distributes the load of blockchain through handover, Alizadeh (2020) states that there 

might still be some waiting time even at peak demand. Convergent algorithms which are able to operate within scalability and 

performance limits. 

2. Data Privacy and Security 

It is also challenging to access, particularly when the persona is responsible for key management, universally decentralized data 

privacy in a decentralized network. Representations derived by this method are resistant to such exploitation, as attacks can also be 

used to cause damage to compromised keys and to break the ciphertext at the single unit level. Access control solutions based on 

permissioned blockchains have been proposed by Kanade (2022), though there may be some tradeoffs associated with it at the 

expense of decentralization. 

3. Cost-Effectiveness 

Blockchain storage is costly, because of the cost of data replication, transaction fee, and high speed transactions. P2P storage 

solutions can be both inexpensive to implement, in a node-availability based manner, as in Khan et al. (2022) also report that even 

more cost reduction is required to extend decentralized storage to a broader range of applications. 

VII. FUTURE DIRECTIONS 

Research continues to address challenges in blockchain-based storage. Notable directions include: 

1.  Advanced Consensus Mechanisms 

In order to overcome the scalability bottleneck, new consensus architectures such as Proof of Storage and some hybrid architectures 

are explored, with the goal of improving the throughput and reliable delivery of the quality of the data. These protocols lead to not 

only higher speed of execution and storage fidelity but also more efficient decentralized storage. 

2. Cross-Platform Interoperability 

Cross-community interoperability can be leveraged for data sharing between the various heterogeneous blockchain communities 

and data access. By means of platform interoperability, interoperability could affordably and ultimately controversially contribute 

to a more diverse, robust, decentralized storage ecosystem. 

3. Improved Data Privacy Mechanisms 

Privacy guarantees (i.e., zero-knowledge proofs) allow the verification of the validity of the information while keeping secret any 

information for any verification. Yet, whereas, from the background literature, with such an approach it is possible to lower the 

bounds of privacy, at the same time, this can be perceived as the open and under the control of access to data. 
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VIII. CONCLUSION: 

 

An alternative is possible in the cloud market of storage environments, with its advantages on the one hand in terms of the security, 

privacy and data availability of the users. [5,6,7,8,9,10,11,12,13,14]Current restrictions of scalability, cost and privacy 1]however, 

also current and emerging use of blockchain technology will be able to overcome these limitations and consequently spur a wider 

acceptance. This survey is a roadmap for future studies, on the efficacy, security and on the general applicability of blockchain 

storage techniques to other problem applications. 
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