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ABSTRACT

The demand for continual network connections without having to "plug in," are driving the Wireless local
area networks (wireless LANs, or WLANS) are metamorphosing adoption of enterprise WLANS, Network
managers are using WLANSs to facilitate network moves, add-ons and changes. In addition, the inherent
flexibility of WLANSs overcomes limitations created by older buildings, leased spaces, or temporary work
areas.

This paper is based on not only the most fundamental Internet Privacy and Security topic. but also arguably
the most technical and complex one. When we think about computer security, networking security will
surely be at the top of the list of considerations, as so many threats to our privacy and security are network
borne. So this project is a little effort in laying out an advice for the future technocrats in making sure of the
ideas and to give them the information which they can use it in a right way.

This paper not only furnishes the details about Wireless LANS . abundant number of methods in which the
security of these WLANSs can be breached and the solution that how we can secure them. It also contributes
a myriad number of ways in which one can thwart the potential assault on the WLANSs network.

In Wireless Local Area Network data transfer from one node to another node via air in the form radio waves.
There is no physical medium for transferring the data like traditional LAN Because of its susceptible nature
WLAN can open the door for the intruders and attackers that can come from any direction. Security is the
most important element in WLAN.
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INTRODUCTION TO WIRELESS LAN

High-speed wireless LANs can provide the benefits of network connectivity without the restrictions of being
tied to a location or tethered by wires. Wireless connections can extend or replace a wired infrastructure in
situations where it is costly or prohibitive to lay cables. Portable access to wireless networks can be achieved
using laptop computers and wireless NICs. This enables the user to travel to various locations and still have
access to their networked data. Without wireless access. the user would have to carry clumsy cabling and
find a network tap to plug into. For businesses, wireless networks give more mobility and flexibility by
allowing employees to stay connected to the Internet and to the network as they roam.

Wireless LANSs typically emulate the wired network's traditional hub-spoke configuration and comprise two
primary components: a wireless network interface card (NIC) and an access point .The 802.11 standard
represents a significant step in electronic-data infrastructure evolution. which in the last ten years has
proceeded from coax, token ring, and 10/100 Base T Ethernet cabling to wireless radio transmissions. The
best known and most widely used variation of the 802.11 wireless LAN standard is 802.11b.Products
conforming to the 802.11b standard are called *Wi Fi" (pronounced Y-Phi) for "wireless fidelity," so named
by the Wireless Ethernet Compatibility Alliance (www, wi-fi.org). This alliance is an independent
organization that promotes interoperability between 802.11b-based devices. Under ideal conditions, Wi Fi
products can receive and transit data at speeds up to 11 Megabits per second (Mbps).

WIRELESS SECURITY

The Wireless LAN security which is based on the complete wireless communications and the Local Area
Network securities too. The main uses of the Wireless Local Area Networks Security are the key drivers
which are used for the mobile actions and the accessibility of the system. This system can quick and easy
change the place or the location of the system in the company or any other office. This System has the
facility that the internet in this system can be access at any place like the airports, cafes. conference halls and
much more places.
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The main benefits of the desired system that this system has incremented the productivity of the sale of the
system. This includes the updated collaborations, once connected the device does not require to get connect
again and again every time to access the internet service. This system also has the capabilities to function as
much area as they can. This system has reduced the cost a lot because of the wireless technology as there no
need of an single wire here. So it becomes very easy to reach the allotted area through wireless
communications.

The functions and the operations that the system performs while the executions of the programs are system's
basic configurations, WLAN communications and the WLAN packet structures and architectural plans while
the process is in active and running state Finally the system concludes that the Wireless Local Area
Networks are very useful and also very easy to use for the user.

ATTACKING A WLAN NETWORK:

The various methods in which one can get illegal access to a WLAN are examined. There are many kinds of
attacks but we are discussing the most common attacks on the wireless local area network( WLAN).
Providing the network security is an important objective in the design and implementation of WLANS.
Communication in wireless

network is broadcast by nature and therefore all devices within the communication range of the sender
receive the transmission. Thus. it becomes critical to protect data and other resources from unauthorized
users. Infrastructure based WLANS assume the use of an AP that dictates the access to the wireless medium.
For infrastructure based WLAN, it becomes critical to assure that only authorized users connect to the
network, to keep user credentials from being hijacked during authentication, and to assure the privacy of the
data being transmitted between the client and the AP.

There are mainly four parameters on which different attacks are based.

e Access control : Proving that a source of some data did in fact send data that he might later deny
sending. This service limits and controls the access of a resource such as a host system or
application. To achieve this, a user trying to gain access to the resource is first identified
(authenticated) and then the corresponding access rights are granted.

e Authentication: Proving or disproving someone's or something's claimed identity. The function of
the authentication service is to verify a users identity and to assure the recipient that the message s
from the source that it claims to be from. First, at the time of communication initiation, the service
assures that the two parties are authentic, that each is the entity it claims to be. Second. the service
must assure that a third party does hot interfere by impersonating one of the two legitimate parties
for the purpose of authorized transmission and reception.

e Integrity checking: Ensuring that data cannot be modified without such modification being
detectable . The function of the integrity control is to assure that the data received are exactly as sent
by an authorized party. That the data received contain no modification, insertion, deletion, or replay.
Transforming data such that only authorized parties can decode it.

e Confidentiality: Confidentiality ensures that the data/information transmitted over the network is
not Confidentiality can be achieved by using different disclosed to unauthorized users. encryption
techniques such that only legitimate users can analyse and understand the transmission.

SOLUTION TO SECURITY BREACHES

Protecting a WLAN is not difficult. New technology and the Cisco wireless security features make it easier
than ever. Cisco uses a Self-Defending Network strategy to protect the WLAN, As today's companies extend
their wireless capabilities across their entire enterprise, several issues come to the forefront, not the least of
which is the security of their proprietary data. Despite the complexity of the problem, an enterprise can
undertake Some relatively simple measures to thwart hackers and maintain the integrity of their wireless
network. There are various ways in which we can prevent malicious attacks on a WLAN which are as
described below.

S1. Changing Administrator Passwords and Username : After you've taken your wi fi router out of the
box and started the setup process, you will be asked to sign on to a specific Web page and are required to
enter information such as your network address and account information. In theory, this Wi fi setup page is
protected with a login screen(username and password).
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S2. Upgrading your Wi fi Encryption: If the information sent back and forth over your Wi fi network isn't
adequately encrypted, a hacker can easily tap into the network and monitor your activity. When you type
personal or financial information into a Web site,that hacker can then steal that information and use it to
steal your identity.

S3. Changing the Default System ID: When you got your Linksys or D-Link router home from the store
and set it up. it came with a default system ID called the SSID ( Service Set Identifier) or ESSID (Extended
Service Set identifier). This ID is also commonly referred to as the name of your Wi fi setup.

S4. MAC Address Filtering: If you've had an unsecured Wi fi setup in your home in the past, you can be
fairly certain that at least one of your neighbours is mooching all your Wi fi to connect to the Internet. While
everyone loves a friendly neighbor. providing an easy resource for others to steal Internet access is morally
and legally questionable, but even scarier is the harm those moochers can do to your computer.

S5. Stop Publicly Broadcasting your Network :By now you've renamed your wi fi so that hackers won't
see the default name as they Sweep for unprotected Wi fi setups. But wouldn't it be even better if hackers
and curious neighbours didn't know you had a wi fi setup at all? Usually, your access point or router is
programmed to broadcast the network name (SSTD) over the air at regular intervals.

S7. Secure communications: Encrypt data that travels on the network, and authenticate users to be sure you
know who is using the WLAN. Cisco supports all industry- standard encryption and authentication methods
for the broadest client device compatibility.

S8. Use strong encryption: As soon as you install your network, set up the strongest wireless encryption
you can. Wired Equivalent Privacy (WEP) encryption is adequate, but WPA and WPA2 give you stronger
options.

S9.Change the default network name: When you set up your network equipment. change the default name
to make it more difficult for hackers to find. Do not choose your company name, company phone number, or
other i information about your Company that is easy to guess or find on the Internet.

INTRODUCTION TO WIRELESS SECURITY TOOLS
STI: Net Stumbler

Net Stumbler displays wireless access points, SSIDs, channels, whether WEP encryption is enabled and
signal strength. Net Stumbler can connect with GPS technology to accurately log the precise location of
access points.

ST2: Mini Stumbler

A smaller version of Net Stumbler designed to work on Pocket PC 3.0 and Pocket PC 2002 platforms. It
provides support for ARM. MIPS and SH3 CPU types.

ST3: WEP Crack

WEP Crack was the first of the WEP encryption cracking utilities. WEP Crack is an open-source tool used to
break 802.11 WEP keys. You can also download WEP Crack for Linux.

ST4: Air snort

WEP encryption keys, Air snort Air snort is a wireless LAN (WLAN) tool which cracks WEP passively
monitors wireless transmissions and automatically computes the encryption key when enough packets have
been gathered.

STS: WIDS

WIDS is a wireless it detects the jamming of management frames and could be used WI Dogs honeypot.
Data Frames Can also be decrypted on the fly and re-injected onto another device.

ST6: WIDZ

WIDZ is a proof of concept IDS system for 802.11 wireless networks. It guards access points.
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ST7: KISMEC
kismec is a multi-purpose tool which can serve as a Wi-Fi Discovery Tool, Raw Packet Capture Tool.
CONCLUSION

The benefits of wireless LANs are undeniable but the risks introduced by them are Undeniable increasing.
There are over tens of millions of new Wi-Fi devices shipped each year thereby increasing the number of
potential points of access/ breach. The implications of these self-deploying, transient wireless networks
make them dangerous to all organizations, regardless of their WLAN deployment status. Also these risks are
not only restricted to the network edge but directly impact the wired corporate backbone. But it is possible to
have iron-clad protection for wireless networks and make them risk- free. The best way for organizations to
fortify their wireless networks is to use a layered approach to security mirroring the security of wired
networks. It is preferable to have only one access point and make it run under a secure operating system like
Linux. It is better to occasionally boot up and trap sections of traffic to look for any attack signatures. The
user must connect via a VPN, the access point is secured so it cannot be reset. WEP is enabled. and access
point is in a position that limits travel of the radio frequency outside of the premises. The traffic between the
access point and the LAN passes through a firewall to help block any possible DOS attacks on the WLAN
from entering the enterprise LAN. WLANS are definitely here to stay, but pose definite security issues which
can be minimized.
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