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Abstract – The proliferation of DeepFake technology has raised critical concerns in areas such as misinformation, security, and privacy 

by enabling the creation of highly realistic but misleading media. In response, this study introduces a method for detecting DeepFake 

images using the advanced object detection capabilities of the YOLOv8 model. By training YOLOv8 on a tailored dataset of authentic 

and manipulated images, and employing various pre-processing and data augmentation techniques, we aim to enhance the accuracy and 

robustness of detection. Our model achieved an accuracy of 73.9%, illustrating its potential for effective and scalable DeepFake 

detection. Further improvements, including the integration of multi-modal detection approaches such as video and behavioral analysis, 

are proposed to bolster the system's adaptability to evolving threats. 

 

Index Terms - Detection of DeepFakes, YOLOv8 Model, Machine Learning Approaches,Real-time Analysis. 

I. INTRODUCTION  

The increasing prevalence of DeepFake technology has resulted in the generation of incredibly lifelike digital content capable of 

distorting the truth, prompting significant worries about privacy and the proliferation of false information. With advancements in 

artificial intelligence, producing such altered media has become easier, resulting in significant challenges for various fields, including 

politics, entertainment, and social media. These deceptive representations threaten public trust and raise security issues. To overcome 

these challenges, developing reliable detection techniques that can accurately identify DeepFakes is vital. Moreover, the high 

computational requirements of these techniques can hinder their practical implementation on a larger scale. To address the detection 

challenges presented by DeepFakes, this research explores the application of the YOLOv8 model, recognized for its effectiveness in 

object detection. The study focuses on customizing this model with a meticulously curated dataset containing both real and DeepFake 

images, with the goal of developing a more robust detection system. The study involves customizing this model using a carefully 

assembled dataset that includes both real and DeepFake images, aiming to create a more effective detection system. The outcomes 

demonstrate a substantial increase in detection accuracy, suggesting that this method may be well-suited for real-time applications to 

counter the threats associated with DeepFake content. 

II. LITERATURE SURVEY 

M. Mirza and S. Osindero [1] The paper "Conditional Generative Adversarial Nets" by Mirza and Osindero introduces an enhanced 

version of the standard GAN model by integrating conditional inputs. This modification enables the network to produce data based on 

supplementary information, such as class labels. Both the generator and discriminator utilize this additional input, facilitating controlled 

data generation according to defined criteria. 

Y. Bengio, P. Simard, and P. Frasconi [2] The paper "Long Short-Term Memory" by Bengio, Simard, and Frasconi introduces the 

LSTM architecture, which effectively addresses the issue of long-term dependencies in recurrent neural networks (RNNs). By utilizing 

memory cells, LSTMs retain information over long sequences, mitigating problems like vanishing gradients. This capability renders 

LSTMs especially effective for applications involving sequential data, including time series analysis and natural language processing. 

I. Goodfellow, Y. Bengio, and A. Courville [3] The book Deep Learning by Goodfellow, Bengio, and Courville serves as a 

comprehensive resource on deep learning, exploring essential principles, models, and methodologies. It addresses a range of topics, 

including neural networks, optimization techniques, and regularization, while also delving into advanced architectures such as 

convolutional and recurrent networks. This book is a popular reference for those looking to understand and apply deep learning concepts 

in various domains. 

S. Hochreiter, “Ja1 4 rgen schmidhuber [4] In "Long Short-Term Memory," Hochreiter and Schmidhuber introduce the LSTM 

architecture to address the vanishing gradient problem prevalent in standard recurrent neural networks. This model incorporates memory 

cells that allow it to store information over long sequences, effectively managing long-term dependencies. LSTMs are commonly 

applied in various tasks that involve sequential data, including time series analysis and natural language processing. 

M. Schuster and K. Paliwal [5] Schuster and Paliwal (1997) introduce Bidirectional Recurrent Neural Networks (BRNNs), designed 

to process sequences in both forward and backward directions. This dual processing approach improves context utilization and enhances 

performance in various tasks, including speech recognition. 

Hopfield et al. [6] Hopfield et al. (1982) define formal limits on the storage capacity of the dilute Hopfield model, demonstrating the 

impact of the network's structure and connectivity on its capacity. Their work contributes to a deeper understanding of the constraints 

faced by associative memory systems within neural networks. 

Wu et al. [7] In their 2016 research, Wu et al. present Google's Neural Machine Translation (GNMT) system, leveraging deep learning 

techniques to enhance translation quality and efficiency. The model employs an end-to-end architecture that enables it to grasp complex 

language patterns, improving translation accuracy and reducing the gap between human and machine translation capabilities. 

L. Nataraj [8] In their 2019 paper, Nataraj and colleagues focus on identifying images produced by Generative Adversarial Networks 

(GANs) through the application of co-occurrence matrices. Their findings, published in Electronic Imaging, offer valuable strategies 

for enhancing the detection of images generated by GANs, thereby aiding advancements in the field of image verification. 
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Zi et al. [9] Zi et al. (2020) present the WildDeepFake dataset, which comprises a complex assortment of real-world deepfake videos 

designed to enhance research in deepfake detection. This dataset features a variety of scenarios and conditions, serving as a valuable 

benchmark for assessing the efficacy of detection algorithms in practical environments. 

Khalil and Maged [10] Khalil and Maged (2021) investigate deep learning methodologies for both the creation and detection of 

deepfakes in their conference paper. They detail various approaches for generating deepfake content and propose effective techniques 

for detecting these altered media forms. 

Luttrell et al. [11] Luttrell et al. (2018) introduce a deep transfer learning technique to refine facial recognition models, focusing on 

improving accuracy and adaptability across various datasets. By utilizing pre-trained models and tailoring them for specific applications, 

their approach enhances performance in facial recognition tasks. 

Tariq et al. [12] Tariq et al. (2018) concentrate on identifying both machine-generated and human-created fake face images in real-

world contexts. Their research introduces methods for detecting different types of fake images, enhancing the effectiveness of detection 

systems in multimedia security. 

Do, Na, and Kim [13] Do, Na, and Kim (2018) present a forensic method that utilizes convolutional neural networks (CNNs) to detect 

faces produced by Generative Adversarial Networks (GANs). This approach seeks to improve the detection of synthetic faces, thereby 

advancing the field of digital forensics and the verification of image authenticity. 

Xuan et al. [14] Xuan et al. (2019) examine the ability of GAN image forensics to generalize across various GAN-generated images. 

Their study tackles the difficulties in identifying manipulated images and seeks to improve the robustness and dependability of forensic 

methods in diverse scenarios. 

Yang, Ni, and Zhao [15] Yang, Ni, and Zhao (2016) present a forensic technique for analyzing recaptured images using Laplacian 

convolutional neural networks. Their approach aims to improve the detection of image manipulations by focusing on the unique 

characteristics of recaptured photographs, enhancing the reliability of digital forensics. 

 

 III.DATASET OVERVIEW AND PARAMETERS 

     The dataset utilized in this project is titled "Real vs Fake Face Classification," which was obtained from Kaggle. This dataset consists 

of a collection of images specifically designed to facilitate the classification of real and deep fake faces. Sourced from Kaggle, it includes 

a variety of images representing both authentic and manipulated faces, providing a balanced sample for the classification task. The 

dataset comprises primarily of images categorized into two classes: real faces and fake faces. Each image is labeled according to its 

classification, allowing for supervised learning during the model training phase. 

     Prior to feeding the data into the YOLOv8 model, a series of preprocessing steps were conducted. This process involved resizing 

images to a consistent size suitable for the model, normalizing pixel values to enhance performance, and applying data augmentation 

techniques such as rotation, flipping, and cropping. These strategies were designed to increase the diversity of the dataset and improve 

the model's robustness. The dataset was divided into training, validation, and testing subsets to ensure thorough training and evaluation 

on unseen data. Each image was labeled as either real or fake, with the relevant annotations included to support classification during 

the training phase. 

     Challenges encountered during the project included variations in image quality and lighting conditions, which could affect model 

accuracy. Additionally, the dataset may not cover all possible variations of deep fakes, potentially limiting generalization to unseen 

data. This dataset was employed to train the YOLOv8 model for detection and classification faces as either real or fake, leveraging 

YOLOv8’s advanced object detection capabilities to enhance accuracy in identifying deep fakes in images. 

 

 IV.PROPOSED SYSTEM 

     The proposed system for DeepFake detection using YOLOv8 a cutting-edge, real-time object detection framework enhanced with 

advanced image-based detection techniques and behavioral analysis. The system is designed to effectively identify manipulated images 

and videos, focusing on increasing accuracy and robustness through innovative approaches. 

(1)Data Collection 

     The project begins with data collection, where the objective is to gather a diverse dataset that includes both real and deepfake images 

and videos. This can be achieved by sourcing data from online repositories ensuring a wide variety of manipulations and authentic 

content is included. 

(2)Data Preprocessing 

The project will proceed to data preprocessing, which includes resizing all collected images to a consistent dimension of 640x640 

pixels to fulfill the YOLOv8 model's input requirements. Normalizing pixel values to a range of [0, 1] is crucial for improving model 

performance. Additionally, data augmentation techniques such as rotation, flipping, cropping, and color adjustments will be employed 

to enhance dataset diversity and robustness, allowing the model to generalize more effectively across various conditions. 

(3)Data Segmentation 

Following preprocessing, the dataset will be split into three sections: a training set (70%) for training the YOLOv8 model, a validation 

set (15%) for hyperparameter tuning and interim assessments, and a testing set (15%) for the ultimate evaluation of the model's 

performance on previously unseen data. 

(4)YOLOv8 Architecture for DeepFake Detection 

The YOLOv8 architecture is tailored to highlight subtle alterations in facial features. Additionally, the output layer is modified to 

categorize input images as either "Real" or "Fake." By utilizing pre-trained weights from general object detection tasks (like COCO) 

and subsequently fine-tuning them on DeepFake datasets, the system accelerates the training process and enhances accuracy, particularly 

in identifying subtle differences between genuine and manipulated faces. 
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Fig 1.DeepFake Detection Using YOLOv8 Architecture 

 

(5)Model Train 

     The model training process will commence using the training set, where essential parameters, including the learning rate and batch 

size, will be fine-tuned according to the performance metrics derived from the validation set. An appropriate loss function for binary 

classification (real vs. fake) will guide this training process, ensuring the model learns effectively from the labeled data. Each image in 

the dataset will be annotated as either real or fake, providing the necessary information for supervised learning. 

(5)Model Evaluation 

     After training, the model will be evaluated on the testing set. Its performance will be measured using metrics like recall, F1-score, 

precision, and accuracy, while confusion matrices will help visualize the classification outcomes and pinpoint areas needing 

improvement. 

(5)System Implementation 

     The implementation of the deepfake detection system using the YOLOv8n model follows a structured approach involving data 

preparation, model training, performance evaluation, and optimization strategies. The primary objective is to accurately classify images 

and videos as real or fake while maintaining efficiency in detection. 

     Data preparation begins with the compilation of a balanced dataset that includes both authentic and deepfake images. To improve 

the dataset's diversity and ensure optimal performance of the model, preprocessing techniques such as resizing images, normalizing 

pixel values, and applying data augmentation methods—like rotation, flipping, and cropping—are utilized. 

     Next, the YOLOv8n model is set up for training with suitable hyperparameters, including learning rate and batch size. The annotated 

dataset allows the model to learn through multiple epochs, adjusting its weights according to the loss function that evaluates the 

difference between predictions and actual labels. 

     Once the training is complete, the model’s effectiveness is evaluated using metrics such as recall, precision, and mean Average 

Precision (mAP). The model achieves a commendable recall rate of 96.7%, indicating strong performance in detecting relevant 

instances. However, it struggles with precision, particularly when distinguishing fake objects, recording a precision rate of just 43.6%. 

This underscores the necessity for improvements in the model's classification accuracy. 

     An analysis focused on specific classes indicates that the model is more effective at recognizing real objects, while its ability to 

detect fake images needs improvement. To enhance overall precision, strategies such as adjusting the confidence threshold, refining the 

training dataset, and improving post-processing methods like Non-Maximum Suppression (NMS) are proposed. 

     In summary, the YOLOv8n model demonstrates potential for deepfake detection but requires optimization, particularly in precision 

for fake object identification. Future efforts will concentrate on applying these strategies to enhance the model's reliability and efficiency 

in addressing digital manipulation challenges. 

  V. PERFORMANCE EVALUTION METRICS 

     The proposed system’s performance is measured using the following metrics : 

 Accuracy: This indicates the ratio of images correctly identified as either real or deepfake compared to the overall number of 

images assessed. 

 Precision: This metric reflects the proportion of images identified as DeepFake that are indeed genuine DeepFakes, offering 

insight into the model's effectiveness in minimizing false positives.  

 Recall: Recall assesses the system's effectiveness in accurately detecting DeepFake images from all genuine DeepFake 

instances, emphasizing the reduction of false negatives. 

 F1-Score: The F1-score assesses the model's accuracy across each category, which is especially crucial when the dataset is 

imbalanced. This metric balances precision and recall, making it vital for evaluating overall performance. 

 Intersection over Union (IoU):  IoU assesses the accuracy of the predicted bounding boxes against the actual face regions, 

providing a metric for evaluating the precision of object localization. 



TIJER || ISSN 2349-9249 || © April 2025, Volume 12, Issue 4 || www.tijer.org 

TIJER2504054 TIJER – INTERNATIONAL RESEARCH JOURNAL  www.tijer.org a337 
 

Class Precision Recall mAP50 mAP50-95 

False 0.436 0.987 0.631 0.589 

Real 0.585 0.948 0.701 0.686 

  VI. EXPERIENCE AND RESULT  

    The experience and outcomes from developing the deepfake detection system with the YOLOv8n model provide valuable insights 

into its performance and potential areas for enhancement. Throughout the implementation process, the model exhibited a strong 

capability for object detection, achieving a recall rate of 96.7%. This high recall suggests that the model effectively identifies almost all 

instances of deepfake images in the dataset, which is essential in scenarios where failing to detect a fake could result in serious 

repercussions. 

     However, while the recall is impressive, the model's precision fell to 43.6% for detecting fake objects, highlighting a challenge in 

accurately classifying detections. This low precision indicates a substantial number of false positives, where real images are incorrectly 

classified as fake. Such a discrepancy underscores the necessity for further tuning and optimization to enhance the model's reliability in 

differentiating between real and fake images. 

     The mean Average Precision (mAP) scores also provided a nuanced perspective on the model's performance.  mAP@0.5 of 66.6% 

and mAP@0.5:0.95 of 63.7%, the model exhibited moderate effectiveness in object localization and detection across varying 

Intersection over Union (IoU) thresholds. Class-specific evaluations revealed that while the model performed better in identifying real 

objects, significant improvements are needed for fake objects, with an mAP@0.5 of 63.1%. 

 

Estimated Accuracy = 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙

2
 

 

Class Image Instance Box(P R mAP50 mAP50-

95):100% 

16/6[02:28<00:00, 

9.29s/it] 

All 512 515 0.511 0.967 0.666 0.637 

Fake 223 225 0.436 0.987 0.631 0.589 

Real 289 290 0.585 0.948 0.701 0.686 

 

 Accuracy = 
0.511+0.967

2
= 0.739(or 73.9%) 

 

VII. FUTURE ENHANCEMENT 

     Implementing ensemble methods by combining multiple detection models can enhance overall accuracy and reliability in identifying 

deepfakes. 

Refining the training dataset for better balance and diversity, along with optimizing hyperparameters and detection thresholds, will 

improve classification precision and reduce false positives. 

VIII. ACKNOWLEDGEMENT 

     We extend our heartfelt thanks to all those who supported this project, particularly those who offered valuable insights and assistance 

during our research journey. Their support and knowledge were instrumental in the successful creation of our deepfake detection system. 

  IX.CONCLUSIONS 

     In conclusion, the YOLOv8n model has shown promising capabilities for deepfake detection, achieving a high recall rate of 96.7% 

while facing challenges with precision, particularly in identifying fake images. The moderate mAP scores indicate the need for further 

refinement to enhance overall performance. By focusing on dataset improvement and adjusting detection thresholds, we can 

significantly boost classification accuracy. The insights gained from this project will inform future enhancements, making the system 

more effective in combating digital manipulation. Ultimately, our efforts contribute to developing robust solutions against the growing 

threat of deepfakes in the digital landscape. 
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