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Abstract - The rapid digitization of communication and transactions has necessitated the inclusion of electronic evidence in judicial
proceedings. In India, the judiciary has played a pivotal role in interpreting and shaping the legal framework governing the
admissibility of electronic evidence. This paper examines the evolution of judicial precedents, the impact of landmark judgments, and
the transition from the Indian Evidence Act, 1872, to the Bharatiya Sakshya Adhiniyam (BSA), 2023. It also analyzes the challenges
in authentication, reliability, and procedural compliance, highlighting how judicial interventions have refined the standards for
electronic evidence in Indian courts.
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l. INTRODUCTION

Electronic evidence—encompassing emails, digital documents, social media posts, CCTV footage, and more—has become
indispensable in modern litigation. However, its intangible nature and susceptibility to tampering pose unique challenges. The Indian
judiciary, through statutory interpretation and landmark rulings, has established stringent criteria for admissibility while balancing
technological advancements with evidentiary reliability. This paper explores the judiciary’s role in shaping these standards, focusing
on key legislative amendments and judicial pronouncements.

Il. LEGAL FRAMEWORK GOVERNING ELECTRONIC EVIDENCE IN INDIA

11.1 Statutory Provisions

> Indian Evidence Act, 1872 (Amended in 2000):
e Section 65B: Introduced via the IT Act, 20004, this section mandates a certificate for electronic records to be
admissible, ensuring authenticity and integrity.
e Sections 65A & 65B: Differentiate between primary (original device) and secondary (copies/printouts) electronic
evidence.
> Bharatiya Sakshya Adhiniyam (BSA), 2023°:
e Section 61: Explicitly states that electronic records cannot be excluded solely for being digital.
e Section 65B (Updated): Introduces hash value certification to prevent tampering and mandates forensic scrutiny for
serious offences.

IL.11 Judicial Interpretation of Statutory Provisions
»  Courts have clarified ambiguities in the law:
e Anvar P.V. v. P.K. Basheer (2014)5: The Supreme Court (SC) ruled that a Section 65B certificate is mandatory for
admissibility, overruling earlier lax interpretations.
e Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020)7: Reaffirmed Anvar, stressing that oral testimony
or expert opinions cannot substitute the certificate.

I1l. LANDMARK JUDGMENTS AND THEIR IMPACT
111.1 Key Judicial Pronouncements
1. State (NCT of Delhi) v. Navjot Sandhu (2005):

In State (NCT of Delhi) v. Navjot Sandhu (2005)® case admitted call records without a Section 65B certificate, relying on
contextual relevance. Later criticized in Anvar for diluting procedural rigor.

Key Statutes Involved:

Indian Penal Code (IPC): Sections 121 (Waging War), 121A (Conspiracy), 302 (Murder), 120B (Criminal Conspiracy), 123
(Concealing Design to Wage War)

Prevention of Terrorism Act (POTA), 2002
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Indian Evidence Act: Sections 65B (Electronic Evidence), 63 (Secondary Evidence)
Explosive Substances Act, 1908
Background & Facts
The case stemmed from the December 13, 2001, terrorist attack on the Indian Parliament, where five heavily armed militants stormed
the complex, killing nine (including security personnel) and injuring 16 before being neutralized . Investigations led to four accused:
1. Mohd. Afzal (Mastermind)
2. Shaukat Hussain Guru (Afzal’s cousin)
3. S.A.R. Gilani (Delhi University professor)
4. Navjot Sandhu @ Afsan Guru (Shaukat’s wife)
The prosecution relied on:
e Confessional statements (later retracted by Shaukat).
e  Call records linking accused to terrorists.
e Recoveries: Fake IDs, explosives, 10 lakh cash, and a laptop used to forge documents.

Key Legal Issues
1. Admissibility of Electronic Evidence (Call Records)
e The defense challenged call records for lacking a Section 65B certificate (mandatory for electronic evidence under the
Indian Evidence Act).
e The Supreme Court initially allowed the records without strict compliance in Navjot Sandhu (2005), but this was later
overruled in Anvar P.V. v. P.K. Basheer (2014), which mandated strict adherence to Section 65B.

2. Confessions Under POTA
e Afzal’s confession was upheld as voluntary, while Shaukat’s retraction weakened his case.

3. Conspiracy & Waging War (IPC 121, 121A, 120B)
e The court upheld Afzal’s death sentence for direct involvement.
e Shaukat’s role was downgraded to Section 123 IPC (concealing conspiracy), reducing his sentence to 10 years.

4. Acquittal of Gilani & Afsan Guru
e Gilani: No direct evidence linked him to the plot. The court ruled "suspicion proof".
o  Afsan Guru: Weak evidence; acquitted except for a minor conviction under Section 123 IPC (later overturned).

Judgment & Impact
e  Afzal Guru was hanged in 2013 after his mercy petition was rejected.
e Shaukat served 10 years; Gilani & Afsan Guru were acquitted of major charges.
e Legal Precedent: The case highlighted flaws in electronic evidence handling, leading to stricter standards post Anvar (2014).

Forensic & Technical Aspects
e FSL Reports confirmed ammonium nitrate in explosives.
e  Call records were pivotal but controversially admitted without full Section 65B compliance.

Criticism & Legacy
e Controversy: Afzal’s execution sparked debates on due process.
e Legal Reform: The case spurred amendments in electronic evidence rules under Bharatiya Sakshya Adhiniyam (2023).

Navjot Sandhu remains a landmark case on terrorism, electronic evidence, and conspiracy law in India, shaping jurisprudence on
national security and fair trial standards.
2. Tomaso Bruno v. State of Uttar Pradesh (2015):

Emphasized the need for scientific methods in investigations, endorsing electronic evidence as crucial for modern jurisprudence.
The Tomaso Bruno v. State of Uttar Pradesh (2015)° case A Landmark Case on Electronic Evidence & the "Best Evidence Rule" in
India
Key Legal Issues:

» Admissibility of CCTV footage without a Section 65B certificate
> Applicability of the "Best Evidence Rule" in electronic evidence
> Reliability of circumstantial evidence in murder cases

Background & Facts
» Incident: Two Italian tourists, Tomaso Bruno and another, were accused of murdering a fellow tourist inside a hotel room in
Uttar Pradesh.
» Prosecution’s Case:
¢ Relied on circumstantial evidence, witness testimonies, and call records.
e Failed to produce CCTYV footage from the hotel, claiming it was irrelevant.
» Défense’s Argument:
e The accused claimed they were not present at the crime scene.
e Non-production of CCTV footage (best evidence) weakened the prosecution’s case.

° Tomaso Bruno v. State of Uttar Pradesh (2015) 7 SCC 178.
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Key Legal Principles Discussed
1. Admissibility of Electronic Evidence (CCTV Footage)

e The Supreme Court criticized the prosecution for not producing CCTV footage, which was crucial to establishing the
accused’s presence at the crime scene.
Held:
Section 65B of the Evidence Act (requiring a certificate for electronic records) was not strictly enforced in this case.
The court allowed secondary evidence (oral testimony) under Section 65 instead of mandating a Section 65B certificate.
This decision contradicted the stricter stance later taken in Anvar P.V. v. P.K. Basheer (2014), which required mandatory
compliance with Section 65B.

2. Best Evidence Rule
e  The court emphasized that CCTV footage was the "best evidence" to prove the accused’s presence or absence.
e Non-production of CCTV footage led to an adverse inference under Section 114(g) of the Evidence Act (presumption that
withheld evidence would be unfavorable).

3. Circumstantial Evidence Must Form a Complete Chain
» The prosecution failed to establish:
» Motive (no evidence of prior enmity).
»  Opportunity (no direct proof of presence in the room).
» Medical evidence did not conclusively prove strangulation.
» Held: The chain of circumstances was incomplete, leading to the acquittal of the accused.

Judgment & Impact
» Acquittal: The Supreme Court set aside the conviction, granting the accused the benefit of doubt.
» Precedent Set: Initially, the judgment weakened the strict requirement of Section 65B, allowing oral testimony in place of
electronic certification.

However, this stance was later overruled in Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020)%, which reinstated
the mandatory nature of Section 65B certificates.
Criticism & Legal Evolution
» Conflict with Anvar P.V. (2014):
e Tomaso Bruno ignored Anvar P.V., which had declared Sections 65A & 65B as a "complete code™ for
electronic evidence
» Overruled in Arjun Panditrao (2020):
e The Supreme Court clarified that electronic evidence must comply with Section 65B, and oral testimony
cannot substitute a certificate.

Tomaso Bruno remains a significant case in India’s jurisprudence on electronic evidence, highlighting:
1. The importance of the "best evidence rule" (CCTV footage in this case).
2. The judicial inconsistency in enforcing Section 65B before Arjun Panditrao.
3. The necessity of a complete chain of circumstantial evidence for conviction.
3. Shafhi Mohammad v. State of Himachal Pradesh (2018)*!:
Initially relaxed the certificate requirement for evidence obtained by third parties. This was overturned in Arjun Panditrao,
reinforcing strict compliance.
Key Issues
1. Admissibility of Electronic Evidence Without a Section 65B Certificate
» Whether a party not in possession of the electronic device (e.g., CCTV footage, mobile records) must produce a
Section 65B(4) certificate for the evidence to be admissible.
» The court held that certification is not mandatory if the party cannot access the device (e.g., evidence obtained from
a third party or opponent).

2. Relaxation of Procedural Requirements
» The court ruled that Sections 63 & 65 of the Indian Evidence Act (IEA) (general provisions on secondary evidence) can be
invoked if Section 65B compliance is impractical.
> This was a departure from Anvar P.V. v. P.K. Basheer (2014)*2, which had made Section 65B certification mandatory for
secondary electronic evidence.

3. Judicial Discretion in Interest of Justice
» Courts may relax the certification requirement if denying evidence would cause a miscarriage of justice.

Judgment Highlights
» Electronic evidence is admissible even without a Section 65B certificate if the party producing it does not control the
device (e.g., evidence seized by police or held by an adversary).
» Sections 65A & 65B are procedural, not absolute bars. Courts can admit evidence under general secondary evidence rules
(Sections 63 & 65) if certification is impossible.
» Overruled Later: The ruling was clarified (and effectively overturned) in Arjun Panditrao Khotkar v. Kailash Gorantyal
(2020)*2, where a 3-judge bench reinstated Anvar P.V.’s strict certification requirement.

10 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020) 7 SCC 1 .
11 Shafhi Mohammad v. State of Himachal Pradesh (2018)*:
12 Anvar P.V. v. P.K. Basheer (2014) 10 SCC 473 .
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Significance
» Initially provided flexibility in admitting electronic evidence where certification was impractical.
» Later reversed by Arjun Panditrao (2020), which restored the mandatory nature of Section 65B certification.
» Highlighted tensions between evidentiary reliability and practical accessibility in digital evidence cases.

HL11 Judicial Trends Under BSA 2023
» While no reported cases yet exist under BSA, courts are expected to align with its enhanced authentication protocols (e.g.,
hash values).
» The judiciary’s focus has shifted toward forensic validation and metadata scrutiny to combat deepfakes and cyber
manipulation.

IV. CHALLENGES AND JUDICIAL RESPONSES
IVV.1 Authentication and Tampering Risks
» Courts demand chain of custody records and hash verification to ensure integrity.
e Example: In Dharambir v. CBI, hard disks were admitted only after forensic certification.

IV.11 Privacy vs. Evidentiary Needs
» Shreya Singhal v. Union of India (2015) struck down Section 66A IT Act, highlighting that digital evidence
collection must respect privacy rights.

IVV.111 Technical Expertise Gap
» Judges often rely on examiners of electronic evidence (IT Act, Section 79A) to interpret complex data.

Comparative Analysis: IEA vs. BSA 2023

Aspect Indian Evidence Act, 1872 Bharatiya Sakshya Adhiniyam, 2023
Definition Limited to traditional electronic | Includes metaverse data, 10T devices,
records (emails, CDs). and blockchain 2

Certification | Strict compliance under Section 65B. | Simplified but retains safeguards.

Judicial Courts often intervened to fill gaps. Clearer guidelines reduce ambiguity.
Discretion

V. CONCLUSION AND FUTURE DIRECTIONS

The judiciary has been instrumental in transitioning India’s evidence law from paper based to digital paradigms. While the BSA 2023
modernizes admissibility standards, ongoing challenges—such as Algenerated evidence and crossborder data—require continued
judicial innovation. Future reforms should focus on:

1. Standardizing forensic protocols for electronic evidence.

2. Training judicial officers in digital forensics.

3. Balancing privacy with investigative needs.
The judiciary’s proactive stance ensures that electronic evidence remains both a reliable tool for justice and a safeguarded domain
against misuse.
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