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ABSTRACT:

Influencer marketing has come to light as an effective instrument for brands to connect with consumers in
India, with its growth expected to accelerate in 2025. Social media platforms such as Instagram, YouTube,
and TikTok have become key channels for product endorsements, allowing influencers to shape consumer
perceptions and drive purchasing decisions. However, the rapid expansion of influencer marketing has also
led to concerns regarding misleading endorsements and the creation of fake brand images. Many influencers,
motivated by sponsorship deals and financial incentives, promote products without proper verification, often
exaggerating their benefits or failing to disclose paid partnerships. As a result, consumers may fall victim to
deceptive advertising, leading to dissatisfaction, financial losses, and declining trust in brands and social media
influencers. This study explores how social media platforms contribute to the spread of misleading
endorsements, focusing on the role of algorithms in amplifying deceptive content. The research also examines
the ethical and legal implications of influencer marketing in India, analyzing the effectiveness of existing
regulations, such as the Advertising Standards Council of India (ASCI) guidelines and the Consumer
Protection Act (CPA) 2019, in curbing misleading advertisements. Furthermore, the study investigates the
impact of fake brand images on consumer trust and brand reputation, highlighting real-world case studies
where misleading endorsements have caused public backlash. It also explores potential solutions to mitigate
the risks associated with influencer marketing, including stricter disclosure policies, improved consumer
awareness, and Al-driven fake review detection systems. By addressing these challenges, the research aims to
contribute to a more transparent and ethical influencer marketing ecosystem in India, ensuring that consumers
are better informed and protected from deceptive advertising practices. This study is crucial in the evolving
digital landscape, as it sheds light on the darker side of influencer marketing while proposing actionable
recommendations for brands, influencers, regulators, and consumers to create a more responsible and
trustworthy social media environment.

KEY WORDS: Influencer Marketing, Misleading Endorsements, Fake Brand Images, Social Media
Marketing, Consumer Trust, Brand Reputation, Ethical Marketing, Advertising Standards Council of India
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INTRODUCTION:

Influencer marketing has become a predominant force in India's digital advertising landscape, with brands
increasingly relying on social media influencers to promote their products. By 2025, this industry is expected
to grow significantly, driven by platforms like Instagram, YouTube, and TikTok. While influencer marketing
has proven to be an effective strategy for businesses, it has also led to concerns about misleading endorsements
and the creation of fake brand images. Many influencers, motivated by financial incentives, often endorse
products without genuine reviews, leading to deceptive marketing practices. Social media platforms amplify
this issue by prioritizing highly engaging content, making it easier for manipulated images, scripted
testimonials, and exaggerated claims to reach a wider audience. Consumers, especially those who trust
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influencers, often fall victim to these endorsements, resulting in financial losses, dissatisfaction, and declining
trust in brands.

Although Indian regulatory bodies like the Advertising Standards Council of India (ASCI) and the Consumer
Protection Act (CPA) 2019 have introduced guidelines for influencer marketing, enforcement remains a
challenge. Consumer awareness is still evolving, and many individuals struggle to differentiate between
genuine and misleading promotions. This study aims to explore the role of social media in spreading fake
brand images, the impact on consumer trust, and the effectiveness of regulatory measures. By addressing these
challenges, the research will contribute to developing solutions that promote transparency and ethical
influencer marketing practices in India.

This research explores how social media platforms, brand partnerships, and influencer strategies contribute to
the spread of fake brand images. It examines the impact of misleading endorsements on consumer behavior,
brand reputation, and the overall credibility of digital advertising. By analyzing real-world case studies,
consumer perceptions, and the effectiveness of regulatory frameworks, this study highlights the urgent need
for transparency, ethical marketing practices, and stronger regulatory enforcement to protect consumers from
digital misinformation.

REVIEW OF LITERATURE:

1. Abidin (2016) examines how influencers create parasocial relationships with their followers, making
their endorsements appear authentic and trustworthy. She argues that influencers serve as cultural
intermediaries, shaping consumer attitudes more effectively than traditional advertising.

2. De Veirman, Cauberghe, & Hudders (2017) further explore the effectiveness of influencer marketing,
emphasizing that an influencer’s follower count and perceived expertise impact consumer engagement.
Their study highlights that while influencers with large followings can drive brand awareness, those
with high perceived authenticity generate stronger consumer trust.

3. Lou & Yuan (2019) analyze how influencer marketing fosters brand engagement through trust and
perceived credibility. Their research indicates that influencers who consistently disclose sponsorships
and provide balanced reviews maintain higher levels of consumer loyalty.

4. However, Evans, Phua, Lim, & Jun (2017) caution that as influencers commercialize their content,
consumers struggle to differentiate between genuine recommendations and paid promotions, leading
to growing skepticism toward influencer endorsements.

5. Boerman, Willemsen, & Van der Aa (2017) investigate sponsored content disclosures, highlighting
that many influencers fail to clearly disclose paid partnerships, leading to consumer deception. Their
findings suggest that hidden sponsorships create an illusion of authenticity, making endorsements more
persuasive but also more misleading.

6. Mingoia et al. (2019) find that misleading influencer marketing contributes to unrealistic consumer
expectations, particularly in industries such as beauty, fitness, and wellness, where influencers often
distort reality through photo editing and filtered content.

7. Campbell & Grimm (2019) analyze influencer compliance with advertising regulations, noting that
many influencers subtly evade disclosure guidelines by placing #ad or #sponsored in inconspicuous
locations within captions, reducing their visibility to consumers.

8. Kapitan & Silvera (2019) discuss how social media algorithms amplify misleading endorsements by
prioritizing high-engagement content. Their study finds that platforms like Instagram, TikTok, and
YouTube boost sponsored posts that receive strong user interaction, regardless of their accuracy.

9. Similarly, Zhang & Gupta (2021) argue that social media platforms reward influencers who create
highly engaging but misleading content, further normalizing deceptive marketing. Their study
highlights how clickbait-style advertising thrives under engagement-driven algorithms, making it
easier for false brand narratives to spread.
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10. Erkan & Evans (2018) examine the role of electronic word-of-mouth (eWOM) in influencer marketing,
suggesting that while positive influencer recommendations drive engagement, misleading promotions
often lead to consumer backlash.

11. Federal Trade Commission (FTC) (2020) mandates that influencers disclose sponsored content
transparently. However, Boerman & Van Reijmersdal (2020) find that many influencers fail to comply
with disclosure regulations, often placing disclaimers in fine print or inconspicuous areas.

12. Evans, Hoy, & Childers (2019) argue that self-regulation among influencers is ineffective, as many
prioritize brand partnerships over transparency. Their study suggests that social media platforms
should take a more active role in monitoring and flagging misleading endorsements.

13. Jin & Mugaddam (2020) examine how regulatory bodies enforce influencer marketing laws, finding
that penalties for non-compliance are often too lenient to deter deceptive marketing practices. They
propose stricter enforcement measures, such as financial penalties and content removal policies, to
ensure greater compliance.

14. Tafesse & Wood (2021) analyze how deepfake influencer technology could lead to a future where
entire marketing campaigns are created using Al-driven personas, further
complicating regulatory enforcement.

OBJECTIVES:

1. To analyse the rise of influencer marketing.

2. To examine consumer awareness and response to deceptive influencer marketing.
3. To explore ethical marketing frameworks for influencers and brands.

4. To evaluate the role of social media platforms in promoting misleading content.

THE RISE OF INFLUENCER MARKETING AND ITS ROLE IN MISLEADING
ENDORSEMENTS:

In 2025, influencer marketing continues to expand, becoming one of the most powerful tools for brand
promotion. With the increasing use of social media platforms like Instagram, TikTok, and YouTube, brands
are investing more in influencers to reach wider audiences. The rise of micro and nano-influencers has further
fueled this growth, as they are seen as more authentic and relatable than celebrities or mega-influencers.
However, this rapid expansion has also led to a rise in misleading endorsements, where influencers exaggerate
product benefits or fail to disclose paid partnerships, creating fake brand images.

One of the key factors driving influencer marketing in 2025 is artificial intelligence (Al) and automation.
Brands are now using Al tools to find influencers, predict campaign success, and even create Al-generated
influencers who promote products without human involvement. While this makes marketing more efficient,
it also raises concerns about transparency and authenticity. Consumers may struggle to distinguish between
real and Al-driven endorsements, leading to an increase in deceptive advertising practices.

Another major trend is the role of social media algorithms in shaping influencer marketing. Platforms prioritize
high-engagement content, often boosting posts that are sensational or overly positive. This creates pressure on
influencers to make exaggerated claims about products to maintain visibility and attract sponsorships. As a
result, many consumers are exposed to unrealistic product expectations, which can lead to disappointment and
distrust when the products do not meet advertised promises.

With the rise of influencer marketing, regulatory bodies like the FTC (Federal Trade Commission) and ASA
(Advertising Standards Authority) are tightening rules on disclosure and truthfulness in advertising. In 2025,
we are likely to see stricter penalties for misleading endorsements, as governments and social media platforms
work to prevent deceptive practices. At the same time, brands and influencers will need to focus on ethical
marketing, including clearer sponsorship disclosures, genuine reviews, and responsible promotions.
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As influencer marketing grows, its impact on consumer trust, brand reputation, and digital advertising ethics
will be critical. While it remains a powerful tool for businesses, the problem of misleading endorsements must
be addressed to ensure a fair and transparent digital marketplace.

THE PROBLEMS OF MISLEADING ENDORSEMENT IN INFLUENCER MARKETING:

In 2025, misleading endorsements continue to be a growing concern in influencer marketing, as brands and
influencers use social media to create highly persuasive but often deceptive promotions. With influencers
playing a key role in shaping consumer perceptions, many engage in exaggerated claims, undisclosed
sponsorships, and deceptive product placements to attract engagement and boost sales. These misleading
endorsements contribute to the creation of fake brand images, where products appear more effective,
luxurious, or high-quality than they actually are.

One of the biggest challenges today is the lack of transparency in influencer marketing. While advertising
guidelines from organizations like the Federal Trade Commission (FTC) and the Advertising Standards
Authority (ASA) require influencers to disclose paid promotions, many fail to do so or use vague hashtags
like #ad in ways that are easy to miss. The rise of Al-generated influencers and deepfake technology also adds
a new layer of deception, making it harder for consumers to distinguish between real and artificial
endorsements. Additionally, social media algorithms prioritize high-engagement content, which often
includes sensationalized or misleading claims, further amplifying fake brand images.

The consequences of misleading endorsements are significant. Consumers who fall for false claims may waste
money on ineffective beauty products, unsafe health supplements, or low-quality fashion items. When people
realize they have been misled, it leads to distrust in influencers and brands, damaging reputations and
weakening customer loyalty. In response, regulators are introducing stricter penalties for deceptive marketing,
and social media platforms are implementing Al-powered content monitoring to detect misleading
promotions.

To combat this issue, brands and influencers must adopt ethical marketing practices, including clear disclosure
of sponsorships, honest product reviews, and responsible advertising. Consumers also need greater awareness
of how influencer marketing works, so they can make informed decisions. As influencer marketing continues
to evolve, transparency, regulation, and accountability will be key to maintaining consumer trust in
2024 and beyond.

HOW SOCIAL MEDIA PROMOTES FAKE BRAND IMAGES:

In 2025, social media continues to play a major role in shaping consumer perceptions, often promoting fake
brand images through influencer marketing and misleading endorsements. With platforms like Instagram,
TikTok, YouTube, and emerging Al-driven networks, brands and influencers use carefully curated content to
create idealized versions of products and services. While influencer marketing has proven to be an effective
advertising strategy, it has also contributed to the rise of deceptive promotions, exaggerated claims, and
unrealistic expectations.

One key way social media promotes fake brand images is through photo and video manipulation. Many
influencers and brands use filters, editing apps, and Al-powered tools to enhance product appearances, making
items look better than they do in reality. For example, beauty and skincare brands often showcase flawless
skin results that may not be achievable, while fitness influencers promote unrealistic body transformations
through strategic posing and digital enhancements. These tactics mislead consumers into believing in false
product effectiveness.
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Another factor is undisclosed sponsorships and paid reviews. While advertising regulations require influencers
to disclose paid partnerships, many still fail to do so or use vague tags like #ad or #sponsored in ways that are
easy to overlook. Consumers may perceive influencer recommendations as genuine personal experiences, not
realizing they are part of paid marketing campaigns. This creates false credibility and reinforces fake brand
images.

Al-generated influencers and deepfake technology also contribute to the problem in 2025. Virtual influencers
are becoming more popular, promoting products without the need for human endorsements. While this offers
brands greater control over messaging, it also blurs the line between authenticity and artificial marketing,
making it harder for consumers to distinguish real experiences from scripted promotions.

LEGAL AND ETHICAL CONSIDERATION:
= LEGAL COSIDERATION:

Influencer marketing has emerged as a dominant advertising strategy in India, with brands increasingly relying
on social media personalities to shape consumer perceptions and drive sales. However, this rapid growth has
also led to misleading endorsements, fake brand promotions, and deceptive advertising practices that misguide
consumers. In response, Indian regulators have strengthened legal frameworks to ensure that influencer
marketing remains transparent, ethical, and accountable. Regulatory bodies like the Advertising Standards
Council of India (ASCI), Consumer Protection Authority (CPA), Securities and Exchange Board of India
(SEBI), and Food Safety and Standards Authority of India (FSSAI) have imposed strict guidelines to prevent
influencers and brands from misleading consumers with false claims or manipulated content. This research
examines the legal considerations governing influencer marketing and misleading endorsements in India,
highlighting the regulations, penalties, and compliance requirements to promote consumer trust and fair
advertising.

1. The Consumer Protection Act, 2019 — Updated Guidelines for Influencer Marketing

The Consumer Protection Act, 2019, which regulates advertising and marketing practices in India, has been
updated in 2024 to include stricter provisions for influencer marketing. According to the latest amendments:

Mandatory Disclosures: Influencers must clearly declare sponsored content, paid partnerships, or gifted
product endorsements using labels such as #Ad, #Sponsored, or #PaidPartnership at the beginning of posts,
videos, or captions.

Accountability for False Claims: If an influencer misrepresents a product’s benefits, they can be held legally
liable alongside the brand.

Severe Penalties for Misleading Advertising: Influencers and brands found guilty of misleading promotions
face fines of up to I50 lakh ($60,000) and a ban on future endorsements.

These changes aim to increase transparency in influencer marketing and hold both influencers and brands
accountable for deceptive advertising.

2. Advertising Standards Council of India (ASCI) Guidelines

The Advertising Standards Council of India (ASCI) has built up its influencer marketing guidelines to prevent
false endorsements and deceptive advertising practices. These guidelines focus on:

Strict Sponsorship Disclosures: Influencers must use clear and visible disclosure labels on all promotional
content. Hiding sponsorship details in captions or hashtags is now considered a violation.

Ban on Fake Engagement: Buying fake followers, likes, or comments to manipulate brand credibility is
prohibited.

TIJER2504010 | TIJER — INTERNATIONAL RESEARCH JOURNAL www.tijer.org | a47



TIJER || ISSN 2349-9249 || © April 2025, Volume 12, Issue 4 || www.tijer.org

Fact-Checking of Claims: Influencers promoting health, beauty, financial, or medical products must provide
scientific proof or expert-backed evidence to support their endorsements.

Requlation of Al-Generated Influencers: Influencers using deepfake technology or Al enhancements must
clearly disclose the use of artificial modifications to prevent consumer deception.

The ASCI is actively monitoring social media and removing misleading advertisements, ensuring that
influencer marketing remains transparent and trustworthy.

3. IT Rules, 2021 — Social Media Regulations for Influencer Content (Updated in 2024)

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, have
been updated in 2024 to introduce new responsibilities for social media platforms and influencers regarding
misleading advertisements.

Social Media Platforms Must Monitor Influencer Content: Instagram, YouTube, and X (formerly Twitter) are
now required to detect and remove deceptive advertising within 24 hours of receiving complaints.

Al-Powered Detection of Fake Brand Promotions: Platforms must use artificial intelligence tools to flag and
reduce the spread of false endorsements.

Legal Consequences for Repeat Violators: Influencers who repeatedly violate transparency guidelines face
account suspension and legal action under Indian cyber laws.

These measures aim to curb misinformation, regulate digital advertising, and protect consumers from
misleading influencer promotions.

4. SEBI Regulations for Financial Influencers (“Finfluencers”)

With the rise of financial influencers (also known as “Finfluencers”), the Securities and Exchange Board of
India (SEBI) has introduced strict rules in 2024 to prevent fraudulent investment advice and misleading
financial promotions. Key regulations include:

Mandatory SEBI Registration: Only SEBI-registered financial advisors can provide investment
recommendations on social media.

Ban on Undisclosed Brand Partnerships: Finfluencers cannot secretly promote stockbrokers, financial apps,
or crypto platforms without a proper financial license.

Severe Penalties for Unlicensed Financial Advice: Influencers found guilty of misleading investment
promotions face fines of up to 10 crore ($1.2 million) and legal action.

These regulations are designed to protect retail investors from financial scams and misinformation spread by
unqualified influencers.

5. Food and Drug Regulation — FSSAI and CDSCO Compliance for Health Influencers

Influencers endorsing health supplements, dietary products, or pharmaceuticals must now comply with
stringent regulations from the Food Safety and Standards Authority of India (FSSAI) and the Central Drugs
Standard Control Organization (CDSCO).

Scientific Proof for Health Claims: Influencers must provide clinical studies or FSSAIl-approved certifications
before promoting health or dietary supplements.

Disclosures for Non-Medical Experts: If an influencer is not a licensed healthcare professional, they must
clearly state that their endorsement is based on personal experience, not medical expertise.

Bans on False Health Promises: Influencers cannot promote products claiming “miracle cures” or “instant

results” without approved medical evidence.
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Failure to comply can result in product bans, influencer fines, and legal action against brands that violate food
and drug safety laws.

6. Legal Restrictions on Al-Generated Influencers and Deepfake Marketing:

As Al-generated influencers become more common, Indian regulators have introduced strict legal controls to
prevent manipulative marketing practices.

Mandatory Al Disclosure: Al influencers must clearly state that they are computer-generated personalities
when endorsing products.

Bans on Deepfake Product Demonstrations: Using Al-enhanced beauty filters or manipulated product visuals
to deceive consumers is now a punishable offense.

Legal Penalties for Al-Based Fraud: Brands that use Al to misrepresent their products can be fined up to %5
crore ($600,000).

These measures aim to ensure that Al-driven marketing remains ethical, transparent, and non-deceptive.
7. Penalties for Misleading Endorsements in India:

The Indian government has introduced strict legal consequences for influencers and brands that engage in
misleading advertising.

As influencer marketing continues to shape consumer behavior in India, legal frameworks have become more
stringent to prevent misleading endorsements and fake brand promotions. Influencers, brands, and social
media platforms must now comply with strict disclosure laws, avoid deceptive marketing tactics, and ensure
ethical advertising practices. These legal measures not only protect consumers from false claims but also
promote transparency and accountability in India’s rapidly growing digital marketing industry.

= ETHICAL CONSIDERATIONS:

Influencer marketing has become a dominant force in India's digital advertising landscape. However, as brands
increasingly collaborate with influencers, concerns about misleading endorsements and fake brand promotions
have grown. Many influencers fail to disclose paid partnerships, exaggerate product benefits, or use deceptive
marketing tactics. These unethical practices can mislead consumers, harm brand reputation, and erode public
trust in influencer marketing. In 2025, ethical considerations in influencer marketing focus on transparency,
authenticity, consumer protection, and responsible advertising.

1. Transparency in Brand Endorsements

One of the biggest ethical concerns is the lack of transparency in paid promotions. Many influencers do not
clearly state when a post is sponsored, leading followers to believe their recommendations are genuine. Ethical
marketing requires influencers to disclose brand collaborations using labels like #Ad, #Sponsored, or
#PaidPartnership. This ensures that consumers make informed decisions and are not deceived into believing
the influencer’s opinion is unbiased.

2.Authenticity vs. Misleading Content

Misleading promotions often involve influencers exaggerating product benefits, editing images to enhance
product appeal, or making false claims. This is especially common in beauty, fitness, and health industries,
where influencers promote unrealistic expectations. Ethical influencers should only endorse products they
have personally tested and believe in, ensuring that recommendations are honest and not purely profit-driven.
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3.Consumer Protection and Ethical Responsibility

Influencers play a significant role in shaping consumer choices, making ethical responsibility crucial.
Promoting unsafe beauty products, unverified health supplements, or fraudulent financial schemes can cause
real harm. Ethical marketing requires influencers to fact-check brand claims, avoid misleading advertising,
and prioritize consumer well-being over profit. Social media platforms and brands must also take
responsibility by removing deceptive content and holding influencers accountable.

4.The Rise of Al-Generated Influencers and Deepfake Marketing

With advancements in Al, computer-generated influencers and deepfake technology are becoming a part of
digital marketing. Some brands use Al-generated models to promote products, while others manipulate videos
to create fake testimonials and customer reviews. Ethical marketing requires disclosing Al-generated content,
avoiding deepfake deception, and ensuring human oversight in Al-based promotions.

5.Social Responsibility in Influencer Marketing
Influencers have a moral duty to promote socially responsible marketing. This means:

> Avoiding toxic beauty standards that affect mental health.

> Not endorsing harmful products like counterfeit goods, gambling apps, or unregulated health
treatments.

» Supporting ethical brands that prioritize sustainability, fair labor, and honest advertising.

By promoting socially responsible marketing, influencers can have a positive impact on society while
maintaining credibility.

6. Regulatory Framework for Ethical Influencer Marketing in India
To ensure ethical advertising, Indian authorities have introduced stricter regulations for influencer marketing:

Advertising Standards Council of India (ASCI): Requires influencers to clearly disclose paid promotions and
avoid false claims.

Consumer Protection Act, 2019 (Updated 2024): Imposes fines for misleading endorsements and ensures that
influencers follow truthful advertising standards.

SEBI Guidelines for Financial Influencers: Prevents influencers from promoting high-risk financial products
without proper qualifications.

By following these legal and ethical guidelines, influencers can build long-term trust and avoid penalties.
7.Consequences of Unethical Influencer Marketing

Unethical marketing can lead to legal penalties, reputational damage, and loss of consumer trust. Some
consequences include:

> Fines of up to 10 lakh for undisclosed paid promotions.
Product bans and lawsuits for endorsing unsafe or fraudulent products.
Content takedowns and account suspensions for violating platform policies.

To maintain a sustainable digital marketplace, influencers and brands must prioritize ethical marketing over
short-term profits.

Ethical considerations in influencer marketing in India focus on transparency, authenticity, consumer
protection, and responsible advertising. Influencers and brands must prioritize honesty over profit by
following ethical best practices, avoiding misleading endorsements, and promoting truthful advertising.
Regulatory bodies have strengthened ethical marketing guidelines, ensuring that social media promotions
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remain fair, accurate, and consumer-friendly. By embracing ethical influencer marketing, brands and
influencers can build long-term credibility, earn consumer trust, and create a sustainable digital
advertising environment.

CONSUMER AWARENESS AND CRITICAL THINKING:

Consumer Awareness in Influencer Marketing:

In 2025, consumer awareness is becoming increasingly important as influencer marketing continues to shape
purchasing decisions in India. With the rise of digital platforms like Instagram, YouTube, and TikTok,
influencers have a strong impact on consumer behavior. However, many endorsements are misleading,
creating false brand images through exaggerated claims, undisclosed sponsorships, and edited visuals. To
combat this, Indian consumers must be more aware of influencer marketing tactics and understand the
difference between genuine recommendations and paid promotions. Initiatives such as government
regulations, platform transparency policies, and media literacy programs are playing a crucial role in educating
consumers about responsible digital consumption.

The Role of Critical Thinking in Identifying Misleading Endorsements:

Critical thinking is essential in helping consumers analyze, question, and verify the authenticity of influencer
endorsements. With many influencers prioritizing brand deals over honesty, consumers must develop a
skeptical mindset by:

» Checking for disclosure labels such as #Ad or #Sponsored to confirm if content is promotional.

> Verifying product claims by researching independent reviews and testimonials.

> Assessing influencer credibility by analyzing whether they provide balanced opinions or
consistently promote brands without criticism.

As Al-generated influencers and deepfake technology become more common, critical thinking will be even
more important to differentiate between real and manipulated content.

In 2025, consumer awareness and critical thinking are key to ensuring ethical influencer marketing in India.
As misleading endorsements and fake brand images continue to spread, it is crucial for consumers to develop
digital literacy, question influencer promotions, and demand greater transparency from brands and social
media platforms. By fostering informed and critical consumers, India can reduce deceptive marketing
practices and create a more responsible and ethical digital marketplace.

SOLUTION FOR THE PROBLEM OF MISLEADING ENDORSEMENT:
1. Strengthening Legal Regulations and Enforcement

The Indian government has taken steps to regulate influencer marketing, but stronger laws and stricter
enforcement are necessary to combat misleading endorsements. The Advertising Standards Council of India
(ASCI) and the Consumer Protection Act, 2019 (updated in 2024) have introduced guidelines requiring
influencers to disclose paid partnerships. However, many influencers and brands still fail to comply with these
rules. To address this, heavier fines and legal consequences should be imposed on those who engage in false
advertising. Additionally, a dedicated monitoring authority should be established to track influencer activities
and take immediate action against deceptive endorsements. Regular audits of influencer content can also help
identify patterns of misconduct, ensuring greater accountability in the industry.
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2. Enhancing Social Media Platform Policies and Al-Based Content Monitoring

Social media platforms like Instagram, YouTube, TikTok, and Facebook are major channels for influencer
marketing. These platforms must take greater responsibility in ensuring truthful advertising by implementing
Al-powered content monitoring systems. Al algorithms can be used to:

> Detect undisclosed sponsorships by analyzing influencer content.
> Flag exaggerated or false claims made by influencers about products.
> Automatically label paid promotions, even if influencers fail to disclose them.

Furthermore, social media platforms should introduce strict verification requirements for influencers engaging
in brand partnerships. This would ensure that only authentic and credible influencers can promote products.
Additionally, platforms should enhance reporting mechanisms, allowing consumers to flag misleading
advertisements easily.

Taking swift action against repeat offenders, such as removing content or restricting influencer accounts, will
deter deceptive practices.

3. Promoting Consumer Awareness and Digital Literacy

One of the most effective ways to combat misleading endorsements is by educating consumers about deceptive
marketing tactics. Many consumers in India, especially in smaller towns and rural areas, lack awareness of
influencer marketing strategies and are often misled by exaggerated claims. To address this issue, digital
literacy programs should be integrated into school curriculums, corporate training sessions, and public
awareness campaigns. These programs should teach consumers how to:

» Recognize paid partnerships and distinguish between genuine reviews and sponsored content.
» Verify product claims by checking independent sources and customer reviews.
> Identify manipulated content such as edited images or fake testimonials.

Additionally, government agencies and NGOs can collaborate with social media influencers to spread
awareness about ethical advertising and help consumers become more critical of influencer marketing tactics.

4. Encouraging Ethical Influencer Marketing Practices

Influencers have a significant role in shaping public perception, making it essential for them to follow ethical
marketing practices. Brands should partner only with influencers who follow transparency guidelines and
prioritize honest product reviews over paid promotions. Ethical influencer marketing includes:

> Full disclosure of brand collaborations through clear labels like #Ad, #Sponsored, or #PaidPartnership.
Authentic product testing and honest reviews, instead of exaggerated claims to boost sales.
> Avoiding promotion of harmful, misleading, or low-quality products.

To ensure compliance, brands and influencer agencies should implement contractual obligations that hold
influencers accountable for their endorsements. Industry certifications for ethical influencers could also be
introduced, ensuring that trusted content creators are recognized and rewarded.

5. Implementing Industry-Wide Ethical Guidelines

The influencer marketing industry in India needs standardized ethical guidelines that apply to all digital
content creators and brands. These guidelines should be developed through a collaboration between
government agencies, industry experts, influencer associations, and social media platforms. Key ethical
principles should include:

Truthfulness in advertising — Influencers must avoid false, exaggerated, or misleading claims.

Transparency in financial relationships — All sponsorships, affiliate links, and brand partnerships should be
clearly disclosed.
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Accountability for misleading endorsements — Influencers who promote fraudulent products should face legal
and financial penalties.

Consumer protection policies — Platforms and regulatory bodies should provide faster resolutions for
complaints regarding deceptive influencer marketing. By implementing strict industry-wide regulations,
brands and influencers will be more cautious about misleading endorsements, resulting in a more ethical and
transparent digital marketplace.

6. Leveraging Technology for Greater Transparency

Advancements in technology can also help combat misleading endorsements. Blockchain-based transparency
systems could be developed to track and verify influencer-brand partnerships, ensuring that sponsored content
is openly recorded and publicly accessible. Smart contracts can be used to automate compliance, ensuring that
brands and influencers adhere to advertising laws before payment is processed. Additionally, Al-driven
consumer protection tools can help users verify product claims by comparing influencer promotions with real
customer feedback.

7. Strengthening Brand Responsibility and Ethical Advertising

While influencers play a key role in misleading endorsements, brands must also be held accountable for
unethical marketing strategies. Companies should adopt responsible advertising policies that focus on:

Authentic product representation — Brands should ensure influencers do not exaggerate or misrepresent their
products.

Fair consumer engagement — Brands should encourage honest feedback and allow consumers to share genuine
product experiences.

Commitment to ethical partnerships — Companies should collaborate with influencers who value credibility
over financial incentives.

Additionally, industry watchdogs should introduce public reporting systems, where consumers can report
misleading influencer campaigns directly to brands, prompting companies to take corrective action.

Solving the issue of misleading endorsements in influencer marketing in India requires a multi-dimensional
approach involving government regulation, platform responsibility, consumer awareness, influencer ethics,
technological advancements, and brand accountability. By enforcing stricter legal frameworks, enhancing
transparency, promoting digital literacy, and encouraging ethical marketing practices, India can create a more
reliable and consumer-friendly digital advertising environment in 2025.

SOLUTION FOR THE ISSUE OF PROMOTING FAKE BRAND IMAGES IN SOCIAL MEDIA:
1. Strengthening Legal Regulations and Enforcement

The Indian government has already introduced advertising regulations, but stronger enforcement is necessary
to tackle fake brand promotions on social media. The Consumer Protection Act, 2019, and the Advertising
Standards Council of India (ASCI) guidelines require brands and influencers to disclose paid endorsements,
yet many still violate these rules. To solve this issue, heavier fines, content removal policies, and legal
consequences should be enforced for misleading promotions. Additionally, government bodies must monitor
influencer activities and take swift action against those who create false brand images.
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2. Mandatory Transparency in Influencer Marketing

A major reason behind fake brand promotions is the lack of transparency in influencer marketing. Many
influencers fail to disclose sponsorships, misleading consumers into believing their recommendations are
unbiased. To solve this problem, social media platforms should enforce mandatory disclosure of paid
partnerships using labels like #Ad, #Sponsored, or #PaidPartnership. Influencers who fail to follow these rules
should face content restrictions, demonetization, or legal penalties. Ensuring full transparency will help
consumers differentiate between genuine reviews and paid promotions.

3. Al-Based Content Monitoring and Fraud Detection

Social media platforms should leverage artificial intelligence (Al) to detect manipulated content and
misleading advertisements. Al-powered tools can be used to:

> ldentify exaggerated product claims by analyzing influencer posts.
> Detect doctored images that misrepresent a brand’s appearance. Flag undisclosed paid promotions to
prevent deceptive advertising.

By automating the detection of misleading endorsements, platforms can remove deceptive content before it
reaches consumers, ensuring a more authentic and trustworthy advertising space.

4. Consumer Awareness and Digital Literacy

Many consumers in India, especially in semi-urban and rural areas, are unaware of influencer marketing tactics
and easily fall for fake brand images. To solve this problem, consumer education programs should be
introduced through:

> Social media awareness campaigns led by ethical influencers.
> Government-sponsored digital literacy programs in schools and colleges.
» Workshops and online resources to teach consumers how to verify brand claims.

By improving consumer awareness, individuals can make informed purchasing decisions and avoid falling for
deceptive influencer marketing tactics.

5. Holding Brands Accountable for Misleading Advertising

While influencers contribute to fake brand images, brands are often responsible for directing them to promote
misleading content. To prevent this:

> Companies should be required to submit real product images and verified claims before launching
social media campaigns. Independent consumer review bodies should verify whether influencer
promotions match actual product quality.

> Brands found guilty of false advertising should face financial penalties, product recalls, and restrictions
on future promotions.

> Holding brands accountable will ensure they prioritize truthful advertising over manipulative
marketing strategies.

6. Encouraging Ethical Influencer Marketing Practices

Influencers play a crucial role in shaping public opinion, making it essential for them to follow ethical
marketing guidelines. To achieve this:

> Influencers should disclose brand collaborations clearly in every sponsored post.

> They should test and review products honestly, instead of making exaggerated claims.

> A certification program for ethical influencers should be introduced, rewarding those who maintain
transparency and credibility.
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By encouraging ethical influencer marketing, the industry can rebuild consumer trust and promote responsible
advertising.

7. Using Blockchain Technology for Transparency

Blockchain technology can help prevent fake brand promotions by providing greater transparency in
influencer marketing. This technology can:

> Maintain a public record of influencer-brand collaborations, making it easy for consumers to verify
endorsements.

> Use smart contracts to ensure influencers adhere to honesty guidelines before receiving payments.

> Help consumers track authentic product reviews, reducing the spread of misleading brand images.

By leveraging blockchain verification, brands and influencers can build a more transparent and credible digital
marketing environment.

8. Stricter Social Media Platform Policies

Social media platforms are the primary space for influencer marketing, and they must take responsibility for
preventing the spread of fake brand images. To solve this issue, platforms should:

> Ban manipulated product images that mislead consumers.
> Implement stronger ad verification processes before approving influencer campaigns.
» Introduce faster reporting and content removal mechanisms for misleading endorsements.

By enforcing stricter platform policies, social media companies can create a safer and more honest advertising
space for consumers. Solving the issue of fake brand images on social media in India (2024-2025) requires
government regulations, Al-powered content monitoring, consumer education, influencer accountability, and
blockchain-based transparency. By implementing these strategies, India can create a more ethical, transparent,
and trustworthy digital marketing landscape, ensuring that consumers are protected from deceptive
advertising practices.

CASE STUDIES OF FAKE BRAND PROMOTIONS:

In 2025, influencer marketing continued to evolve, but several cases of misleading endorsements and fake
brand promotions raised concerns about transparency and ethical advertising on social media. Below are
notable case studies that highlight deceptive marketing tactics and their impact on consumer trust.

1. Mecca's '50-Cent Face' Campaign

In early 2025, Australian beauty retailer Mecca launched the '50-Cent Face' campaign, claiming that customers
could achieve a full face of makeup for less than 50 cents per day using their Mecca Max products. Beauty
influencer Jill Clark criticized the campaign, arguing that the cost calculations were unrealistic when
considering actual product usage and shelf life. Clark accused Mecca of misleading advertising, highlighting
the discrepancy between the campaign's claims and practical consumer experience.

2. Poppi’s Vending Machine Stunt

During Super Bowl weekend in 2025, Poppi, a prebiotic soda brand, gifted vending machines filled with
drinks to top influencers. The campaign quickly sparked backlash, with critics arguing that providing
expensive machines to already wealthy influencers was tone-deaf during economic hardships. Many
consumers felt the campaign was wasteful and out of touch, calling for brands to focus on inclusive and ethical
marketing strategies.
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3. ‘Dupe Influencers’ and the Rise of Counterfeit Goods

A growing trend in 2025 saw influencers, known as ‘dupe influencers,” promoting counterfeit versions of
luxury products. These influencers encouraged followers to buy fake designer bags, cosmetics, and clothing,
presenting them as budget-friendly alternatives to expensive brands. While some consumers appreciated the
cost savings, many were unknowingly misled into purchasing illegal or low-quality counterfeit goods, raising
concerns about consumer deception and ethical violations.

4. Brittany Dawn’s Fitness Plan Scandal

Fitness influencer Brittany Dawn faced legal action after being accused of selling generic fitness plans while
falsely advertising them as personalized. The State of Texas sued her for deceptive business practices, leading
to a $400,000 settlement. Many consumers who purchased her plans reported that they received identical
workouts and meal plans, despite being promised customized fitness guidance. This case highlighted the
dangers of false advertising in the fitness and wellness industry.

5. Anna Paul's Follower Loss Amid Misleading Practices Allegations

Australian influencer Anna Paul experienced a significant loss of 600,000 TikTok followers following
accusations from fellow influencer Mikaela Testa. Testa alleged that Paul misled fans through deceptive
business tactics, including portraying a false body positivity image and using cash giveaways to attract
subscribers to her OnlyFans account. The fallout sparked extensive online debate and highlighted the potential
consequences influencers face when accused of inauthentic practices.

6. Skye Wheatley's Critique of Deceptive Food Imagery

Australian influencer Skye Wheatley publicly criticized a local fish and chip shop for deceptive imagery and
poor customer service. Wheatley ordered a fish sandwich via Uber Eats, expecting a product resembling the
appealing photo displayed, but received a subpar burger with minimal ingredients. Her subsequent video
detailing the experience resonated with many online, highlighting consumer frustrations with misleading
promotional images.

7.PayPal Honey's Alleged Affiliate Link Overriding

In late 2024, allegations surfaced against the Honey browser extension, owned by PayPal, accusing it of re-
attributing sales made through affiliate marketing programs by modifying affiliate links at checkout, even
when no coupon was found. This practice, known as cookie stuffing, led to class-action lawsuits claiming
intentional interference with contract relations and unjust enrichment. The controversy resulted in Honey
losing 3 million users and sparked discussions about ethical practices in digital marketing tools.

8.Fake Weight-Loss Drug Promotions (2025)

Several social media influencers faced lawsuits in 2025 for promoting weight-loss drugs without disclosing
the potential health risks. Regulators, including the FDA, warned that influencers who fail to disclose medical
disclaimers could face legal action.

These case studies from 2024-2025 reveal the growing risks of misleading endorsements and fake brand
promotions in influencer marketing. Whether through exaggerated advertising, manipulated engagement
tactics, or unethical marketing practices, brands and influencers face increasing scrutiny from both consumers
and regulatory bodies.

As social media platforms push for greater transparency, it is crucial for brands and influencers to adopt ethical
marketing practices to avoid reputational damage and legal consequences.
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RESULTS AND DISCUSSIONS:

The findings of this research indicate that misleading endorsements remain a widespread issue in India’s
influencer marketing landscape. Many influencers continue to promote exaggerated claims and manipulated
brand images to attract consumer attention, often without disclosing sponsorships. Despite regulations by the
Advertising Standards Council of India (ASCI) and the Consumer Protection Act, 2019, enforcement remains
weak, leading to a rise in deceptive marketing practices. Social media algorithms further contribute to this
problem by prioritizing high-engagement content, which often includes sensationalized and misleading
promotions. As a result, fake brand images spread rapidly, influencing consumer purchasing decisions based
on unrealistic product representations.

Consumer trust in influencers has been affected, with many people becoming skeptical of paid promotions.
While urban and tech-savvy consumers are more likely to recognize misleading endorsements, rural and first-
time social media users remain vulnerable to deceptive marketing tactics. The lack of strict penalties for
influencers and brands engaging in false advertising allows these practices to continue, making it essential for
stronger legal enforcement and better consumer awareness programs. Social media platforms must take more
responsibility by modifying algorithms, implementing Al-based content monitoring, and enforcing stricter
disclosure policies to combat fake brand promotions.

The discussion highlights that ethical influencer marketing practices are key to restoring consumer trust.
Influencers must prioritize honest product reviews, clear sponsorship disclosures, and authentic content to
build credibility. Additionally, consumer education and digital literacy initiatives can empower audiences to
critically evaluate influencer promotions and avoid misleading endorsements. By implementing stricter
regulations, ethical marketing standards, and platform accountability, influencer marketing in India can
become more transparent and trustworthy, ensuring consumers are protected from false brand images in 2025.

CONCLUSION:

Influencer marketing has reshaped the advertising landscape in India, providing brands with direct access to
large and engaged audiences. However, its rapid expansion has also led to an increase in misleading
endorsements and the promotion of fake brand images. Many influencers, in their pursuit of sponsorship deals
and higher engagement, resort to exaggerated claims, manipulated visuals, and undisclosed paid promotions,
which mislead consumers. The lack of stringent enforcement of advertising regulations allows these deceptive
practices to thrive, making it difficult for consumers to differentiate between genuine and misleading
promotions. Social media algorithms further exacerbate the issue by prioritizing viral and engagement-driven
content, which often includes misleading endorsements.

The consequences of fake brand promotions are significant, affecting consumer trust, brand credibility, and
ethical marketing practices. Consumers who purchase products based on deceptive influencer
recommendations often experience dissatisfaction, leading to negative brand perception and reduced
consumer confidence in influencer marketing as a whole. This growing mistrust poses a challenge not only
for consumers but also for brands that invest in genuine influencer collaborations.

To address this issue, a multi-pronged approach is necessary. Stronger regulatory enforcement by government
bodies, such as the Advertising Standards Council of India (ASCI) and the Consumer Protection Act, 2019,
must be implemented to ensure strict penalties for false endorsements and non-compliance with disclosure
guidelines. Social media platforms must take responsibility by introducing Al-driven monitoring systems to
detect misleading content and ensuring greater transparency in influencer-brand partnerships. Influencers
themselves must adopt ethical marketing practices, including honest reviews, clear sponsorship disclosures,
and responsible endorsements to rebuild consumer trust.
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Furthermore, consumer awareness and digital literacy initiatives must be prioritized to empower individuals
to critically evaluate influencer content and make informed purchasing decisions. Educating consumers on
how to identify misleading advertisements, deepfake promotions, and paid endorsements will help reduce
their susceptibility to deceptive marketing tactics.

In conclusion, while influencer marketing remains a powerful tool for brand promotion, its ethical challenges
must be addressed to ensure fair advertising practices and consumer protection. By enforcing stronger legal
frameworks, platform accountability, and ethical influencer behavior, India can create a more transparent,
responsible, and consumer-friendly influencer marketing ecosystem in 2024-2025 and beyond.
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