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Abstract:The speed of digital technology advancement transformed every aspect of artistic content
development including creation and market distribution in addition to audience consumption. Digital
transformation resulted in an unprecedented increase of copyright infringement while creating substantial
difficulties for content creators alongside copyright owners. The Copyright Act of 1957 along with its
amendments together with the 1957 Act form the legal framework for copyright protection in India which
addresses current emerging challenges. Digital content regulation alongside intermediary liability
management is achieved through the enactment of the Information Technology Act of 2000. The enforcement
of digital copyright laws faces significant hurdles since it must deal with unknown copyright offenders while
also handling jurisdictional requirements and extraordinary availability of files that infringe on copyrights.
The research evaluates digital copyright infringement challenges which occur in India while presenting legal
and technological solutions to overcome these obstacles. The paper evaluates Indian copyright enforcement
by studying judicial decisions and investigating law enforcement participation and studying worldwide
copyright protection standards. The analysis looks into Digital Rights Management (DRM) alongside
blockchain-based copyright protection innovations because they show promise for transforming intellectual
property enforcement. The research investigates copyright law capabilities

through doctrinal methods by consulting statutory provisions together with case laws and secondary sources
which evaluate digital-era copyright laws. The research conducts an evaluation of intermediary liability under
the IT Act to check if modern legal frameworks succeed in striking suitable equilibrium between copyright
holder rights and internet user liberties. The research has identified recommended policies which will boost

copyright enforcement in India alongside preserving digital rights and ensuring knowledge access.

INDEX TERMS- Copyright infringement, Digital age, Intellectual property rights, Copyright law, Digital
piracy, Fair use, Enforcement challenges, Online copyright protection, Technological solutions, Legal
frameworks, Digital rights management (DRM), Anti-piracy measures, Content protection, Creative

Commons, Cyber law
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INTRODUCTION

Digital platforms spread rapidly throughout all industries which reshaped copyright laws while establishing
both positive and negative situations for copyright ownership rights. The quick reproducing and sharing of
digital content through the internet has spawned extensive copyright infringement that harms creators together
with intellectual property-based industries. The digital expansion of India's economic sector created multiple
copyright infringement cases that focus on movies along with music files along with written materials and
software programs.® The enforcement limitations for copyright protection continue because online piracy
transcends borders and it proves difficult to track down and prosecute those who violate copyright laws.
Under the 1957 Copyright Act amendments made in 2012 India created new provisions against digital
copyright infringement by implementing statutory licenses for digital platforms while intensifying penalties
on offenders. The Information Technology Act, 2000 serves to enhance these provisions through its
regulations about cybercrimes related to intellectual property and intermediary liability. The laws show limited
practical value because digital offenders use new technologies together with legal loopholes to bypass
enforcement measures.?

This study analyzes the degree of digital copyright infringement occurring in India against the current legal
and technical strategies which fight against it. This paper evaluates the involvement of courts combined with
law enforcement and technology companies in fighting piracy while maintaining digital rights and fair use
respect. The research contains international copyright enforcement benchmarks to establish performance
standards from different legal jurisdictions. The study aims to evaluate the capability of India's current
copyright laws for digital piracy control and present solutions to strengthen their implementation throughout

the digital period.

OBJECTIVES OF THE STUDY
o To analyze the legal challenges of copyright infringement in the digital age.
o To evaluate the effectiveness of technological solutions in combating digital piracy.

e To propose policy recommendations for strengthening copyright enforcement in India.

RESEARCH PROBLEM
Digital platforms have enabled more copyright violations which produce legal and enforcement issues. Online
piracy and unauthorized distribution along with digital work infringement persist in India despite its
effectively implemented Copyright Act of 1957 and Information Technology Act of 2000. Traditional
copyright enforcement tools prove ineffective due to the simplified methods people have for obtaining

unauthorized access to copyright materials.

! Sinha, P., Kumari, M. and Amees, M., 2025. Information seeking, sharing behaviour, and copyright violations among students
in India in the digital age. Global Knowledge, Memory and Communication, 74(3/4), pp.697-713.

2 Unnithan, A., 2023. Copyright in the Digital Age: Navigating Challenges and Opportunities in Digitized World. Issue 6 Int'l JL
Mgmt. & Human., 6, p.3419.
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The protection of copyright gets impeded because of jurisdictional complexities in digital violations as well

as the legal status of intermediaries and limited technical capabilities of law enforcement teams. The legal
system needs updates to fight new threats alongside preserving digital rights together with fair use protections.
Researchers investigate if current Indian copyright laws meet digital standards along with studying possible

legal and technical tools to enhance copyright protection.

RESEARCH QUESTIONS
o How effective are India’s copyright laws in addressing digital copyright infringement?
e What role do intermediaries and technology platforms play in enforcing copyright protection?

o What legal and technological reforms can strengthen copyright enforcement in India?

HYPOTHESIS
The current copyright framework of India remains complete but insufficient to handle the advanced challenges
of digital copyright harm. The combination of poor enforcement systems and complicated jurisdiction issues
with developing copyright infringement techniques results in continuous copyright violations. The protection
of intellectual property rights alongside digital piracy reduction measures can be achieved by implementing

technological solutions and enhancing judicial and intermediary accountability systems.

RESEARCH METHODOLOGY

A doctrinal research methodology serves as the foundation for this investigation because it requires detailed
examination of statutes with their amendments as well as case laws and judicial precedents together with
secondary literature. This research relies on the Copyright Act of 1957 along with its adjustments and the
Information Technology Act from 2000 in addition to important copyright-relevant Supreme Court decision
and High Court judgments that have shaped copyright laws in India.

This research will study global copyright enforcement practices by investigating secondary sources which
include both journal articles together with legal commentaries and reports from the World Intellectual Property
Organization (WIPO) as well as other international organizations. The research analyzes how foreign
initiatives such as the Digital Millennium Copyright Act (DMCA) operating in the United States can inspire
Indian copyright law reform.

A comprehensive evaluation of legal protection against digital copyright infringement will provide a
qualitative assessment that explores changes in case laws and legislations. Blockchains and DRM technology

are researched to evaluate their effectiveness for boosting copyright protection methods.
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LITERATURE REVIEW

The topic of copyright infringement during the digital era has received thorough investigation in legal
academic fields while researchers address the enforcement tools together with the changing laws about
intellectual property rights (Nandini, 2017). Multiple academic pieces show how conventional copyright
legislation needs modernization to handle digital piracy because it fails to adapt to the unique challenges of
the digital world. Thus a new collection of legal tools must involve international cooperation.

A research investigates the effects digital platforms have on copyright protection by showing that expanded
accessibility of unlicensed content resulted from peer-to-peer file sharing technology and streaming platforms
and decentralized networks. Significant research work displays the difficulties faced by copyright owners to
stop unlawful content sharing since digital duplication happens rapidly and without permission (Balaji, 2022)*.
The analysis demonstrates that new digital piracy legislation exists but enforcement limitations persist because
there are no easy ways to identify who infringes or determine which jurisdiction should take responsibility.
The author proposes that platforms need stricter intermediary liability standards to make them responsible for
content violations.

In research examining judicial interpretations of digital copyright laws scholars analyze essential litigations
that show courts as they attempt to protect copyright ownership while supporting freedom of expression along
with reasonable uses (Sumanjeet, 2013)°. The evaluation demonstrates strong difficulties when differentiating
between user-submitted material that amounts to copyright violation versus material protected by fair dealing
exceptions. Judicial standards for copyright enforcement remain inconsistent because of which the author
recommends the creation of clear legal guidelines.

A different part of the study investigates copyright enforcement with respect to the IT Act and intermediary
responsibility through a study of digital service providers and social media platform roles in theft prevention
(Roy, 2024)°. According to the research paper the present Information Technology Act contains flaws in its
provisions because while it enables intermediary liability it extends excessive immunity to internet platforms
that hinders their responsibility to stop copyright violations. Digital piracy would show substantial reduction
according to the research when intermediaries must use proactive tools to monitor content and remove
infringing material. The analysis examines global regulatory standards including the European Union’s
Directive on Copyright in the Digital Single Market because these standards present opportunities to enhance
India’s creative content regulation systems.

The study examines technological solutions for copyright enforcement through investigation of digital rights
management (DRM) and blockchain technology and automated content identification systems (Mehta, 2023)’.

Research demonstrates that DRM and watermarking solutions achieve moderate success in piracy prevention

3 Nandini, C.P., 2017. Criminalization of copyrights infringements in the digital era with special reference to India. Copyright Law
in the Digital World: Challenges and Opportunities, pp.299-328.

4 C., Balaji Vignesh; Roobene, Guna, 2022. Study on New Age IP Infringement. Jus Corpus LJ, 3, p.484.

% Sumanjeet, S. and Minakshi, P., 2013. Infringement and Protection of Copyrights in the Age of Internet. Journal of Advanced
Research in Law and Economics, 4(2), pp.139-148.

® Roy, S. and Singhal, A.K., 2024. Intellectual Property Rights in India with Special Reference to Digital Era and Scientific
Advances: A Study. Issue 2 Int'l JL Mgmt. & Human., 7, p.3917.

" Mehta, C., 2023. Digitalization of Copyright: Remedies on infringement. Issue 2 Int'l JL Mgmt. & Human., 6, p.1041.
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although manufacturers avoid their widespread implementation because of technical problems combined with

simple digital lock bypass methods. Blockchain-based copyright protection stands as a possible solution since
it maintains transparent and unalterable ownership registries which serve as dispute evidence for legal
purposes. The study advises that blockchain can only be successful through industry-wide adoption and
substantial legal acceptance.

Research analyzes economic consequences of unauthorized digital copyright use on creative industries that
include film entertainment and music sectors and publishing operations (Agarwal, 2024)8. The research
confirms through concrete data that unauthorized copyright distribution results in decreased entertainment
revenues and diminished creator motivation alongside staff relocations from media industries. The body of
research includes discussion of arguments which demonstrate that under certain conditions piracy can lead to
market growth by enabling artist exposure.

The last section studies different legal approaches to digital copyright enforcement across the U.S. and the EU
and Australia by analyzing their practices (Depoorter, 2019)°. Different countries have enhanced copyright
protection through constitutional changes, strict obligations placed on intermediaries and enhanced bilateral
protocols for international cooperation. Office of distribute copyright-infringing content. This indicates India
achieved progress through legislative changes but faces remaining challenges with executing and enforcing
copyright rules. India should become more proactive by implementing global copyright enforcement standards
together with digital forensics capacity growth while establishing better collaboration among copyright

owners as well as law enforcement officials and technology companies.

ANALYSIS

Copyright Infringement in Digital Day and Age
Copyright is a form of legal rights, which entitles creators of creative works such as articles, music, books and
other works to exclusive rights to reproduce, distribute and hand the work over to the public for adaptation or
performance. In India, the Copyright Act, 1957 governs the copyright wherein copyright is defined as the
exclusive right of an author of a literary, musical, artistic or cinematographic work. The Act has been amended
several times, in particular in 2012 in order to adapt to the challenges brought by digital advancements. Under
Section 14 of the Act, subject matter, such as books, films, sound recordings and software, is covered under
14 of the Act and called copyrightable. The essential objective of copyright is to create a balance between
protection of the rights of creators and access to information and creativity by the public. With the new digital
age, copyright infringement is a common problem which presents a complex legal and enforcement
framework problem.°
With the rise of digital platforms and accessibility of internet, it comes as no surprise that the same copyright
content is being consumed, distributed and infringed. Originally, copyright infringement always was

accompanied by a physical copy, like when unauthorized books got printed or audio and video tapes copied

8 Agarwal, P., 2024. Copyright Infringements in the Digital Age of Remix Culture. Available at SSRN 4894187.

® Depoorter, B., 2019. Copyright Enforcement in the Digital Age: When the Remedy Is the Wrong. UCLA L. Rev., 66, p.400.

1 Devarhubli, G.D. and Patel, B.S., 2022. Copyright Law in the Digital Environment: Issues and Challenges in India. Jus Corpus
LJ, 3,p.272.
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in illicit ways. Although it forces the global dissemination of copyrighted works to the digital form, it has

made possible the mass distribution of copyrighted works, if not under the permission of the copy rights
holders. The number of copyright violations has helped with the rise of digital piracy, streaming services, and
peer—to—peer file sharing networks. Rampant are the websites which offer for free access (without
authorization) to free movies, free music, free books and so on, threatening the content creators and the whole

entertainment industry in general.'!

Another major issue on digital copyright infringement is the reproduction and the distribution of content
without authorization by torrents, cyberlocker and streaming sites. Torrents platforms such as The Pirate Bay
and other sites of the same genre have made it easy for users to access copyrighted content without paying.
This has caused significant losses in terms of revenue to copyright dependent industries. The film industry in
India, especially the Bollywood, has lost substantially in India because of online piracy. Despite virtual laws,
leaked versions of new versions of new films appear on unauthorized websites in minutes after their official
release. This has been dealt with by Indian government by stopping accessing such sites but infringers find
ways to go around these limitations.'?

The second challenge of the digital era is also that copyrighted content is easily mimicked, adapted, or
plagiarized. To some extent, social media platforms, content sharing websites, and remix culture have
confused fair use and infringement. We usually download and repurpose copyrighted music, images and
videos by users but without getting it authorized. This has raised debates on whether such modifications are
covered under fair use, a term which is implicit under Section 52 of the Copyright Act. The Act also allows
for some uses of copyrighted content, including so that it can be used for purposes of education, research and
criticism however, the proliferation of digital content has made enforcement impracticable. Often the
copyright holders reach the point of struggling to monitor and act against a myriad of unauthorized

reproductions.

The question of technology cannot be ignored when it comes to both enabling and preventing copyright
infringement. On the other hand, the advancement on digital distribution has increased the access to content
and as a result, instances of infringement grow. However, technology has also found some solutions such as
Digital Rights Management (DRM), watermarking and blockchain of copyright protection. Security features
are embedded in digital files by DRM systems to prevent unauthorized copying and distribution. It is also
possible to identify the sources of infringement by watermarking and watermarking techniques. Nevertheless,
dedicated infringers will find ways to bypass them and legislatures need to keep pace.'®

In interpreting copyright laws in the digital context, the Indian judiciary has been playing a significant role.

In the case of MySpace Inc. v. Super Cassettes Industries Ltd., the Delhi High Court ruled that the internet

11 Pandey, A. and Bose, M., 2023. Redressal of Copyright Infringement through Online Mode: A Legal Study. Issue 2 Indian JL
& Legal Rsch., 5, p.1.

2 Sahoo, B. and Sakalkar, R., 2024. Judicial Approaches to Music Copyright Infringement in India: A Case Study-Based
Analysis. Library of Progress-Library Science, Information Technology & Computer, 44(3).

13 Devarhubli, G.D. and Tomar, A.S., 2021. A Critical Study on Copyright Violations in the Indian Entertainment Industry in the
Internet Age. Turkish Online Journal of Qualitative Inquiry, 12(6).
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intermediaries cannot be held liable for an infringing content unless they have actual knowledge of the

infringing content and fail to act accordingly. It also served as a decision that showed just how complex it is
to hold digital platforms accountable for what its users post. Similarly, in Shreya Singhal v. In Union of India,
the Supreme Court struck down Section 66A of Information Technology Act, 2000, on the rationale of having
a balanced approach between free speech and copyright protection. It’s therefore interesting to explore these
cases as representations of how copyright law is evolving in an effort to adapt with digital challenges, threats
and opportunities.

In addition, India’s copyright policies are influenced by international legal frameworks like WIPO Copyright
Treaty (WCT) and TRIPS Agreement. As a nation that has signed up for these covenants, India has to ensure
the laws of copyright in the digital arena are well preserved. Consequently, although jurisdictional issues and
the international nature of online infringement make enforcement a challenge, enforcement is difficult. In
most of the cases, such infringers operate from foreign locations, making it difficult for the Indian authorities
to take any direct action. Provisions in Section 53 of the Copyright Act provide that infringing copies may be
seized, but that is lacking when it comes to enforcing rights in the digital realm where cooperation between

countries will be necessary.*

Challenges of Enforcing Copyright in the Digital Space

1. Issues with Online Piracy and Peer-to-Peer Sharing

Enforcing copyright has become a daunting task in view of advents of the peer to peer (P2P) file sharing
networks, torrent sites, and unauthorized streaming platforms. Unlike the traditional copyright violations, the
digital piracy could share things at an instance and on the global level with a minimal risk of detection. The
challenges are sought to be addressed neither in India through Copyright Act, 1957 nor Information
Technology Act, 2000 (IT Act) along with its relevant provisions, but enforcement of provisions of Copyright
Act and IT Act is still complex.®®

However, BitTorrent is a peer-to-peer (P2P) sharing platform that works on a decentralized basis, making it
impossible for copyright holders to identify the distributor responsible for an infringement of copyright.
Moreover, cyberlockers and illegal streaming sites allow for access to copyrighted content without downloads
of any sort, making it all the harder to enforce. In spite of courts in India directing the blocking of websites

featuring pirated content, such moves are often bypassed using mirror websites, VPN, proxy services, etc.

2. Difficulties in Identifying and Prosecuting Infringers
Another critical challenge is identifying infringers in the digital platform. Unlike more physical infringement
cases where one could have seized some counterfeit CDs or books, in digital copyright violations one often

deals with encrypted or anonymous transactions. However, once anyone becomes an offender, he has the

14 Kumar, H., 2023. Cyberspace Copyright Violations and the Indian Legal System's Response. Indian J. Integrated Rsch. L., 3,
p-l.

15 Abdulsala, F., 2022. An Analysis on Copyright Infringement over Internet with Reference to the IT Act and the Copyright. Part
2 Indian J. Integrated Rsch. L., 2, p.1.
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means to mask his identity through VPN, proxy servers and dark web, and it becomes quite difficult to

prosecute him.*®

Though there are some legal provisions under the IT Act, 2000, especially through Section 66 i.e. computer
related offences and Section 67 i.e. punishment for publication or transmission of obscene material in
electronic form to tackle digital copyright violation. Yet, these provisions do not specify copyright
infringement directly and thus open up loopholes. Yet, provisions against digital piracy were introduced by
the Copyright (Amendment) Act, 2012, but enforcement has been weak due to jurisdictional challenges and
weak investigative capabilities in the country.

Moreover, as per Section 79 of the IT Act, ISP and social media companies enjoy immunity for third-party
content as long as they respond to content removal requests. That’s because the safe harbor provision leads to
delayed takedown of infringing content since intermediaries do not proactively monitor content out of liability

concern.

3. Limitations of Current Indian Copyright Laws in Tackling Digital Infringement

The Copyright Act, 1957 has been amended in 2012 to provide for DRM and TPM, but enforcement
mechanisms are inadequate. Under Sections 51 and 63 of the Act, digital infringement is recognized as an
offense but there is very little enforcement because there are no dedicated cyber crime units and tracing

offenders online proves rather problematic.!’

The primary limitations include:

e Digital infringement for the most part occur from foreign jurisdictions. This makes the enforcement
of Indian copyright laws against the infringers beyond the Indian territory difficult. Some support
comes from international cooperation embodied in the WIPO Copyright Treaty and TRIPS Agreement,
but enforcement is difficult.

e Indian courts take a long time to decide on copyright infringement cases, making it impossible for
rights holder to get relief in time. Law enforcement is too late by the time a case is resolved, the
infringing content has widely spread and asset confiscation is unsuccessful.

e Many internet users cannot help transgressing copyright law because they have no awareness and so
little compliance. In contrast, the piracy culture in India still prevails widely as Indian Copyright Laws

are not as strong as developed countries and compliance mechanism are weak.

4. The Role of Intermediaries and Safe Harbor Provisions under the IT Act, 2000

Search engines, social media platforms and hosting providers are intermediaries that can enforce copyright on
the digital space. Section 79 of the IT Act, 2000 grants conditional immunity to intermediaries by stating that
they shall be protected so long as they do not have notice or knowledge of, or are not aware of the facts or

circumstances, that any information, data, or communication using its computer resource or a network device

16 Chowdhury, A.R., 2008. The future of copyright in India. Journal of Intellectual Property Law & Practice, 3(2), pp.102-114.
17" Mahesh, G. and Mittal, R., 2009. Digital content creation and copyright issues. The Electronic Library, 27(4), pp.676-683.
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or network service is prohibited under any law for the time being when in control of the recipient of such

information, data or communication. The safe harbor clause or safe harbor provision in copyright enforcement
has been controversial.'8

The Supreme Court of India, in Shreya Singhal v. The Court of Union of India in the case showed peaceful
mind to intermediaries by saying that it was not their duty to remove something without due notifications from
jurist or government. (2015). Due to this ruling, copyright holders have been taken off from contacting
intermediaries directly for takedown of infringing content, thus making it more difficult for them to request
takedown of content without going through legal avenues.*®

Platform like YouTube and Facebook have filled the gap with automated systems for rights holders to identify
and monetize their copyrighted content, for example Content ID. Even though these were carefully crafted,
these measures are still problematic for intermediary; they often need to accommodate copyright enforcement

measures while maintaining free speech rights, and conflict ensues as to who has the burden for the

enforcement of content moderation and censorship issues.

Proposed Solutions and Recommendations

Strengthening Legal Frameworks:
e Amend the IT Act by incorporating specific provisions with regard to digital copyright infringement.

e Create fast track cyber courts to be tried on cyber crimes more efficiently.

Enhancing Technological Enforcement:
e Use Al to build implement copyright detection tools to proactively monitor for infringing content.

e In fact, encourage the use of blockchain technology for digital rights management.

Improving International Cooperation:
e To enhance the tackling of the violations of copyright across international borders, strengthen the
collaborations with the global enforcement agencies.

e  WIPO should be involved in a move towards streamlining international digital copyright enforcement

mechanisms.

Legal and Technological Solutions to Copyright Infringement

Strengthening Indian Copyright Enforcement Mechanisms

The increasing prevalence of copyright infringement in the digital space necessitates robust enforcement
mechanisms. The Copyright Act of 1957 serves as India's main copyright protection law while receiving

amendments during 2012 specifically to fight online copyright infringement. Efficacious enforcement stands

18 Kumar, S. and Mishra, A.K., 2015. IPR in India: Status, Strategies and Challenges for Digital Content. Transforming Dimension
of IPR: Challenges for New Age Libraries, p.5.

19 Yadav, A. and Singh, N.B., 2022. The Ineffectiveness of Copyright System to Respond Effectively to Digitalization and Possible
Measures. Special Education, 1(43).
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as the most essential problem for this situation. The prohibition of digital piracy proves difficult for law

enforcement agents because they generally lack both adequate technical mastery and sufficient operational
resources.’? The prolonged delays caused by judicial backlog in distribution of copyright relief allows
infringers to continue their activities with no consequences.

The enforcement of copyright laws throughout India primarily depends on three civil remedies which include
injunctions and damages and accounts of profit according to Section 55 of the Copyright Act. The Copyright
Act stipulates prison time of up to three years together with penalties when crimes are prosecuted under
Section 63. The penalties included in Section 63 remain unused because both procedural problems and
identification issues delay digital copyright offenders' prosecution. The challenge of enforcement becomes
more difficult due to the fact that digital infringers maintain anonymous identities which prevents authorities
from effectively identifying or prosecuting these violators.?

The attempt to enhance copyright defense requires setting up specialized cyber courts with quick dispute
resolution capabilities for dealing with copyright infringement cases. Copyright holders who obtain quick
legal resolutions now can obtain necessary injunctions against those infringing their rights. India would
improve its position against online piracy through establishing dedicated special cybercrime units at law
enforcement agencies which specialize in digital forensics and copyright enforcement. Traditional intellectual
property enforcement units active across the United States and United Kingdom demonstrate the success of
their operation in removing infringing content from public view.

Law enforcement agencies and technology companies should strengthen their public-private partnerships by
uniting with copyright holder entities. The automated copyright enforcement tools Content ID operate within
the channels of YouTube and Facebook together with Google. Unique governmental efforts including constant
surveillance of piracy websites must join the existing initiatives that punish repeat copyright offenders more

harshly.??

Role of Digital Rights Management (DRM) and Blockchain Technology

DRM has proven essential in copyright prevention alongside other technological solutions thus becoming a
primary instrument for safeguarding copyrighted content. DRM technologies enable copyright owners to
regulate digital media accessibility while stopping unauthorized copying and redistribute actions as well as
implementing licensing requirements. DRM stands in practice through digital content encryption for e-books
as well as image watermarking and streaming service access security protocols like those out there today
through Netflix and Amazon Prime.

The effectiveness of DRM stays under question because it reduces consumer rights while also blocking
seamless device interoperability. Strategic DRM implementations create obstacles for reliable users but such

restrictions do not stop determined pirates because they discover methods to break through restrictions. DRM

20 Rafiqi, F.A. and Bhat, I.H., 2013. Copyright protection in digital environment: Emerging issues. Infernational Journal of
Humanities and Social Science Invention, 2(4), pp.6-15.

2l Gandhale, P. and Bhadane, P., 2024. Exploring Copyright Infringement Patterns on Online Platforms: An Analytical
Investigation. Issue 3 Int'l JL Mgmt. & Human., 7, p.328.

22 Handa, S. and Bhatt, K., 2015. Intellectual Property Rights (IPRs) in digital environment: an overview in Indian digital
environment. International Journal of Digital Library Services, 5(2), pp.117-123.
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requires an upgrade through blockchain technology and smart contracts to establish secure and transparent

methods for copyright protection systems.

Blockchain technology delivers a decentralized system along with tamper-proof functionality which enables
secure copyright registration and copyright enforcement. Owners of intellectual property can maintain control
through blockchain since it provides open ownership records. Using blockchain networks smart contracts
perform automatic execution of licensing agreements together with royalty payment functions. The system
operates without requiring third parties so copyright creators can obtain fair payment for their content.?®

The blockchain technology provides digital rights management to Audius music platforms and OpenSea
digital art platforms. Indian content creators will gain better protection for their work while obtaining
automatic royalties through implementing blockchain-based copyright solutions in India. The Indian
government should establish public policies and guidelines to enable blockchain copyright management while

offering financial stimulus to boost its market adoption.

Judicial Precedents and Landmark Cases in India

Multiple crucial court decisions in India have developed the rights protention system that applies to digital
copyright practices. The Indian judiciary works actively to translate copyright laws in order to handle new
internet and digital technology challenges.

The Delhi High Court delivered a key decision through MySpace Inc. v. Super Cassettes Industries Ltd. (2016)
by establishing that social media platforms along with other intermediaries cannot face copyright infringement
liability until they demonstrate actual knowledge of the infringing content. The judiciary decision reinforced
the existing Section 79 safety measures of the Information Technology Act 2000 that grant intermediaries
immunity against legal responsibility for third-party hosted content. Copyright enforcement becomes difficult
despite the digital domain because many intermediaries state they lack knowledge about infringing content.?*
In the Sony Music Entertainment India Pvt. Ltd. v. Tamil Rockers (2019 case the Madras High Court ordered
internet service providers (ISPs) to impede access to the renowned piracy platform Tamil Rockers. The
judiciary showed progressives by issuing dynamic injunctions allowing them to block new URLSs that linked
to infringing sites. The infringers manage to bypass blocked websites through the creation of mirror domains
and Virtual Private Networks which produce ongoing enforcement difficulties.

Fair use in the digital age has received direction from judicial authorities who made decisive rulings. In India
TV v. Yashraj Films (2013) received judicial approval from the Delhi High Court about how limited copyright
content usage for reporting and criticism counts as fair use. The courts have lacked successful guidelines to
regulate fair use principles regarding digital media content which continues to create inconsistent enforcement

outcomes.

23 Jaybhaye, A. and Dodai, B., 2021. Copyright Piracy in the Digital Age with Special Reference to Napster's Case. Issue 5 Int'l
JL Mgmt. & Human., 4, p.2137.

24 Setia, S., Narang, S. and Salman, S., 2024. Intermediary liability for online copyright infringement in India: a trans-judicial
dialogue. International Journal of Intellectual Property Management, 14(1), pp.17-32.
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Technical and legal solutions need global cooperation to establish needed legislative reforms.

The country has successfully updated its copyright rules but now requires additional legal amendments to
follow present international copyright standards. The Copyright Act of 1957 requires amendments because it
fails to include specific guidelines to handle deepfake technology together with new digital piracy methods
and artificial intelligence-generated materials. The establishment of a complete Digital Copyright Protection
Bill would solve current problems by defining rights regarding digital copyright protection along with
technical requirements for enforcement and specific definitions of fair use online.

The prevention of digital copyright infringement needs international partnerships between nations. Piranacy
sites maintain servers in jurisdictions with weak or insufficient copyright protection laws which hinders direct
Indian government action. Collaboration through Mutual Legal Assistance Treaties (MLATs) with
organizations Interpol and WIPO will allow India to obtain foreign government cooperation for shutting down
infringing websites.?

India needs to bolster its membership in international copyright treaties including WIPO Copyright Treaty
(WCT) and TRIPS Agreement to maintain copyright laws that align with worldwide standards. An enhanced
legal structure along with advanced technological systems together with international partnerships will allow
India to establish a powerful enforcement system that defends content creators yet maintains fair consumer

rights.

CONCLUSION

The Indian laws protecting copyright from infringement exist yet digital copyright theft continues as a major
problem throughout the country. Weak enforcement of the Copyright Act of 1957 alongside the IT Act 0of 2000
occurs because of jurisdictional problems and the lack of technological competence and intermediate
responsibility issues. Because infringers apply frequent modifications to legal and technological defenses
against copyright enforcement similar measures must evolve continuously.

Digital platforms and internet service providers maintain essential responsibility to fight against online piracy
alongside their other duties. Enhanced intermediary accountability combined with automated enforcement
systems will create substantial improvement in computer software protection systems. The enforcement of
copyright holds two benefits from blockchain technology for registration and fast-track cyber courts that grant
prompt aid to copyright holders.

India requires additional legal changes along with technological developments to achieve a comprehensive
approach against digital copyright infringements. India should establish an enhanced copyright protection
system through international benchmarking alongside digital enforcement system investments for the modern

digital era.

25 Srivastava, 1., 2024. Copyright Issues in the Digital Publishing Industry in India-E-Books, Piracy and Licensing. Legal Spectrum
J,4,p.1.
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