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Abstract - This paper presents an enhancement of the Naive Bayes Classifier algorithm to overcome problems related to high 

dimensionality, zero probability, and imbalanced data sets to make this algorithm more accurate, reliable, and adaptable. Through using 

TF-IDF Vectorization, the algorithm significantly put forward meaningful features, diminished the sparsity of the data, and resulted in 

a magnificent accuracy improvement from 96% to a perfect 100%. The integration of Laplace smoothing resolved the problem of zero 

probabilities, ensuring that robust and reliable predictions would be obtained even for unseen data. The application of SMOTE 

(Synthetic Minority Oversampling Technique) resulted in effective balancing of datasets and, hence, a very significant increase in Class 

1 recall from 72% to 100%, with both macro and weighted average recall increasing to 100%, which showed unbiased and consistent 

results across all classes. Also, using an ensemble Voting Classifier of Logistic Regression, Random Forest, and Naive Bayes models 

improved predictive performance. These improvements resulted in major increases in all metrics for evaluation, with both macro and 

weighted average F1-scores reaching 100%. This study not only resolves the inherent limitations of the algorithm but provides a robust 

framework for the deployment of the Naive Bayes Classifier in complex, high-dimensional data environments and establishes a new 

benchmark for machine learning model optimization. 

 

Index Terms - Component Cognitive Radio (CR), Dynamic Spectrum Access (DSA), Primary User (PU), Secondary User (SU), 

Software Defined Radio (SDR) 

 

Chapter One 

INTRODUCTION 

 

1.1 Background of the Study 

Email has become an indispensable communication tool, enabling the seamless exchange of messages, documents, and multimedia 

across the globe. Its widespread use has revolutionized how individuals and organizations connect and collaborate. However, this 

reliance on email has made it a prime target for spammers. Spam emails, often unsolicited and sent in bulk, pose risks ranging from 

minor disruptions to severe security threats, like phishing attacks, malware distribution, and fraudulent schemes. 

To address these challenges, spam filtering systems are essential for safeguarding users and ensuring productivity. Among the many 

techniques available, the Naive Bayes Classifier is widely adopted for its simplicity, efficiency, and effectiveness. However, it faces 

limitations, such as its assumption of feature independence, struggles with zero probabilities for unseen words, and biases caused by 

class imbalance in datasets. To overcome these, advanced methods like the TfidfVectorizer for feature extraction, ensemble techniques 

such as the VotingClassifier, and resampling strategies like SMOTE (Synthetic Minority Oversampling Technique) are employed in the 

proposed algorithm. The TfidfVectorizer reduces dimensionality by weighing the importance of words, while the VotingClassifier 

integrates multiple models (Logistic Regression, Multinomial Naive Bayes, and Random Forest) to enhance decision-making. SMOTE 

balances the dataset, ensuring fairness and reducing false positives in classification. 

These improvements aim to create a more robust and effective spam filtering system, capable of addressing real-world challenges and 

advancing the reliability and adaptability of email security systems for individual users, organizations, and cyber-security applications. 

 

1.2 Statement of the Problem 

 

Email spam filtering is a critical challenge in maintaining the security and efficiency of digital communication. The Naive Bayes 

Classifier, a widely used algorithm for spam detection, faces several challenges that hinder its accuracy and robustness in real-world 

applications. This study focuses on addressing three significant issues inherent in the classifier: 

 

1. High dimensionality can lead to increased computational complexity, Sparsity, curse of dimensionality, and overfitting that 

can affect the accuracy and performance of the algorithm. 

 

High dimensionality arises because of the large vocabulary size in text classification tasks, where each word or token is a 

different feature. This increases computational complexity and makes it hard for the Naive Bayes classifier to process and 

generalize effectively, often leading to overfitting. Therefore, the classifier succeeds in training data but fails with test 

examples, severely impairing its ability to identify spam from legitimate messages. Thus, the curse and sparsity of 

dimensionality render the algorithm unreliable and necessitate some form of dimensionality reduction to restore performance. 

 

2. The presence of zero probabilities for unseen words in naive bayes classifier can lessen the efficiency of its word classification 

which can lead to higher processing time.  
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High dimensionality arises because of the large vocabulary size in text classification tasks, where each word or token is a 

different feature. This increases computational complexity and makes it hard for the Naive Bayes classifier to process and 

generalize effectively, often leading to overfitting. Therefore, the classifier succeeds in training data but fails with test 

examples, severely impairing its ability to identify spam from legitimate messages. Thus, the curse and sparsity of 

dimensionality render the algorithm unreliable and necessitate some form of dimensionality reduction to restore performance. 

 

3. Encountering an imbalanced dataset can lead to bias towards the majority class and high false positives, this will affect the 

algorithm’s effectiveness when producing quality results. 

 

An imbalanced dataset is a common one for spam detection, where legitimate emails greatly outnumber spam emails. Since 

Naive Bayes makes predictions based on the majority class, it ignores key patterns in the minority class, and there is thus a 

higher chance of false positives or false negatives, destroying the effectiveness of the filter. The use of class weighting or 

oversampling is necessary to overcome such scenarios and improve the overall classification results. 

 

1.3 Objective of the Study 

 

The primary objective of this study is to improve the performance and reliability of spam detection algorithms by addressing critical 

challenges such as high dimensionality, sparsity, and overfitting, which affect their computational efficiency and accuracy. It aims to 

enhance the classification accuracy of Naive Bayes classifiers by resolving issues related to zero probabilities, thereby improving word 

classification and prediction outcomes. Furthermore, the study seeks to develop effective strategies for managing imbalanced datasets 

to minimize bias towards the majority class and reduce false positives, ensuring more robust and equitable classification results. 

 

Specific Objectives: 

 

1. High Dimensionality Management:  

 

Implementing the TfidfVectorizer from sklearn.feature_extraction.text to convert the email text data into numerical form. The 

TF-IDF (Term Frequency-Inverse Document Frequency) method helps manage high-dimensional data by emphasizing the 

most informative words while down-weighting less relevant ones, reducing model complexity and improving performance. 

Zero Probability Mitigation: Apply Laplace smoothing to address zero probabilities for unseen words in the training data, 

enhancing the accuracy and effectiveness of the Naive Bayes classifier. 

 

2. Imbalanced Dataset Handling: 

 

Applied Laplace smoothing through the MultinomialNB() classifier, which is part of the Naive Bayes method. This technique 

helps mitigate the problem of zero probabilities for words that don't appear in the training data but might appear in the test 

data. This ensures the model doesn't assign a zero probability to any unseen words, improving the accuracy of predictions. 

 

3. Imbalanced Dataset Handling: 

 

SMOTE (Synthetic Minority Over-sampling Technique): To handle the class imbalance between SPAM and HAM emails, the 

SMOTE algorithm from imblearn.over_sampling will also be apply to solve the issues of having imbalanced Dataset. SMOTE 

generates synthetic samples for the minority class (SPAM) to ensure both classes are adequately represented in the training 

process. This helps avoid bias in the model and improves its performance on the minority class. 

 

Voting Classifier: will be implement a VotingClassifier, which combines the predictions of three different classifiers: Logistic 

Regression, Naive Bayes, and Random Forest. This ensemble method leverages the strengths of each individual classifier, 

helping to create a more robust model, especially in cases of imbalanced datasets. 

 

1.4 Significance of the Study 

 

This study aims to enhance the precision of the Naive Bayes Classifier in email spam detection by addressing fundamental limitations 

such as feature independence, textual data complexity, and class imbalance. By improving these deficiencies, the study ultimately results 

in improved accuracy and dependability of spam filtering, which increases email security and user productivity.  

 

 Email Service Providers: are the primary beneficiaries of this study as they will gain access to enhanced spam detection 

resources. They can now provide their users with a more secure and reliable email experience by deploying the newly upgraded 

Naive Bayes Classifier, which may cause a significant decrease in the number of spam emails that usually appear in their 

respective inbox. 

 

 Individual Users and Organizations: are going to benefit as they will receive fewer unwanted messages or spam emails, that 

will greatly improve their entire email experience, productivity, and security. This Enhanced spam filtering also results in 

fewer disruptions, decreased risk of phishing attacks, improved communication efficiency, and safer email network. 

 

 Cybersecurity professionals and Developers: With its comprehensive methodology and practical insights, we aim to offer 

advanced techniques for enhancing spam detection, that can be used to develop high level anti-spam solutions while 

strengthening overall cybersecurity measures. The study's findings on adaptive feature selection, text preprocessing, and class 

balance hopefully can contribute to creating a more reliable and accurate machine learning models for various security 

applications. 
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1.5 Scope and Limitations 

 

This study seeks to enhance the Naive Bayes Classifier for email spam filtering by addressing critical challenges such as high 

dimensionality, zero probabilities, and imbalanced datasets. The proposed algorithm employs the TfidfVectorizer for feature extraction, 

which naturally reduces dimensionality by prioritizing important words and downplaying irrelevant ones. Additionally, an ensemble 

approach using the VotingClassifier (comprising Logistic Regression, Multinomial Naive Bayes, and Random Forest) is implemented 

to mitigate the limitations of individual classifiers. The VotingClassifier improves generalization, reduces overfitting, and addresses 

zero probabilities by leveraging the strengths of each model. To balance the dataset and handle class imbalance, SMOTE (Synthetic 

Minority Oversampling Technique) is used to generate synthetic samples for the minority class, ensuring fair representation and 

reducing false positives. 

 

The study focuses solely on the Naive Bayes Classifier and ensemble techniques, without exploring other advanced machine learning 

approaches, such as deep learning. Basic text preprocessing techniques, including tokenization and stopword removal, are applied, but 

advanced techniques like stemming or lemmatization are not incorporated. The reliance on publicly available datasets may limit the 

generalizability of results, as these datasets may not fully represent the diversity and complexity of real-world email data. 

 

Finally, while the proposed methods address key limitations, achieving perfect balance and eliminating biases remains challenging. 

Despite these limitations, this study provides practical enhancements to spam filtering systems, offering valuable insights for email 

service providers, organizations, and cybersecurity practitioners. 

 

1.6 Definition of Terms 

 

Accuracy. A performance metric that measures the ratio of correctly predicted instances to the total number of predictions made by the 

model. 

 

Algorithm. A step-by-step computational procedure is used to solve problems or perform tasks, such as spam filtering. 

 

Bayes’ Theorem. A mathematical principle used to calculate the probability of an event based on prior knowledge or evidence. 

 

Class Imbalance. A situation where one class (e.g., HAM or legitimate emails) has significantly more samples than the other class 

(e.g., spam emails) in a dataset, leading to biased model performance. 

 

Email. A digital communication method for sending messages, documents, and multimedia over the internet. 

 

Email Spam. Unsolicited and often harmful email messages, typically sent in bulk, that may contain advertisements, phishing attempts, 

or malware. 

 

Email Spam Filtering. The process of identifying and separating spam emails from legitimate ones using automated systems or 

algorithms. 

 

Feature Independence Assumption. An assumption made by the Naive Bayes Classifier that each feature (e.g., word in an email) is 

independent of others, given the class label. 

 

Filtering. The process of removing or categorizing unwanted items, such as spam emails, from a dataset. 

 

HAM. E-mail that is generally desired and isn't considered spam. 

 

High Dimensionality. A condition where data, such as textual email content, contains many features (e.g., words), leading to increased 

computational complexity, sparsity, and the risk of overfitting. 

 

Laplace Smoothing. A technique used in the Naive Bayes Classifier to prevent zero probabilities by adding a small constant to all 

feature counts, ensuring robust handling of unseen data. 

 

Machine Learning. A branch of artificial intelligence that allows computers to learn from data and make predictions or decisions 

without explicit programming. 

 

Naive Bayes Classifier. A probabilistic algorithm based on Bayes' Theorem, commonly used for spam filtering, assuming independence 

among features. 

 

Preprocessing Techniques. Basic steps taken to prepare raw email data for analysis, such as tokenization, stopword removal, and text 

vectorization. 

 

SMOTE (Synthetic Minority Oversampling Technique). A data balancing method that creates synthetic samples for the minority 

class (e.g., spam) by 

interpolating between existing samples, improving model performance on imbalanced datasets. 

 

Sparsity. A condition in high-dimensional data where many features (e.g., words in an email) have zero or minimal values, complicating 

model training. 
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Stopwords. Common words, such as "the," "is," and "and" that are often filtered out because they do not carry significant meaning in 

text analysis. 

 

TF-IDF (Term Frequency-Inverse Document Frequency). A vectorization technique that assigns weights to words based on their 

frequency in a document and their rarity across the dataset, helping prioritize important terms during classification. 

 

Textual Data Complexity. The challenges are associated with analyzing and understanding text data, such as variations in syntax, 

semantics, and linguistic patterns. 

 

Tokenization. A preprocessing step that breaks down email text into individual words or tokens for analysis. 

 

Training Dataset. The subset of data is used to teach a machine learning model to identify patterns and make predictions. 

 

Validation Dataset. A subset of data used to evaluate a model’s performance during training, ensuring its generalization capability. 

 

Zero Probabilities. A problem in Naive Bayes Classifiers where unseen words in the test data are assigned zero probability,  

negatively impacting predictions. 

 
Chapter Two 

REVIEW OF RELATED LITERATURE 

2.1 Review of Related Literature 

 

E.G. Dada et al. (2019) provides a systematic review of popular machine learning approaches for email spam filtering. The study 

encompasses the concepts, efficiency, and research trends in spam filtering, highlighting the efforts of leading ISPs like Gmail and 

Yahoo in combating spam. E.G. Dada et al. (2019) were able to discuss various machine learning techniques and their effectiveness, 

identifying deep learning and adversarial learning as promising future directions. This study is significant as it compares the strengths 

and weaknesses of existing methods, offering insights into open research problems and potential solutions in spam detection. 

In their study, S.K. Tuteja et al. (2016) explores the application of the Back Propagation Neural Network (BPNN) algorithm for email 

spam filtering. Recognizing the critical need for effective spam filters due to the high volume of unsolicited emails, the study focuses 

on text classification to distinguish significant emails from spam. The BPNN algorithm's effectiveness in reducing IT infrastructure 

strain and improving business efficiency is highlighted, demonstrating its potential to mitigate the negative impacts of spam on users 

and organizations. 

 

E.M. Bahgat et al. (2015) proposes an approach tailored for email spam filtering based on classification techniques, specifically focusing 

on the body of email messages. The proposed method assigns weights to terms to differentiate between spam and ham emails, aiming 

to reduce the dimensionality of features by consulting a dictionary. The study includes a comparative analysis of different classification 

algorithms, with results demonstrating the efficiency of the proposed approach using the Enron dataset. This research is very significant 

in terms of its contributions in improving spam detection through targeted feature selection and classification. 
 

 

In their research, T.M Mahmoud et al. (2014) introduces a three-phase email spam filtering technique combining Naive Bayes, Clonal 

Selection, and Negative Selection algorithms. The study addresses the financial and operational impacts of spam by enhancing the 

accuracy of spam detection. Experimental results on the TREC 2007 corpus indicate that integrating these algorithms improves 

classification accuracy compared to using each technique individually. This multi-phase approach demonstrates significant potential for 

more reliable and efficient spam filtering solutions. 

 

T. Mehrotra et al. (2021) examines the effectiveness of various machine learning algorithms in email spam filtering, focusing on 

parameter tuning and dataset division. The study emphasizes the importance of preprocessing and feature extraction to enhance spam 

detection. By evaluating different algorithms, the research highlights the critical role of accurate spam classification in protecting 

security and privacy, preventing the theft of critical information. This work underscores the necessity of effective spam filtering 

mechanisms in modern communication systems. 

2.2 Review of Related Studies 

The study conducted by N.F. Rusland et al. (2017) analyzes the performance of the Naive Bayes algorithm for email spam filtering 

using the Spam Data and SPAMBASE datasets. The study evaluates the algorithm based on accuracy, recall, precision, and F-measure 

metrics, utilizing the WEKA tool for analysis. Findings indicate that dataset characteristics significantly influence the Naive Bayes 

algorithm's performance, offering insights into optimizing spam filters for various email types. This research contributes to 

understanding the algorithm's effectiveness across different datasets. 

W. Feng et al. (2016) proposes an enhanced spam filtering system that strategically combines Support Vector Machine (SVM) and 

Naive Bayes (NB) algorithms. The SVM-NB system constructs an optimal separating hyperplane to simplify the training sample space, 

reducing feature dependence. Evaluated on the DATAMALL dataset, the system demonstrates higher accuracy and faster classification 

speed compared to traditional methods. This hybrid approach is purposefully intended to address the limitations of Naive Bayes, 

providing a more robust solution for spam detection. 
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T.M. Ma et al. (2020) conducted a comparative analysis between the Naive Bayes and Support Vector Machine (SVM) methods that 

are both utilized for email spam classification. The study mainly focuses on classifying emails based on their content, evaluating both 

algorithms in terms of precision, recall, and F-measure. The results indicate that while Naive Bayes considers independent words as 

features, SVM represents emails in a vector space, providing a different approach to classification. The comparison aims to identify the 

most effective method for spam detection, contributing to the development of improved email filtering systems. 

In the research conducted by L. Li et al. (2015) they seek to improve the Naive Bayes spam filters by enhancing the TF-IDF feature 

selection method. By adjusting the IDF weighting algorithm to increase the weight of high-frequency words, the study aims to improve 

the efficiency and accuracy of spam filtering. Experimental results demonstrate that the modified TF-IDF algorithm enhances the 

performance of Naive Bayes filters, making them more effective in practical applications. This research addresses the resource-intensive 

nature of training and learning in spam filters. 

L. Huang et al. (2018) propose an enhancement to Naive Bayes spam filters by incorporating a novel algorithm to detect text 

modifications. The study addresses the challenge of classifying emails with altered text, such as leetspeak or diacritics, which traditional 

filters struggle to handle. By combining semantic-based, keyword-based, and machine learning algorithms, the proposed method 

significantly improves spam detection accuracy. The research highlights the relationship between email length and spam score, 

providing insights into Bayesian poisoning and its impact on spam classification. 

2.3 Synthesis 

 

E.G. Dada et al. (2019) provide a comprehensive review of machine learning approaches for email spam filtering, emphasizing the 

advancements and challenges in this domain. Their study highlights the efforts of major ISPs like Gmail and Yahoo in deploying 

machine learning techniques to enhance spam detection. By comparing various approaches, Dada et al. identify the strengths and 

weaknesses of current methods, underscoring the potential of deep learning and adversarial learning as future solutions. This review is 

pivotal as it offers a roadmap for addressing open research problems and improving spam filtering techniques. 

 

S.K. Tuteja et al. (2016) and E.M. Bahgat et al. (2015) focus on specific machine learning algorithms for spam detection, demonstrating 

their practical applications and effectiveness. Tuteja et al. explore the Back Propagation Neural Network (BPNN) algorithm, 

highlighting its ability to reduce IT strain and enhance business efficiency by effectively filtering spam emails. Bahgat et al. propose a 

classification-based approach that assigns weights to email terms, aiming to streamline the feature selection process through dictionary 

consultation. Both studies contribute significantly to the field by offering targeted methods for improving the accuracy and efficiency 

of spam filters. 

 

T.M. Mahmoud et al. (2014) and T. Mehrotra et al. (2021) further advance the discussion by introducing multi-phase and hybrid 

approaches to spam filtering. Mahmoud et al. combine Naive Bayes, Clonal Selection, and Negative Selection algorithms in a three-

phase technique that significantly boosts classification accuracy. Mehrotra et al. emphasize the importance of preprocessing and feature 

extraction in enhancing spam detection, comparing various algorithms to identify the most effective spam filtering mechanisms. These 

studies highlight the ongoing evolution of spam filtering technologies and the critical need for robust, adaptive solutions to protect users 

and organizations from the detrimental effects of spam.  

 

Chapter Three 

METHODOLOGY 

3.1 Research Design 

 

This Chapter discusses the research design and methodology adopted for implementing and evaluating the proposed spam classification 

system. The primary goal of this stud is to enhance the existing Naïve Bayes-based spam filtering algorithm by integrating an ensemble 

approach and addressing class imbalance using Synthetic Minority Oversampling Technique (SMOTE). 

This study employs hybrid quantitative and experimental approach to evaluate the effectiveness of the proposed algorithm compared to 

the existing one. Performance metrics including F1 score, precision, and recall, are used for a comparative analysis of the two models. 

 

3.2 Proposed Algorithm 

 

The proposed algorithm shown in the figure below offers several improvements compared to the existing algorithm. It employs a  

VotingClassifier, Combining Logistic Regression, Multinomial Naïve Bayes, and Random Forest, enhancing accuracy and robustness 

compared to the single Multinomial Naïve Bayes classifier used in the existing algorithm, the proposed algorithm employs the use of 

SMOTE oversampling to address the issue of class imbalance datasets, unlike in the existing algorithm approach, which can lead to 

biased models. Additionally, the proposed algorithm had a crucial feedback loop enables users to correct misclassified emails, leading 

to continuous model improvement, a feature which is absent in the existing algorithm. 
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Figure 2.1 Existing vs Proposed Algorithms 
 

3.3 System Requirements  

These are the hardware and software that used in the study, and it will be the basis of our System requirements: 

 

1.3.1. Hardware Requirements: 

 Processor: Intel Core i5 or AMD equivalent. 

 RAM: 8GB or Higher. 

 Storage: 500GB SSD or Higher 

1.3.2. Software Requirements: 

 Operating Software: Windows 11. 

 Programming Language: Python v3.11.9. 

 Libraries: NLTK, sklearn, imblearn, and BeautifulSoup. 

 IDE: Visual Studio Code. 

 

3.4 Methods and Tools 

 

The approach focuses on preprocessing, feature extraction, and classification using machine learning models, leveraging both existing 

and enhanced techniques. The tools utilized are carefully selected to ensure efficiency, scalability, and reliability in the system’s 

development and evaluation. 

 

3.4.1. Methods 

 

3.4.1.1. Data Preprocessing: 

 Tokenization: Splits email content into individual words. 

 Stopword Removal: Filters out commonly used words that do not contribute to classification. 

3.4.1.2. Feature Extraction: 

 TF-IDF Vectorization: Transforms text data into numerical features. 
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3.4.1.3. Model Training: 

 Existing Algorithm: Trains a standalone Naïve Bayes Classifier. 

 Proposed Algorithm: Trains a Voting Classifier with Logistic Regression, Random Forest, and Naïve Bayes 

models, enhanced by SMOTE for class balance 

3.4.1.4. Evaluation Metrics: 

 Precision, Recall, F1 Score, and Accuracy are used to compare the two models. 

 

3.4.2. Tools 

 NLTK: For text preprocessing. 

 Scikit-learn: For implementing classifiers and metrics. 

 Imbalanced-learn: For applying SMOTE to balance the dataset. 

 BeautifulSoup: For web scraping email datasets. 

  

 

Chapter Four 

RESULTS AND DISCUSSION 
 

4.1 Enhanced Algorithm Performance 

 

This highlights the improvements to the Naive Bayes Classifier, specifically in handling high-dimensional data. The integration of the 

TF-IDF Vectorizer transformed textual data into numerical form, emphasizing key terms and reducing irrelevant features. This 

enhancement significantly improved the classifier's efficiency and accuracy. 

 
Figure 4.1 Vectorizer 

 

This figure illustrates the implementation of the TF-IDF Vectorizer to convert email text data into numerical representations. By 

emphasizing the most informative words and down-weighting less relevant ones, the TF-IDF Vectorizer effectively reduces high-

dimensional data complexity. This approach not only enhances the interpretability of features but also significantly improves the 

computational efficiency and classification accuracy of the Naive Bayes Classifier. 
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Figure 4.2 Comparison of Accuracy and F1-Scores between Naive Bayes and Naive Bayes with a Vectorizer 

 

In Figure 4.2, the accuracy and F1-Scores of the output from the Naive Bayes Classifier and the Naive Bayes Classifier with a Vectorizer 

are shown. The Naive Bayes Classifier gave an output with an accuracy of 96%, while the Naive Bayes Classifier with a Vectorizer 

gave an output with 100% accuracy. For the Class 0 F1-Score, the Naive Bayes Classifier gave a Class 0 F1-Score of 98%, while the 

Naive Bayes Classifier with a Vectorizer gave a Class 0 F1-Score of 100%. When it comes to the Class 1 F1-Score, the Naive Bayes 

Classifier yielded 84%, and the Naive Bayes with a Vectorizer yielded 100%. The macro average F1-Score of the Naive Bayes Classifier 

was 91%, while the Naive Bayes Classifier with a Vectorizer yielded a macro average F1-Score of 100%. For the weighted average F1-

Score, the Naive Bayes Classifier yielded results which had a weighted average F1-Score of 96%. However, the Naive Bayes Classifier 

with a Vectorizer yielded a much higher result of 100%. Lastly, the F1-Score of the Naive Bayes Classifier with a Vectorizer gave a 

higher result compared to the Naive Bayes Classifier without a Vectorizer, wherein the Classifier with a Vectorizer gave an output with 

an F1-Score of 99.8%, while the Classifier without the enhancement gave an output with an F1-Score of 90.7%. 

 
 

4.2 Optimized Classification Accuracy 

 

Before training the model, the Laplace smoothing, also known as additive smoothing, resolves the issue of zero probabilities in Naive 

Bayes Classifiers. This problem arises when a word present in the test data is missing from the training data, leading the model to assign 

it a probability of zero and skew the overall classification. Laplace smoothing adds a small constant (usually 1) to all word frequencies, 

ensuring that no probability is ever zero. This adjustment makes the classifier more robust, especially when dealing with sparse or 

unseen data. 

 
Figure 4.3 Laplace Smoothing 

 

In figure 4.3, this demonstrates the impact of Laplace smoothing on model performance. The comparison reveals that the baseline Naive 

Bayes model, which does not implement smoothing, achieves an accuracy of 96%. After applying Laplace smoothing, the model’s 

accuracy improves to 100%. This enhancement underscores the importance of handling zero probabilities to maximize the classifier's 

precision and reliability. 
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Figure 4.4 Accuracy Comparison between Naive Bayes and Naive Bayes with Laplace Smoothing 

 

In Figure 4.4, lap shows the comparison between the Naive Bayes model, which is the bar colored in red, and the Naive Bayes model 

that has been enhanced with Laplace Smoothing, which is the bar-colored green. The output of Naive Bayes model without the 

enhancements yielded an accuracy of 96%. However, the Naive Bayes model where Laplace Smoothing was implemented yielded an 

accuracy of 100%, which indicates that an increase in the accuracy of the model was achieved after the Laplace Smoothing enhancement. 

 

4.3 Balanced Dataset 

 

Class imbalance is a critical issue in email spam filtering, where spam emails (minority class) are often underrepresented compared to 

non-spam emails (majority class). This imbalance can bias the classifier towards the majority class, reducing its ability to correctly 

identify spam. The Synthetic Minority Oversampling Technique (SMOTE) generates synthetic samples for the minority class by 

interpolating between existing samples, ensuring a more balanced dataset. This technique improves the classifier's ability to correctly 

predict the minority class without overfitting. 

 
Figure 4.5 SMOTE 

 

This figure demonstrates the application of SMOTE in creating a balanced dataset for training. By increasing the representation of spam 

emails, SMOTE ensures that the model is equally exposed to both spam and non-spam classes during training, leading to more balanced 

predictions. 
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Figure 4.6 Comparison of Precision and Recall between Naive Bayes and Naive Bayes with SMOTE 

 

In Figure 4.6, it shows the comparison of precision and recall between the Naive Bayes Classifier and the Naive Bayes Classifier that 

has been enhanced with SMOTE. In terms of Class 0 precision, the Naive Bayes Classifier yielded a result of 95%, while the Naive 

Bayes Classifier with SMOTE yielded a result of 100%. With Class 0 recall, the Naive Bayes Classifier and the Naive Bayes Classifier 

with SMOTE yielded similar results, both of which gave an output of 100%. For Class 1 precision, the Naive Bayes Classifier and the 

Naive Bayes Classifier with SMOTE yielded similar results, where both gave an output of 100%. When it comes to Class 1 recall, the 

Naive Bayes Classifier yielded a Class 1 recall of 72%, while the Naive Bayes Classifier with SMOTE gave a Class 1 recall of 100%. 

The macro average precision of the Naive Bayes Classifier presented an output of 98%, whereas the Naive Bayes Classifier with 

SMOTE presented an output of 100%. For the macro average recall, the results of the Naive Bayes Classifier were 86%, while the Naive 

Bayes Classifier with SMOTE was 100%. The weighted average precision of the Naive Bayes Classifier is 96%, while the Naive Bayes 

Classifier with SMOTE gave a weighted average precision of 100%. The weighted average recall of the Naive Bayes Classifier is 96%, 

while the Naive Bayes Classifier with SMOTE gave a weighted average recall of 100%. 

 

Chapter Five 

CONCLUSIONS AND RECOMMENDATIONS 

 

5.1 Conclusions 

 

This study successfully enhanced the performance of the Naive Bayes Classifier for email spam filtering by addressing three key 

challenges: high dimensionality, zero probabilities, and imbalanced datasets. 

 

The following conclusions summarize the key findings: 

 

1. Enhanced Feature Extraction: The integration of the TF-IDF Vectorizer effectively handled high-dimensional data 

by prioritizing the most informative features and reducing irrelevant noise. This resulted in a significant improvement 

in classification accuracy, achieving a perfect 100% compared to the baseline accuracy of 96%. 

2. Improved Robustness with Laplace Smoothing: By applying Laplace smoothing, the classifier successfully 

overcame the issue of zero probabilities, ensuring robust predictions even for unseen words in the dataset. This 

enhancement increased the classifier's reliability and contributed to achieving 100% accuracy. 

3. Addressing Class Imbalance with SMOTE: The use of SMOTE (Synthetic Minority Oversampling Technique) 

resolved the issue of class imbalance, which previously biased the classifier toward the majority class. After 

implementing SMOTE, Class 1 recall improved from 72% to 100%, and macro and weighted average recall both 

increased to 100%. This enhancement ensured fair and balanced predictions, particularly for the minority class (spam 

emails). 

4. Overall Performance: The combination of these enhancements significantly improved the Naive Bayes Classifier’s 

efficiency, reliability, and adaptability. These modifications resulted in a spam detection system capable of producing 

accurate and consistent results, addressing the limitations of the original algorithm. 

 

5.2 Recommendations 

Based on the findings of this study, the following recommendations are proposed for future work and practical implementation: 

 

1. Expand Feature Scope: To further improve spam detection capabilities, future research should consider 

incorporating additional features such as email metadata (e.g., sender reputation, timestamps) and network-based 

features (e.g., IP geolocation or domain reputation analysis). These enhancements could provide valuable contextual 

information for classification. 

2. Explore Advanced Algorithms: While this study focused on enhancing the Naive Bayes Classifier, exploring other 

machine learning techniques, such as Support Vector Machines, neural networks, or hybrid ensemble methods, may 

yield further performance gains. A comparison of these approaches with the enhanced Naive Bayes Classifier could 

identify the most effective spam detection model. 

3. Real-World Dataset Testing: Testing the enhanced Naive Bayes Classifier on diverse real-world datasets, such as 

emails from multiple domains and languages, will help validate its robustness and generalizability. Addressing 

varying linguistic structures, formats, and spam strategies will ensure its applicability in real-world scenarios. 

4. Deployment in Production Environments: Email service providers and organizations are encouraged to integrate 

the enhanced Naive Bayes Classifier into their spam filtering systems. Its improved accuracy and reliability can 

provide users with safer and more efficient email experience, reducing the impact of spam on productivity and 

security. 
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5. Continuous Model Updates: As spam tactics evolve over time, regular updates to the training dataset and periodic 

retraining of the model are essential to maintain its effectiveness. Future studies should explore adaptive machine 

learning techniques that enable the model to self-update in response to emerging spam patterns. 

6. Incorporate User Feedback: Adding a user feedback mechanism could further refine the model’s predictions. For 

example, user-reported spam emails could be included in retraining cycles to improve model accuracy over time. 
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