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Abstract: Proctored exams are timed exams that you take while proctoring software monitors your 

computer's desktop, webcam video and audio. Due to COVID 19 Pandemic the Online exams were the only 

option left for examination but monitoring of students during exams is primarily challenging due to lack of 

physical presence so that’s why we need to develop methods that provide ways to detect unfair, unethical, 

and illegal behaviour during exams. The data recorded by the proctoring software is transferred to a 

proctoring service for review. Education Sector use Online Examination Proctoring to protect forbidden and 

ill-suited actions of student to serve fair justice among all. These prohibited issues are caused by various 

types of cheating such as disconnecting, impersonation, Advanced tech gadgets, a changing tabs, The `old 

school` tricks, and so on. We analyzed and reviewed the use of deep learning algorithms for Online 

Examination Proctoring in this survey. Because data are so important in Deep Learning (DL) methods, we 

describe some of the most commonly used network datasets in DL, discuss the challenges of using DL for 

Online Examination Proctoring, and make recommendations for future research. 

Keywords – prohibited actions, online examination proctoring, deep Learning, machine learning, real-time 

datasets 

I. INTRODUCTION 

According to a recent survey [1], more than 7.1 million students are taking, at least, one online course in 

2013 in America. It also states that 70% of higher education institutions believe that online education is a 

critical component of their long-term strategy. Exams are a critical component of any educational program, 

and online educational programs are no exception. In any exam, there is a possibility of cheating, and 

therefore, its detection and prevention are important. Educational credentials must reflect actual learning in 

order to retain their value to society. The authors in state that the percentage of student exams committing 

academic cheating activity is on the rise. Nearly 74% of students in 2013 indicated that it would be 

somewhat easy to cheat in online exams. 

They also found that in 2013, about 29% of the students admitted to cheating in online exams. When exams 

are administered in a conventional and proctored classroom environment, the students are monitored by a 

human proctor throughout the exam. In contrast, there is no convenient way to provide human proctors in 

online exams. As a consequence, there is no reliable way to ensure against cheating. Without the ability to 

proctor online exams in a convenient, inexpensive, and reliable manner, it is difficult for MOOC providers 

to offer reasonable assurance that the student has learned the material, which is one of the key outcomes 

of any educational program, including online education. A typical testing procedure for online learners is 

the following: students come to an on-campus or university-certified testing centre and take an exam under 

human proctoring. 

In the last few years, a various method had been proposed to overcome the needed in online exam proctoring. 

The methods proposed as an effort of reducing cheating occurrence when an online exam being held and 

keep the academic integrity. Those methods can be classified into four categories: 

a) no proctoring;  

b) human online proctoring;  

c) semiautomatic proctoring; and  

d) fully automated online exam proctoring. 
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The COVID-19 pandemic has caused disruption in our lives. This situation has forced school, university, 

and other education and training around the world to move to online learning and hence online examination. 

However, many challenges such as unfaithful and ill-suited activities are prohibiting its wide adoption by 

the governments and public. So, there is a need to develop techniques to prevent such activities but current 

availability with this respect is limited with most of the software available from commercial entities that 

provide limited and “non-open” software tools. Many open-source tools and efforts are needed to bring 

innovation, variety, and richness to this online learning software systems domain. Artificial intelligence (AI) 

has revolutionized the world by providing many smart solutions to deal with many day-to-day problems and 

one of them is online examination proctoring. 

 

This paper put forward the online examination proctoring system to cope up with the absence of physical 

proctor by making use of deep learning to continually proctor physical places. This system exploits 

biometric approaches including face recognition using the HOG face detector and the OpenCV face 

recognition algorithm. Moreover, to ensure fairness during online exams, the system is able to detect gadgets 

including mobile phones, laptops, iPads, and books and as well as the detection of 2nd person during session. 

And this also detects the change of tabs and pressing any key in the keyboard of laptops. This online 

examination proctoring system is implemented as a software system and evaluated using the FDDB (Face 

Detection Data Set and Benchmark) and LFW (Labelled Faces in the Wild) datasets. 

 

The rest of the paper is structured as follows. Section II discusses the LITERATURE SURVEY to online 

proctoring systems. Section III describes the RELATED WORKS. Section IV provides system evaluation. 

Section V concludes and discusses future work. 

 

II. LITERATURE SURVEY 

Asra et al. [1] The previous articles did not cover the wide range of cyber security datasets used, as well as 

the flaws in these deep learning techniques. As a result, the primary goal of this work was to present a 

bibliometric analysis of the deep learning approach used for detecting potential cyber security threats. A 

comparative analysis is then performed to review the various attacks encountered, the various platforms 

used, datasets, and learning models developed by various researchers in the field of cyber security using 

Deep Learning. This survey has also addressed existing research challenges, open issues, and future research 

directions. 

 

Tayeb et al. [2] constituted two major steps. In the training phase the first step it employed was the dimension 

reduction and the second step was the Convolutional Neural Network hyperspectral image classification. 

And to evaluate the proposed CNN model, two well-known real world data sets were used in this 

experiment. 

 

Asep Hadian S. G et al. [5] proposed a method in continuous user verification based on face verifications 

by implementing an incremental training process using images captured from m learning online lecture 

sessions as training data set in order to increase the robustness against variations of pose and lighting. The 

algorithm is trained each time a user finished his lecture session. The method proposed is expected to 

increase the verification accuracy without applying additional processing 

 

 

Istiak et al. [9] proposes a novel online proctoring system that uses deep learning to continually proctor 

physical places without the need for the presence of a physical proctor. The system employs biometric 

approaches including face recognition using the HOG face detector and the OpenCV face recognition 

algorithm. The system is implemented as a software system.  

 

Yousef Atoum et al. [13] introduced a multimedia analytics system to perform automatic and continuous 

online exam proctoring (OEP). this system monitors cues in the room where the test taker resides, using two 

cameras and a microphone the first camera is located above or integrated with the monitor facing the test 

taker. The other camera can be worn or attached to eyeglasses, capturing the field of view of the test taker. 

In this paper, these two cameras are referred to as the “webcam” and “wearcam” respectively. The webcam 

also has a built-in microphone to capture any sound in the room. they proposed a hybrid two-stage algorithm 

for our OEP system. The first stage focuses on extracting middle-level features from audio-visual streams 
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that are indicative of cheating. In the second stage, a joint decision across all components is carried out by 

extracting high-level temporal features from the OEP components at the first stage. 

 

MIKEL et al. [14] presents a new system based on web applications which offer a continuous authentication 

identity service of online students through a constant biometric (face, voice, typing) recognition system 

(biometric traits cannot be lost, stolen, or recreated), as well as automatic continuous proctoring through 

automatic image and audio processing (device monitoring & lock-down and inappropriate behaviour 

detection) allowing online courses to gain value of what benefits both institutions and students. This solution 

is based on a high accuracy biometrics recognition and digital signal processing algorithms and it is 

complemented with human supervision for those situations in which the automatic algorithms are not able 

to determine reliable results. 

 

 

Muhanad et al. [41] surveyed current proctoring systems based on artificial intelligence, machine learning, 

and deep learning is presented in this work. There were 41 publications listed from 2016 to 2022 after a 

comprehensive search on Web of Science, Scopus, and IEEE archives. We focused on three key study 

questions: current approaches for AI-based proctoring systems, techniques/algorithms to be employed, 

datasets used, and cheating detection methods suggested in such systems. Analysis of AI-based proctoring 

systems demonstrates a lack of training in using technologies, methodologies, and more. 

 

Prathmesh et al. [25] Focused on the online examination system developed with the goal to make online 

examinations more accessible and reliable using deep learning models for the proctoring system. It also 

covers the various technologies and languages used in the development process, including but not limited 

to HTML3, CSS5, BOOTSTRAP5, Django, Python. The developed system is reliably able to detect and 

counter any attempts at cheating during the exam, and provides a user-friendly system interface with focus 

on ease of use and simplicity. 

 

Alice et al. [30] This study involved a private university that had managed to carry out Emergency Remote 

Teaching during COVID-19 and still go ahead to conduct examinations. There was a methodical way of 

migrating the examinations that even afforded to survey the technologies that users had access to. Given 

that this this involved the use of technology but also challenged the organizational factors, it is apparent that 

the Online Examination and Proctoring Systems should be aligned to the University, and the University 

should be aligned to the Systems. Reorganization of the examination processes, organizational and cultural 

change management, ICT technical issues, extensive training, software selection and communication are 

the key requirements for successful online examinations and proctoring to take place. 

 

Bakhitzhan et al. [31] devoted to the study of automated reading detection from the camera in an online 

exam. Two state of-the-art deep learning models, ConvLSTM and LRCN, were adapted to address the 

reading detection task. To train the models, they collected their own dataset of videos with a total length of 

thirty-seven minutes and 10% of the dataset was allocated to test the performance of the proposed models. 

For each model, the training was carried out in two different cases where in the first case no data 

augmentation is carried and in the second case, several video augmentation techniques were used with the 

aim to improve the performance. In all cases, the models performed excellently with LRCN reaching 100% 

accuracy for the augmented dataset in all four metrics.  Since the performances of the models are 

satisfactory, they have not used other possible approaches. In particular, skeleton or biometric-based action 

recognition may be adapted for similar tasks.  there model was trained for color videos with frames 

converted into RGB format. 

 

 

Tanzila  et al. [37] described the proposed model and the steps involved to perform EAR. The main steps of 

the proposed model include pre-training, Dataset augmentation, feature extraction from pre-trained L2-

GraftNet, Feature subset selection from ASO based features subset selection, and classification. And 

provides a brief overview of the proposed model of EAR using the proposed CNN network. 
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III. RELATED WORKS 

 

Methods had been proposed to overcome the needed in online exam proctoring. eight constraint procedures 

are proposed to minimize the cheating happens, while a method proposed by sending a real-time image of 

every classroom to streaming media server. Then a monitor data consists of video and audio streaming also 

screen snapshot capture continuously and the participant is verified with the data captured during sign in. a 

desktop robot with a 360o camera and movement sensor attached sends video recording to a monitoring 

center when compromising events detected. Then a fully automated online and continuous proctoring was 

proposed to detect some cheating behaviour of online exam participants, including impostoring, where the 

valid participant is being replaced by others to complete the exam. 

 

According to [83], biometrics is a science that shows an individual's identity based on the attributes of a 

person (physical, chemical or behavioral). The needs for biometrics today are followed by the need for 

systems that depends on the accuracy of individual identity authentication. As for this work, the biometric 

to be used is face biometric captured continuously from the user available during the online lecture sessions 

and exam session. 

  

In [84], the user image is captured by the camera for some time to build the user template, and then the 

system will detect if there is a person's face caught on camera to be verified using PCA and eigenface. The 

image size used for verification is 100x100 pixels. We should remind that not all data in the image are useful 

for face recognition, and more data will decrease the speed of the system and increase the use of storage 

media. One remaining problem stated in the previous researches is the system robustness for lighting and 

poses variations. Several methods had been proposed to overcome the lighting variations in the previous 

works. The typical methods used are histogram equalization, histogram specification, gradient, and gamma 

correction. As for the poses variations some methods had been proposed. 

 

The online exam is facing immense challenges throughout the exam. Sarrayrih et al. [16] discussed the 

several challenges presented by the online exam, as well as providing a solution by grouping the hostnames 

or IPs of clients for a specific location and time, with a biometric solution like face recognition and 

fingerprints. In [17],a profile-based authentication framework is proposed for the online exam based on 

different challenging questions, including the favourite questions, personal questions, and an academic 

question. Fenu et al. [18] proposed a multi bio-metric continuous authentication system including face 

recognition, voice recognition, touch recognition, mouse, and keystroke in 2018. Selvi et al. [19] designs 

and implements a firewall security system using different firewall technologies, including Network Address 

Translation, Demilitarized Zone, and Virtual Protocol Network , which are used for intrusion detection. Wei 

et al. [20] proposed fingerprint-based solution. Garg et al. [21] proposed a face recognition and detection 

solution for the secured online exam using deep learning. Another online proctoring system was proposed 

by Atoum et al. [22], which continuously estimates six components, including voice, phone, text, and active 

window detection, estimation, and user verification. A fingerprint and eye tracker-based online test 

management system was proposed by Bawarith et al. [23]. Cheating and not cheating are used as student 

status to evaluate their proposed methodology. 

 

Mettl created web-based online proctoring software that divides their system into four major components: 

candidate authentication using a picture, OTP and ID affirmation, human-based proctoring using real-time 

recording in the classroom, secure browser-based proctoring using disables the following features: opening 

new browsers and data transferring media, and AI-based proctoring using facial, mobile phone, candidate 

distraction, and multiple person detection. To use this software, the examiners have to pay. 

 

IV. Deep Learning for Online Proctoring System  

A. The Proposed Framework 

The proposed web-based online proctoring system is distributed into two modules. Firstly, the online 

registration part, and secondly, the online proctoring part describes the proposed architecture for the online 

proctoring system. 

1) Online Registration: For registering students’ faces, we accessed the student’s web-camera through 

HTTPS protocol during registration and captured the students’ faces, storing 
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the face information in the database. W+++++++e used a flask microframework for web development. 

The primary challenge in this module was accessing the client-side camera to capture the students’ faces. 

To get around this, we utilized the HTTPS (HyperText Transfer Protocol Secure) protocol to access the 

students’ webcams, which encrypts all conversations between the browser and the server. When using the 

HTTPS protocol to host a website, SSL certificates are also required. We used a self-signed SSL certificate 

to run the server.  

2) Online Proctoring: During online exam sessions, there are some challenges to conducting the exam. 

Challenges are: 

• An unauthorized student may participate in the exam. 

• Multiple students may participate together for the exam. 

• The student may use his still picture for face recognition. 

• The student may use a device such as a mobile, 

laptop, or iPad to run a video for face recognition. 

• The student may use books during the exam. 

Our main goal is to mitigate those challenges. In the online proctoring module, we use biometric methods 

like face detection and recognition with eye-blinking detection. The suggested system’s algorithm is detailed 

in Algorithm 1. In the face-recognition part, we detect and recognize students’ faces and detect multiple 

faces in front of the camera. There is a chance that students can use their still pictures in front of the web-

camera. As a result, the face-recognition algorithm recognizes the student as a real face. To avoid the 

recognition of still pictures, we use eye-blinking methods. If the number of eye-blinking is not more than 

30, then we can confirm that the picture in front of the camera is still. There is another possibility that 

students can hold a device in front of the web camera by playing his face video. In this case, face recognition 

and eye-blinking algorithms will detect the image as real and authenticate. So, we use object detection 

methods like YOLOv3, which also serve to prevent cheating in the exam using devices. We also detected 

the book using the same YOLOv3 model as the fare and secure exam. 

Algorithm 1 Master Algorithm 

1: procedure onlineProctor 

2:  while True do 

3:   frame ← captureFrameFromWebCamera 

4:  faceDetect ← faceDetection(method = ”HOG”) 

5:  faceCount ← detectFaceCountForCurrentFrame 

6:   if faceCount == 0 then 

7:    Exam cancel: no face found 

8:  else if facecount == 1 then 

9:    Exam continue 

10:   else if facecount > 1 then 

11:    Exam cancel: multiple face found 

12:   end if 

13:   faceMatch ← faceRecognition() 

14:    if faceMatch == False then 

15:     Exam cancel: Unauthorized face found 

16:   end if 

17:    blinkingRatio ← eyeBlinkingDetection() 

18:     if blinkingRatio > 4.5 then 

19:     noBlinking ← noBlinking + 1 

20:  end if 

21:    if noBlinking > 30 then 

22:    Exam cancel: still image found 

23:    end if 

24:   object ← objectDetection() 

25:   if object == list of target objects then 

26:    Exam cancel: object found 

27:   end if 

28:  end while 

29: end procedure 

 

 



TIJER || ISSN 2349-9249 || © June 2023 Volume 10, Issue 6 || www.tijer.org 

TIJER2306188 TIJER - INTERNATIONAL RESEARCH JOURNAL  www.tijer.org 581 
 

B. Datasets 

We have used FDDB data sets for face detection which contain 5171 face annotation from 2845 images 

collected from Faces in the wild data sets. We divide the data sets into two parts, including faces and without 

faces, and implement face detection algorithms to evaluate our proposed system. The resolution of each 

image in the data set is 86 x 86 pixels. To evaluate face recognition algorithms, we used LFW dataset which 

contain 5749 people’s 13233 images, where 1680 people’s had two or more images. As our face recognition 

algorithm needs a single image for face recognition, we divided the data sets into ten sections based on the 

number of images available of the people in each data set. In the data set, every 3180 people have one image, 

every 775 and 290 people have two and three images consecutively, and so on. Each of the image resolutions 

is 250 x 250 pixels. 

 

C. Face Detection 

In our proposed system, we used the HOG (Histograms of Oriented Gradients) method to detect the faces 

that were proposed by Navneet and Dalal [29]. In the initial stage of face detection, we convert our input 

image into grayscale because we don’t need an RGB image to find faces. After that, we process every single 

pixel and the directly surrounding pixels of the image at a moment. We would like to determine the darkness 

of the current pixel is in contrast to the pixels around it. To show in which direction the image is becoming 

darker, we draw an arrow. If we replicate such a method for each and every pixel in the image, then we 

discover that every pixel is followed by an arrow. Gradients are the arrows, which determine the overall 

image’s movement from brightness to darkness. Following that, we can see the image’s fundamental 

pattern. To conduct the function, we divided all of the images into 16x16 pixel squares. Then we count 

gradient points in each major direction of each square and replace the square image with the strongest single 

gradient direction. The process’s output will convert the original picture into the face’s fundamental 

structure, which seems to be the most similar to the HOG pattern derived from training images. We used 

the HOG frontal face detector using dlib and the OpenCV library for face detection.  

 

D. Face Recognition 

Face recognition is the most popular biometric solution for the online authentication system. OpenCV is a 

famous computer vision library that was started by Intel in 1999. OpenCV implements three face recognition 

algorithms, including Eigenface, Fisherface, and LBPH (Local Binary Patterns Histograms) face 

recognition. To detect faces, these algorithms employ the Haar cascade classifier technique, introduced by 

Paul and Michael [30].In our proposed methodology, we snap a picture of a student as input and use HOG 

techniques to recognize faces in the image. Then, for the identified picture, estimate the 68 landmarks. Faces 

that are oriented differently and seem differently to a computer may all belong to the same person, and these 

signs can be used to easily identify them. Finally, the identified photos are directly compared to previously 

learnt and saved faces in our database. The pseudo code for facial recognition is shown in the Algorithm 2. 

We match a known face from our database to unknown faces using a deep neural network. We train a 

classifier to determine which known student is the closest match based on measures from a new test image. 

The classifier’s output would be the name of a student. The number of faces in the photograph is also 

counted. 

Algorithm 2 Face Recognition 

1: procedure Face Recognition (studentId, studentName) 

2: while True do 

3: Grab current frame from student’s Webcam 

4: frame ← currentFrame 

5: faceLocations ← get all faces on frame 

6: faceEncoding ← get all faceEncodings on frame 

7: faceMatch ← compare studentFace with all faces 

8: if faceMatch == True then 

9: Face Recognized 

10: else 

11: Face Unrecognized 

12: end if 

13: end while 

14: end procedure 
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1) Facial Landmark Estimation: To a computer, the split faces rotated in various orientations appear to be 

different. To address this issue, we apply the face landmark estimation which aids in the localization and 

representation of important facial features including the right and left eye, nose, jawline, mouth, and right 

and left eyebrow. The HELEN dataset is being utilized to find 194 landmarks on the face from a single 

image in a millisecond using this approach, which gives an ensemble of randomized regression trees. The 

method below can help determine whether two faces facing different directions and appearing differently 

from a computer’s perspective are actually the same person. Based on the fundamental concept of 68 distinct 

places on an image, we will train the system to recognize any 68 specific landmarks from the target image. 

We can center the eyes and lips no matter how the faces are rotated after using 

this method 

2) Encode the Faces: The most basic concept in facial recognition is matching a recognized face to an 

unknown one. We identify a previously tagged face that appears to be frighteningly similar to an unknown 

face as belonging to the same individual. If there are thousands of students, it will take a long time to 

recognize everyone. As a result, we will need a technique for extracting a few basic measures from each 

face so that we can measure our unknown face and find the closest known face. We may, for example, 

measure the distance between the eyes and eyebrows, the length of the nose and mouth, and the size of each 

ear. 

 

E. Eye Blinking Detection 

To identify a still image, the eye blinking method is utilized. Each eye is represented by 6 (x, y)-coordinates, 

which begin in the upper left corner and work clockwise around the rest of the area. 

Algorithm 3 Eye Blinking Detection 

1: procedure Blinking Detection(studentId, studentName) 

2: eyeModel ←load shape-predictor-68-face-landmarks 

3: while True do 

4: frame ← Grab current frame from Webcam 

5: # get Blinking Ratio 

6: function bRatio( EyePoint, landmark) 

7: leftPoint ← left eye point 

8: rightPoint ← right eye point 

9: centerTop ← center top eye point 

10: centerBottom ← center bottom eye point 

11: horLineLenght ← horizontal line of eye point 

12: verLineLenght ← vertical line of eye point 

13: ratio ← horLineLenght / verLineLenght 

14: return ratio 

15: end function 

16: faces ←dlibFrontalFaceDetector (Frame) 

17: for face ← faces do 

18: # facial landmark (lm) 

19: lm ← eyeModel(grayFrame, faces) 

20: # Left Eye Ratio 

21: ler ← bRatio ([37,38,39,40, 41,42], lm) 

22: # Right Eye Ratio 

23: rer ← bRatio([43,44,45,46, 47,48], lm) 

24: bliningRatio ← (ler + rer)/2 

25: end for 

26: end while 

27: end procedure 

 

 

V. YOLO Models for Online Examination Proctoring 

YOLO is an algorithm that uses neural networks to provide real-time object detection. This algorithm is 

popular because of its speed and accuracy. It has been used in various applications to detect traffic signals, 

people, parking meters, and animals. 
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Object detection is a phenomenon in computer vision that involves the detection of various objects in digital 

images or videos. Some of the objects detected include people, cars, chairs, stones, buildings, and animals. 

This phenomenon seeks to answer two basic questions: 

 What is the object? This question seeks to identify the object in a specific image. 

 Where is it? This question seeks to establish the exact location of the object within the image. 

Object detection consists of various approaches such as fast R-CNN, Retina-Net, and Single-Shot MultiBox 

Detector (SSD). Although these approaches have solved the challenges of data limitation and modelling in 

object detection, they are not able to detect objects in a single algorithm run. YOLO algorithm has gained 

popularity because of its superior performance over the aforementioned object detection techniques. 

YOLO is an abbreviation for the term ‘You Only Look Once’. This is an algorithm that detects and 

recognizes various objects in a picture (in real-time). Object detection in YOLO is done as a regression 

problem and provides the class probabilities of the detected images. 

YOLO algorithm employs convolutional neural networks (CNN) to detect objects in real-time. As the name 

suggests, the algorithm requires only a single forward propagation through a neural network to detect 

objects. This means that prediction in the entire image is done in a single algorithm run. The CNN is used 

to predict various class probabilities and bounding boxes simultaneously. 

The YOLO algorithm consists of various variants. Some of the common ones include tiny YOLO and 

YOLOv3. 

YOLO algorithm is important because of the following reasons: 

 Speed: This algorithm improves the speed of detection because it can predict objects in real-time. 

 High accuracy: YOLO is a predictive technique that provides accurate results with minimal 

background errors. 

 Learning capabilities: The algorithm has excellent learning capabilities that enable it to learn the 

representations of objects and apply them in object detection. 

YOLO algorithm works using the following three techniques: 

 Residual blocks 

 Bounding box regression 

 Intersection Over Union (IOU) 

Residual blocks 

First, the image is divided into various grids. Each grid has a dimension of S x S. The following image 

shows how an input image is divided into grids. 
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Fig. Grids 

In the image above, there are many grid cells of equal dimension. Every grid cell will detect objects that 

appear within them. For example, if an object center appears within a certain grid cell, then this cell will be 

responsible for detecting it. 

Bounding box regression 

A bounding box is an outline that highlights an object in an image. Every bounding box in the image consists 

of the following attributes: 

 Width (bw) 

 Height (bh) 

 Class (for example, person, car, traffic light, etc.)- This is represented by the letter c. 

 Bounding box center (bx,by) 

 

The following image shows an example of a bounding box. The bounding box has been represented by a 

yellow outline. 

 

 

Fig. Bounding Box 

YOLO uses a single bounding box regression to predict the height, width, center, and class of objects. In 

the image above, represents the probability of an object appearing in the bounding box. 
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Intersection over union (IOU) 

Intersection over union (IOU) is a phenomenon in object detection that describes how boxes overlap. YOLO 

uses IOU to provide an output box that surrounds the objects perfectly. 

Each grid cell is responsible for predicting the bounding boxes and their confidence scores. The IOU is 

equal to 1 if the predicted bounding box is the same as the real box. This mechanism eliminates bounding 

boxes that are not equal to the real box. 

The following image provides a simple example of how IOU works. 

 

 

In the image above, there are two bounding boxes, one in green and the other one in blue. The blue box is 

the predicted box while the green box is the real box. YOLO ensures that the two bounding boxes are equal. 

Combination of the three techniques 

The following image shows how the three techniques are applied to produce the final detection results. 

 

First, the image is divided into grid cells. Each grid cell forecasts B bounding boxes and provides their 

confidence scores. The cells predict the class probabilities to establish the class of each object. 

For example, we can notice at least three classes of objects: a car, a dog, and a bicycle. All the predictions 

are made simultaneously using a single convolutional neural network. 

Intersection over union ensures that the predicted bounding boxes are equal to the real boxes of the objects. 

This phenomenon eliminates unnecessary bounding boxes that do not meet the characteristics of the objects 
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(like height and width). The final detection will consist of unique bounding boxes that fit the objects 

perfectly. 

For example, the car is surrounded by the pink bounding box while the bicycle is surrounded by the yellow 

bounding box. The dog has been highlighted using the blue bounding box. 

 

VI. RESULTS AND DISCUSSION 

A. Building Trust through a Comprehensive Remote Proctoring System  

Through the three rounds of design and revisions, we found the test-takers’ cheating behaviors were reduced 

gradually. From the three rounds of interviews, we also found that the students indicated it was getting 

increasingly difficult to cheat in the tests. In the third interview, the participants admitted that they “couldn’t 

cheat under this online proctoring environment on their own.” The reliability of online proctoring also 

gained more and more acceptance among the participants. This is in line with González-González et al.’s 

2020 research. Trust is the most important factor affecting schools, institutions, and test-takers when using 

online proctoring. It is of key value to ensure and maintain academic honesty and integrity in an online 

learning environment [22]. A well-designed remote proctoring system can effectively reduce cheating 

behaviors and maintain test equality [23], [24]. 

Previous research synthesized eight commonly-used online proctoring systems [13], [25], and identified 

various features that contributed to the improvement of the reliability of online proctoring, including live 

human proctors, students’ interaction with proctors, monitoring students’ screens, recording, automated 

proctoring, web camera, audio recording, etc.  

In addition to those features, this study puts forward the following functions that may promote the reliability 

of remote proctoring: the necessity for the computer’s front camera to capture the test-takers’ face and hands, 

the need to place a second camera diagonally behind students (as illustrated in Fig. 2), the need to make 

explicit requirements regarding students’ network connection and the resolution of their camera, the need to 

capture the testing environment via camera before taking the test, the requirement that students have their 

ears uncovered, the use of automated proctoring to assist human proctoring, and the preparation of backup 

tests in case of network interruptions.  

B. Taking into Account Test-Takers’ Mentality  

Some research has pointed out the need to take into consideration the effect that new remote proctoring 

environments have on students: Some have pointed out that an unfamiliar environment may make students 

feel stressed and anxious [26], [27]. Hussein, Yusuf, Deb, Fong, and Naidu (2020) noted a majority of the 

students are accepting of the test proctoring method [13]; while they tend to get nervous after the test starts, 

the stress will soon diminish with the progression of the test.  

This study also found most test-takers were stressed and anxious before and during the initial phase of the 

test, due to the fact that they were not familiar with online test proctoring. As a result, in order to reduce 

students’ stress, this study explained the proctoring requirements and procedures to the students via videos 

and pictures, and recommended test-takers contact the proctors 20 minutes before the test began. 

C. Recommendations Regarding Remote Test Proctoring  

After three rounds of design, revision, testing, and soliciting users’ feedback, this study produced a design 

that was much improved compared to the first round. According to the interviews, the third design can 

provide remote test proctoring more efficiently. Based on these findings, we suggest that proctors will 

benefit from doing the following:  

Before testing: providing clear guidance regarding the testing procedures, prescribing rules concerning 

students’ network and camera, recommending students access the testing system in advance, preparing 

backup tests, preparing Wi-Fi and mobile network. 

 Authentication before testing: authenticating students’ identity via automated authentication systems, 

human proctors checking test-takers’ ID, asking students to take videos of the testing environment, and 

having their ears not covered by hair. Live remote proctoring: using two cameras, one being the computer’s 

front webcam, the other being put behind the students diagonally, asking students to turn on their 
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microphone to check if it works, asking students to share their screen, proctors videotaping the testing 

process, and automated proctoring system assisting the human proctors.  

After testing: saving the recordings and data. 

 

VII. CONCLUSION 

 

Face recognition and object identification techniques are utilized in this study to give comprehensive 

knowledge for online tests. Our proposed method will aid in reducing inequity during the online exam. 

Human-induced detection is very important when conducting an online proctoring system, as it will aid in 

detecting students’ suspicious behaviour throughout the test. We do not incorporate human activity detection 

in our suggested model, instead of relying on a single biometric solution and object recognition approaches 

for the online proctoring system. In the future, we hope to apply and investigate various human behaviours 

such as gazing out the window, conversing with people, focusing on other directions, moving about, and so 

on. We only utilize the YOLOv3 model because of its quicker object detection algorithms, although there 

are several other object detections approaches available. In the next study, we will focus on such approaches 

and compare them to our current suggested system. We have evaluated our proposed system using two 

datasets. However, the system has not been tested in a real life deployment with a large number of users. 

Future work will look into further testing and development of the system in real-life environments. The 

current proctoring systems are commercial and their designs and sources are not available openly. This work 

is an effort to develop open systems so the community can learn from each other leading to faster 

innovations in the field under open-source developments. 
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