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Abstract - In the field of digital image processing, there's a high need for secure and efficient ways to 

encrypt images. This presents a innovative apporach to image encryption and decryption utilizing special 

digital circuits called reconfigurable reversible gates (RRGs). These circuits help to perform important 

mathematical operations known as Discrete Cosine Transform (DCT) and Inverse Discrete Cosine 

Transform (IDCT), which are crucial for compressing and reconstructing images. This technique employs 

RRGs to ensures that both  the encryption and decryption processes are both reversible and lossless, 

meaning the original image can be perfectly recovered. MATLAB is used to implement and test the 

encryption and decryption, and Xilinx Vivado 2022.2 software to simulate the RRG-based 

transformations. simulations demonstrate that this approach effectively enhances image security without 

slowing down the processing, highlighting the potential of RRGs in making digital image encryption 

more safe and efficient in the future. 

 

IndexTerms - Xilinx Vivado 2022.2,  DCT, IDCT, RRG, Matlab. 

 

I. INTRODUCTION  

Reconfigurable reversible gates represent a significant advancement in quantum computing and digital 

circuit design. These gates facilitate logical operations while maintaining the ability to recover original 

inputs from the outputs, ensuring reversibility. This feature is essential in quantum computing as it prevents 

information loss and minimizes energy dissipation, offering a substantial improvement over traditional 

irreversible computing methods. The addition of reconfigurability enhances their versatility, enabling 

dynamic adjustments or programming to perform various functions without physical modifications. 

Reconfigurable reversible gates are pivotal in advancing low-power computing, cryptographic algorithms, 

and fault-tolerant quantum systems. 

 

BASIC REVERSIBLE GATES:     

1. CNOT (Feynman) Gate 

CNOT gate or Feynman logic gate and it consists of Two-input and Two-output reversibility along with 

quantum cost as concerns to 1.The Fig 1 and Fig 2 represents the logic diagram and graphical 

representation 

 

 

 

 

                                    

                                                                        Fig 1 Logic diagram 

  

 

 

 

                        

                                                                     Fig 2  Graphical representation 
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 2. Toffoli Gate 

 Toffoli gate is referred to as CCNOT (Controlled-controlled  NOT gate) features Three-input and Three-

output with Quantum cost as a concern to 5. The Fig 3 and Fig 4 represents the logic diagram and 

graphical representation. 

 

 

 

                                                                                 Fig 3 Logic diagram 

 

 

 

 

 

 

 

     Fig 4 Graphical representation 

 

Cryptography is a field dedicated to creating and implementing methods to secure communications 

and data from unauthorized access. It encompasses various techniques to safeguard information, 

ensuring its confidentiality, integrity, and authenticity. Through the use of cryptographic algorithms, 

readable data (plaintext) is transformed into an encoded format (ciphertext) that can only be decoded by 

those possessing the correct decryption key. The primary goals of cryptography are to protect data 

during transmission and storage, prevent unauthorized access, and ensure that the data remains 

unaltered. 

 

Encryption transforms readable data (plaintext) into unreadable data (cipher text) using an algorithm 

with key. In contrast, decryption transforms cipher text  into plaintext using a decryption algorithm and 

the appropriate key. 

 

The Discrete Cosine Transform (DCT) and its counterpart, the Inverse Discrete Cosine Transform 

(IDCT), are extensively utilized in signal processing, especially in image and video compression 

techniques. DCT transforms a signal or image from the spatial domain to the frequency domain, 

enabling effective data compression. 

 

The Inverse Discrete Cosine Transform (IDCT) reverses the procedure of the Discrete Cosine 

Transform (DCT), converting frequency domain data  to the spatial domain. This step is essential for 

reconstructing the original image or signal from its compressed state. 

 

II. LITERATURE SURVEY 

 

Favin, Fernandes, Gauravi Dungarwal et al. [1] “VLSI Implementation of Cryptographic Techniques”, In 

recent years, the flow and transmission of data have surged significantly, leading to increased security 

concerns. Cryptography, enhanced by advancements in Very Large Scale Integration (VLSI), has 

facilitated the implementation of robust techniques for encrypting and decrypting data, transforming  

plaintext to cipher text and vice versa. This paper examines various features of VLSI's role in encryption 

and decryption, including topics such as private key encryption and indexing techniques. 
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YULIN MA, NACHUAN LI, WENBIN ZHANG, et al. [2] “Image encryption scheme based on alternate 

quantum walks and discrete cosine transform” As a vital medium of information, digital images are 

widespread on the Internet, creating a need for strong encryption methods. This paper proposes an 

encryption scheme for optical digital images utilizing the Discrete Cosine Transform (DCT) and alternate 

quantum walks (AQW). Initially, images are preprocessed in the spatial domain using AQW and XOR 

operations.. 

Geethu Chadran, Dr. Helen et al. [3] proposed “VLSI Implementaion of Image Encryption and Decryption 

Using Reversible Logic Gates,” Reversible logic synthesis and testing are increasingly attracting attention 

because of their importance in low-power design and quantum  computing Reversible Computations are 

employed in a range of fields Such as nano technology, digital signal processing and bioinformetics 

Utilizing a linear feedback shift register, keys are created for Crypting  procedures. 

Sathesh Aravindh and S M Sakthivel et al. [4] “Implementation of Two-Dimensional (2D) Discrete Cosine 

Transform (DCT) using Reversible Gates,” The application-specific integrated circuit (ASIC) 

implementation uses reversible  gates to implement discrete cosine transformations (DCTs) in two 

dimensions (8 × 8) and one dimension (1 × 8). The integer DCT method, which eliminates the requirement 

for floating-point operations in the data path architecture, is the basis for the DCT implementation strategy. 

Thus, compared  to conventional real DCT implementations, the suggested architecture's integer DCT 

realization with reversible logic gates improves the delay, power consumption, and area efficiency of the 

1D and 2D DCT data path topologies. By building entire adders and full subtractors with reversible gates 

and then extending them to realize the DCT butterfly structure, this is the suggested DCT implementation 

process.  

 

III. PROPOSED METHODOLOGY 

                     

                            

 

 

 

                                                       Fig 5: Proposed Block diagram 

        Fig 5 proposed block diagram explanation given below 

 Input Image: The process starts with an input image, it is 16-bit image. This image is 

converted into a text file containing pixel data. 

 Reversible Logic Gate Encryption: The  file is subsequently encrypted using reconfigurable 

reversible gates. Reversible logic gates are a unique type of logic gate capable of performing 

operations while enabling the recovery of the  input. 

 DCT (Loeffler Algorithm):Following encryption, the information is fed into a Discrete 

Cosine Transform (DCT) block. Indicates that an 8-point DCT is utilized in this step. The DCT, a 

mathematical tool for image compression, converts information  from the spatial domain to the 

frequency domain. 

 Encrypted Image: The output from the DCT stage is the encrypted image. 

  Decrypted Image: To decrypt the image, the image that is encrypted will be  performed  by 

an inverse DCT (IDCT) block, again likely using the Loeffler algorithm is 8 point IDCT. 

 Reversible Logic Gate Decryption: Finally, the IDCT output is subjected to reversible logic 

gate decryption to retrieve the original data. 

 Output: The result of the decryption method is a decrypted image that can be reverted to its 

original format. 
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A. Reconfigurable Reversible gate 

 

 

 

 

 

 

 

 

                                                    Fig A : Reconfigurable Reversible Gate Structure 

     The Fig A represents the Reconfigurable reversible gate structure.The encryption system 

employs a total of 13 reversible gates, consisting of 6 Fredkin gates and 7 Toffoli gates.Initially, 

blocks B0, B1, and B2 contain Fredkin gates, which process the input data. Following this, blocks 

B3, B4, and B5, which contain Toffoli gates, continue the encryption process. In block B6, a Toffoli 

gate utilizes a key to further encode the data. The method of decryption starts with blocks B7, B8, 

and B9, which use the same symmetric key applied during encryption to reconstruct the original 

message using  the encrypted data. Finally, blocks B10, B11, and B12, which contain Fredkin gates, 

finalize the output to resulting in the decryption output matches the original input. 

 

    LOEFFLER ALGORITHM 

 The Loeffler algorithm is a fast and efficient method for computing the Discrete Cosine Transform 

(DCT) and Inverse Discrete Cosine Transform (IDCT). It is organized into several stages, each 

consisting of a series of operations represented by different symbols. These operations include 

addition, subtraction, multiplication by constants, and butterfly operations. 

 

 

 

 

 

                                                                          Fig 6: 8 point DCT 

    Fig 6 is the 8-point DCT using Loeffler Algorithm performs in 3 stages 

Stage 1: Preprocessing 

 Input Scaling: Scale the input values to the appropriate range expected by subsequent 

stages. 

Stage 2: Butterfly Computation 

 First Butterfly: Perform initial butterfly operations using the input data. 

1. Twiddle Factors: Multiply by twiddle factors to introduce complex coefficients 

required for the DCT computation. 

2.  Second Butterfly: Further butterfly operations to compute intermediate results. 
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                 Stage 3: Post-processing 

 Output Scaling: To obtain the DCT coefficients Scale the last output values. 

                   

 

 

                                     

 

 

                                                                  Fig 7: 8 point IDCT 

     Fig 7 is the 8-point IDCT using Loeffler Algorithm performs in 3 stages 

Stage 1: Preprocessing 

 Input Scaling: Scale the input DCT coefficients appropriately 

Stage 2: Butterfly Computation 

 First Butterfly: Perform butterfly operations to the input coefficients 

3. Twiddle Factors: Multiply by inverse twiddle factors to introduce complex coefficients 

required for the DCT computation. 

4. Second Butterfly: Further butterfly operations to compute intermediate results. 

                Stage 3: Post-processing 

    Output Scaling: To obtain the reconstructed time domain data, scale the last output values. 

             IV. RESULTS AND DISCUSSION 

 

 

 

 

 

 

 

 

 

                                                                        Fig 8: Input Image 

                                                      Fig 8 which  represents a input image. 
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Fig 9:Simulation after adding input 

Fig 9 represents a waveform after adding the input. 

 

 

 

 

 

 

Fig 10: Simulation results for encryption &decryption  

 Fig 10  which represents the waveform of the  encryption and decryption. 

 

 

 

 

 

 

 

 

                                 

 

                                         

 

                                                                             Fig 11:Matlab output 

 

   The Fig 11 shows the output in the matlab.Which contains both encrypted and decrypted 

image. 
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   Fig 12: Matlab output for different input 

 

        The Fig 12 shows the output for different inputs 

 

V. CONCLUSION  

The proposed technique for image encryption and decryption  using reconfigurable reversible gates 

(RRGs) shows great promise in improving the digital image security. By utilizing RRGs to perform 

Discrete Cosine Transform (DCT) and Inverse Discrete Cosine Transform (IDCT), this techniques 

guarantee that the process of encryption and decryption  are reversible and lossless, allowing for 

perfect recovery of the initial image. The implementation and testing in MATLAB, and simulation in 

Vivado, verify that the approach not only secures the images effectively but also maintains efficient 

processing speeds.  
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