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Abstract: The Internet of Things (IoT) applications span a wide range of domains like home cities,
environment, energy systems, retail, logistics, industry, agriculture and health. IoT systems comprises of
multiple components and deployment tiers. In the realm of various projects, the integration of Internet of
Things technologies has become indispensable, offering unparalleled opportunities for optimizing processes,
increasing efficiency, and enabling intelligent decision making. Microsoft Azure stands out as a
comprehensive and versatile IoT platform, providing a rich array of services designed to meet the
requirements of users and industry experts.
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Introduction

In today’s world, the emergence of Internet of Things (IoT) technologies and cloud computing has created a
shift in how business are conceptualized, deployed and managed across different domains. Microsoft Azure
has emerged as a major [oT platform in this area, offering a wide range of services, robust and scalable services
empowering organizations to harness the potential of devices that are connected with the system.

IoT systems is said to be consisting of different number of components and hierarchical levels. Each level is
suited for different applications and has different component and deployment configurations. Designing of
IoT systems can be complex and challenging task as these systems involve interactions between various
components such as [oT devices and network resources, web services, analytics components, application and
database servers. Due to wide range of choices available for each of these components, [oT system designers
may find it difficult to evaluate the available alternatives. Therefore, before selecting particular [oT platform,
proper methodology has to be followed.

IoT systems designed with the proposed methodology have reduced design, testing and maintenance time,
better interoperability and reduced complexity. With the design methodology designers can compare various
alternatives for the IoT system components. Following are the steps involved in the IoT system design
methodology.

Purpose and requirements specification

The first step in IoT system design methodology is to define the purpose and requirements of the system. In
this step, the system purpose, behavior and requirements such as data collection requirements, data analysis
requirements, system management requirements, data privacy and security requirements, user interface
requirements are captured.

Process specification:

The second step in the IoT design methodology is to define the process specification. In this step, the use
cases of the IoT system are formally described based on and derived from the purpose and requirement
specifications.
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Domain model specification:

The third step in the IoT design methodology is to define the Domain model. The domain model describes the
main concepts, entities and objects in the domain of IoT system to be designed. Domain model defines the
attributes of the objects and relationships between objects. Domain model provides an abstract representation
of the concepts, objects and entities in the IoT domain, independent of any specific technology or platform.

Information model specification:

The fourth step in the IoT design methodology is to define the Information Model. Information Model defines
the structure of all information in the IoT system, for example, attributes of Virtual Entities, relations.
Information model does not describe the specifies of how the information is represented or stored.

Service specifications:

The fifth step in the IoT design methodology is to define the service specifications. Service specifications
define the services in the IoT system, service types, service inputs/outputs, service endpoints, service
schedules, service preconditions and service effects.

Functional view specification:

The functional view defines the functions of the IoT system grouped into various functional groups. Each
functional group either provides functionalities for interacting with instances of concepts defined in the
domain model. The functional groups included in a functional view includes device, communication, services,
management, security and application.

Operational view specification:

Operational view specifications include various options pertaining to the IoT system deployment and
operation defined as service hosting options, storage options, device options, application hosting options.

Device and component integration:

In the next step integration of the devices and components involved such as sensors, microcontroller board,
relays and actuators.

Application development:

This is the final step in the IoT design methodology. The application has controls for the mode such as auto
ON or auto OFF. It is basically for the user interface to make the system more interactive with the user.

Microsoft Azure as Platform as a Service (PaaS)

Platform denotes the basic hardware, operating system and network, and is used for software applications or
servers over which programs can be run or developed. A platform may provide a browser and APIs which can
be used as a base on which other applications can be run or developed. PaaS means Platforms as a Service.
The platform is made available to a developer of an application on demand. PaaS is a service model where
the applications and services develop and execute using the platform for computing, data store and distribution
services which is made available through the Internet on demand for the developer of the applications. The
platform, network, resources, maintenance, updation and security as per the developer’s requirements are the
responsibilities of the cloud service provider.

Microsoft Azure suite consists of a set of Azure services for connecting “Things” i.e. device connectivity,
performance streaming analytics, efficient storage, device metadata management, etc. The IoT hub can
translate multiple protocols such as HTTP and AMPQ, as well as MQTT via a free, open source MQTT
protocol gateway. It also provides security on per device basis. The stream analytics components support
writing queries in a simple SQL like language so that the data can be analyzed in real time. The various
windowing operations are supported to enable capture of specific portion of the data stream and run some
logic/rules on it and consequently capture events from data coming from multiple devices. A web application
is provided to interact with the devices and manage the response to events captured by stream analytics by
sending text messages based on some preset threshold values on the device measurements. A logic application
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is provided to enable the development of workflows. This allowing automating a series of steps involved in
existing business process by connectors that can execute certain rules and perform some actions.

Using Microsoft Azure as loT platform:

As we know Microsoft Azure is platform as a service that means it only provides platform and we want to
build other things. Following steps are to be followed for using it as IoT platform.

e In Microsoft Azure use [oT Hub for our purpose.
e In resource group use cloud shell storage centralindia for creating new resource group.
e Use F1 for time and scale that gives 8000 messages per day and is free to use.

Create device into Azure [oT hub:

e In resources of the home tab of Microsoft Azure click on overview and search in overview for loT
device.

e For multiple processor use multiple IoT device in Microsoft Azure.

e For creating new device click on new and enter the device ID and click on save.

e Copy the primary connection string.

Sending data from processor to Azure:

In IoT hub click on cloud shell button for creating storage button.

Select the shell in Bash as we have two options bash and powershell.

Sending data from processor to azure uses MQTT protocol.

MQTT is encapsulated in Azure. For every program code use primary connection key.

Steps for initialization are given below:

e In bash terminal type : az extension add —name azure-cli-iot-ext

e az iot hub monitor -events —hub-name(IoT name) —device=id mypi(name of device id)

e First line gives loT extension to command line it enables Azure 10T cli shell.

e Second line is run when running a program on raspberry pi to send the data and with the command we
can view the data.

e To stop the monitor of Microsoft Azure use ctrl+c.

Storing the data on Microsoft Azure:

Data is stored in the form of blobs in storage account. Microsoft azure contains 4 endpoints which are storage
container, event hub, service bus queue and service bus topics. There are also message routes. Message route
is the way data reaches from IoT hub to storage container. Following are the steps involved:

e Click on message routing in messaging menu of [oT hub and custom endpoint for endpoint.

e Then create route for the way data reaches the storage endpoint.

e In both steps add on new. In route select proper endpoint. In storage account click on container to
check whether data is coming or not.

Stream Analysis job:

Stream analysis handles data in real time. It is also a gateway. Following are the steps to perform stream
analysis job.

e C(Create stream analysis job using resources.

e Then click on add stream input and choose form IoT hub.

e In job topology choose input and click on add input and chose blob storage.
e In job topology go to query and save query where the code is.

e Then run the following code:
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SELECT

INTO
Storage
FROM
Iot

e Once the query is saved go to the overview of stream analysis job. On clicking refresh new data is
save in Json format.

Power Bi: Power Bi is used to create number of visualizations. With Power Bi we can create line charts, pie
charts. Stream analysis of data is done using power bi. For that enter your personal details.

Steps for creating account on power bi:

e It does not support public account so go to Power Bi home page.
e Then click on start free button and new sign up form will appear.
e Enter the email address and email verification code and the account will be created.

Procedure for sending data from IoT hub to Power Bi:

e Create stream analytics job on Microsoft Azure.

e Then go to resource.

¢ Find inputs and outputs from job topology.

e Create input and output using add button.

e For creating input: go to add stream input.

¢ In the add button of output go to power bi. Authorize the power bi account.
e Modify the query to change the input and output name.

¢ In edit query change the name of input and output and save the code written in query.
e (Go to my workplace and click on create report button.

e In visualization part click on line chart.

e For creating graph select the type of chart using visualization tab.

e You need to refresh the tab so that new values are plotted correspondingly.

Power Bi is paid software and free only for one month. It needs data refresh continuously so it cannot be used
for individual projects. It is affordable to big industries.

Creating custom web application: It is hosted on azure to show real time data without need of refresh.
Following are the steps for creating web application.

e In Microsoft azure create webapp. Go to resources and create web app. For runtime stack choose node
10.14.

e In azure go to add resources, then to azure market place and then go to web app.

e Then select resource group and give name to webapp.

e Then click on publish code.

e Chose run time stack as node 10.14 and the operating system is windows.

e Select the plan. Size and scale is by default standard S1, for developing purpose choose F1 it is free
of cost and then click on apply.

e Click on monitoring and click no to application insights.

e Then click and on review and create. Then web app is deployed.

e Then download git on computer and install it. Git is version control system from which can control
the version of ongoing projects. Click on download for windows.

e Git works on command prompt and also on gui. Open the windows command prompt in a separate
folder.
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Right click on command prompt and open as run as administrator. Then go to web app folder created
from command prompt and past the link which is git clone and click enter.
Then go to IoT hub and then to shared access policies and click on service policy. Copy the connection
string of service policy.
Then go the same folder and create a txt file with the name of primary connection key and paste the
service access primary connection key.
Go to built in end points and go to events which is present in settings. Create new consumer group in
events.
Then go web app which is present in all resources in our azure window. Inside the web app go to
settings and into the configuration.
Click on new application setting the name should be loThubconnectionstring and paste the key which
we had earlier copied.
Again to new application and give name as evenhubconsumergroup and paste the name of consumer
group. Then go to general settings of app and enable web sockets as ON.
Go to deployment center in the app which is in overview. Then select local git and continue. Then
select app service and build service. Then click on finish button.
The url is given to paste the source code. Go to deployment credentials and chose username and
password and click on save.
Change the directory of folder through command prompt. See resources for further action. Push the
web application then entire source code will be uploaded to web application.

Remote monitoring using IoT hub: Use service bus queue to accept the IoT hub message. Logic app is created
to create a trigger for message being received in service and second to create an action. Following are the

steps:

For this go to new resources and go to integration and go to service bus and create service bus queue.
In message routing create custom end point. Then create custom route.

First create service bus queue and create logic app.

Keep IoT Hub and storage cloud. Go to integration and create service bus and inside service bus we
create queue.

We have to create custom end point for service bus and also create custom route for messages to reach
service bus.

For creating logic app go to create resource and then to web and click on logic app.

Go to blank logic app for creating logic app. For creating trigger click on service bus (when one or
more messages arrives in a queue).

For action instead of gmail click on smtp.

Conclusion

The key attributes of Microsoft Azure lies in the interoperability and integration. By facilitating seamless
connectivity with existing infrastructure, Azure allows for scalability. The crucial step in selecting loT
platform is to get familiarize with the diverse facilities of Azure 10T services and solutions available. This
involves conducting a thorough assessment of existing infrastructure, identifying the applications and its
nature, goals and metrics. Once the foundation is laid, the implementation phase begins. This involves setting
up of Azure IoT resources, configuring device connectivity, and developing or deploying IoT solutions on the
platform. The pathway to start to Microsoft Azure as an [oT platform entails a series of necessary septs from
planning and selection of the solution for the implementation. By following the steps one can reap the rich
capabilities of Azure IoT.
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