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Abstract: 

       Importance of the cloud (or) latest changes in cloud computing, there has been a 

fast growth in cloud computing. With the increasing number of companies resorting to 

use resources in cloud, there is a requirement for protecting the data of some users 

using centralized resources. Some major tasks that are being faced by cloud computing 

are to secure, protect and process the data which is the property of the user. The 

foremost aim of this study is to understand the security threats and identify the suitable 

security techniques used to mitigate them in cloud computing. We have used two study 

methods. As a outcome we have recognized the total of 43 security challenges and 43 

security techniques. The majority measured attribute is confidentiality (31%) followed by 

integrity (24%) and availability (19%). The impact of identified mitigation techniques is 

mainly on security (30%), followed by performance (22%) and efficiency (17%). Also we 

have recognized 17 future challenges and 8 mitigation training. The identification of 

security experiments and mitigation methods in large number of service of cloud 

computing is a very challenging task. In the method of identification from study methods 

(SLR and Surveys), we had identified a satisfactory number of challenges and mitigation 

methods which are being used at current and also in upcoming cloud computing.   

Keywords:  Cloud Computing, Privacy, Security, Data, Operating, Services.  

INTRODUCTION 

           Cloud Computing is a model for enabling convenient, on-demand network access 

to a shared pool of configurable computing resources (e.g., network, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction. It represents a paradigm in 

Information Technology many of us are likely to see in our lifetime. While the customers 

are excited by the opportunities to reduce the capital costs, and the chance to divest 

themselves of infrastructure management and focus on core competencies, and above all 

the agility offered by the on-demand provisioning of computing, there are issues and 

challenges which need to be addressed before a ubiquitous adoption may happen. 

          Cloud computing refers to both the application delivered as services over the 

Internet and the hardware and systems software in the datacenters that provide those 

service. There are four basic cloud delivery models, as outlined by National Institute of 

Standards and Technology (NIST), based on who provides the cloud services. The 

agencies may employ one model or a combination of different model for efficient and 

optimized delivery of application and business services. These four delivery models are: 

(i) Private Cloud in which cloud services are provided solely for an organization and 

managed by the organization or a third party. These services may exist off-site. (ii)Public 



JNRID || ISSN 2984-8687 || © May 2024, Volume 2, Issue 5 

JNRID2405008 JOURNAL OF NOVEL RESEARCH AND INNOVATIVE DEVELOPMENT | JNRID.ORG a100 
 

Cloud in which cloud services are available to the public and owned by an organization 

selling the cloud services, for example, Amazon Cloud service. (iii) Community Cloud in 

which cloud services are shared by several organizations for supporting a specific 

community that has shared concerns. (e.g., Mission, Security requirements, Policy, and 

Compliance considerations).These services may be managed by the organizations or a 

third party and may exist off-site. A special case of community cloud is the Government 

or G-Cloud. This type of cloud computing is provided by one or more agencies (service 

provider role), for use by all, or most, Government agencies (use role).(iv)  Hybrid Cloud 

which is a composition of different cloud computing infrastructure (public, private or 

community). An example for hybrid cloud is the data stored in private cloud of a travel 

agency that is manipulated by a program running in the public cloud. 

         From the perspective of service delivery, NIST has identified three types of cloud 

service offering. These models are: (i) Software as a Service (SaaS) which offers renting 

application functionality from a service provider rather than buying, installing and 

running software by the user. (ii) Platform as a Service (PaaS) which provides a platform 

in the cloud, upon which application can be developed and executed. (iii) Infrastructure 

as a Service (IaaS) in which the vendors offer computing power and storage space on 

demand.  

            In spite of the several advantages that cloud computing brings along with it, 

there are several concerns and issues which need to be solved before ubiquitous 

adoption of this computing paradigm happens. Firsts, in cloud computing, the user may 

not have the kind of control over his/her data or the performance of his/her 

applications that he/she may need, or the ability to audit or chance the processes and 

policies under which he/she applications that he/she may need, or the ability to audit 

or change the processes and policies under which he/she must work. Different parts of 

an application might be in different place in the cloud that can have an adverse impact 

on the performance of the application. Complying with regulations may be difficult 

especially when talking about cross-border issues-it should also be noted that 

regulations still need to be developed to take all aspects of cloud computing into 

account. It is quite natural that monitoring and maintenance is not as simple a task as 

compared to what it is for PCs sitting in the Intranet. Second, the cloud customers may 

risk losing data by having them locked into proprietary formats and may lose control 

over their data since the tools for monitoring who is using them or who can view them 

are not always provided to the customers. Data loss is, therefore, a potentially real risk 

in some specific deployments. Third, it may not be easy to tailor Service-Level 

Agreements ( SLAs) to the specific needs of a business. Compensation for downtime may 

be inadequate and SLAs are unlikely to cover the concomitant damages. It is sensible to 

balance the cost of guaranteeing internal uptime against the advantages of opting for the 

cloud. Fourth, leveraging cost advantages may not always be possible always. From the 

perspective of the organizations, having little or no capital investment may actually have 

tax disadvantages. Finally, the standards are immature and insufficient for handling the 

rapidly changing and evolving technologies of cloud computing. Therefore, one cannot 

just move application to the cloud and expect them to run efficiently. Finally, there are 
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latency and performance issues since the Internet connections and the Network links 

may add to latency or may put constraint on available bandwidth 

 The main objectives of this study are:  

 To recognize the security issues and the techniques used in the present world of 

cloud computing.  

 To recognize the security challenges, those are expected in the future of cloud 

computing.  

 To suggest counter process for the future challenges to be faced in cloud 

computing.  

CLOUD SERVICE DEPLOYMENT AND CONSUMPTION MODELS 

      Regardless of the delivery model utilized (SaaS, PaaS, IaaS) there are four primary 

ways in which cloud services are deployed (CSA Security Guidance, 2009). Cloud 

integrators can play a vital role in determining the right cloud path for a specific 

organization. 

PUBLIC CLOUD: Public clouds are provided by a designated service provider and may 

offer either a single-tenant (dedicated) or multi-tenant (shared) operating environment 

with all the benefits and functionality of elasticity and the accountability/utility model of 

cloud. The physical infrastructure is generally owned by and managed by and 

designated service provider and located within the provider’s data centers (off-premises). 

All customers share the same infrastructure pool with limited configuration, security 

protections, and availability variances. One of the advantages of a public cloud is that 

they may be longer than an enterprise cloud, and hence they provide the ability to 

seamlessly on demand.  

PRIVATE CLOUD: Private clouds are provided by an organization or their designed 

services and offer a single-tenant (dedicated) operating environment with all the benefits 

and functionality of elasticity and accountability/utility model of cloud. The private 

clouds aim to address concerns on data security and offer greater controls, which is 

typically lacking in a public cloud. There are two variants of private clouds: (i) on-

premise private clouds and (ii) Externally hosted private cloud. The on-premise private 

clouds, also known as internal clouds are hosted within one’s own data center. This 

model provides a more standardized process and protection, but is limited in aspects of 

size and scalability. IT departments would also need to incur the capital and operational 

costs for the physical resources. This is best suited for applications which require 

complete control and configurability of the infrastructure and security. As the name 

implies, the externally hosted private clouds and externally with a cloud provider in 

which the provider .  

HYBRID CLOUD: Hybrid clouds are a combination of public and private cloud offerings 

that allow for transitive information exchange and possibly application compatibility and 

portability across disparate cloud service offering and providers utilizing or proprietary 

methodologies regardless of ownership or location. With a hybrid cloud, service 

providers can utilize third party cloud model is capable of providing on-demand, 
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externally provisioned scale. The ability to argument a private cloud with the resources 

of a public cloud can be used to manage any unexpected surges in workload. 

MANAGED CLOUD : Managed clouds are provided by a designated service provider and 

may offer either a single-tenant (dedicated) or multi-tenant (shared) operating 

environment with all the benefits and functionality of elasticity and the 

accountability/utility model of cloud. The physical infrastructure is owned by and/or 

physically located in the organization’ data centers with an extension of management 

and security control planes controlled by the designated service provider. 

    The notion of public, private, hybrid and managed when describing cloud services 

really denotes the attribution of management and the availability of service to specific 

consumers of the services.  

     When accessing the impact a particular cloud service may have on one’s security 

posture and overall security architecture, it is necessary to classify the 

assets/resources/service within the context of not only its location but also its criticality 

and business impact as it relates to management and security. This means that an 

appropriate level of risk assessment is performed prior to ensuring it to the vagaries of 

the cloud (CSA Security Guidance, 2009). In addition, it is important to understand 

various tradeoffs between the various cloud service models. 

 Generally, SaaS providers a large amount of integrated features built directly into 

the offering with the least amount of extensibility and in general high level of 

security (or at least a responsibility for security on the part of the service 

provider). 

 PaaS offers less integrated feature since it is designed to enable developers to 

build their own application on top of the platform, and it is , therefore, more 

extensible than SaaS by nature. However, this extensibility features trade-offs on 

security features and capabilities. 

 IaaS providers few, if any, application-like features, and provides for enormous 

extensibility but generally less security capabilities and functionalities beyond 

protecting the infrastructure itself, since it experts operating system, applications 

and contents to be managed and secured by the customers. 

CLOUD DATA STORAGE CHALLENGES AND ISUSE 

   The cloud computing does not provide control over the stored data in cloud data 

centers. The cloud service providers have full control over the data, they can perform 

any malicious tasks such as copy, destroying, modifying, etc. the cloud computing 

ensures certain level of control over the virtual machines. Due to this lack of control over 

the data leads in greater security issues than the generic cloud computing model. The 

only encryption doesn’t give full control over the stored data but it gives somewhat better 

than plain data. The characteristics of cloud computing are virtualization and multi 

tenancy also has various possibilities of attacks than in the generic cloud model. The 

figure 1 has various issues those are discussed below in clearly. 
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                             Figure 1.Cloud security Challenges 

 

CLOUD STORAGE ISSUES 

 Data Privacy and Integrity 

      Cloud computing provides less cost and less resource management, it has some 

security threats. As we discussed earlier cloud computing has to ensure integrity, 

confidentiality, privacy and availability of data in generic cloud computing model but the 

cloud computing model more vulnerable to security threats in terms of above conditions. 

Because of simplicity cloud users are increasing exponentially and application are 

hosted in cloud is very high. These situations lead to greater security threats to cloud 

clients. If any attack is successful on data entity will leads to data breach and tacks an 

unauthorized access to data of all cloud users. Because of this integrity violation cloud 

data lost multi-tenant nature. Especially SaaS provides may also lost their technical 

data and they have great risk over data storage. Apart from these risks, data processing 

also has great risk while data being transformed among multiple tenants. Because of 

virtualization multiple physical resources are shared among the users. This leads to 

launch attacks by malicious insiders of the CSP and/or organization. These situations 

may allow the malicious user to perform attacks on stored data of other customer while 

processing their data. Other major risk is when data is outsourced to third party storage 

by the CSP [5]. The key generation and key management in cryptography for cloud 

computing is not standardized up to the mark. But without standard and secure key 

management for the cloud doesn’t allow cryptography algorithms to perform well in 

generic cloud computing model.Such that cryptography may also ensure the potential 

risk to cloud computing.   
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Data Recoverability and Vulnerability 

      Resource pooling and elasticity characteristics, the cloud ensures dynamic and on-

demand Resource provisioning to the users. The resource allocated to a particular user 

may be assigned to the other user at some later point of time. In case of memory and 

storage resources, a malicious user can employ data recovery techniques to obtain the 

data of previous users [13]. The authors in [13] were able to recover Amazon machine 

images files 98% of the times. The data recovery vulnerability can pose major threats to 

the sensitive user data. 

Data Backup 

      The data backup is an important when accidental disaster. The CSP has to perform 

regular backup of stored to ensure the data availability. In fact, the backup data should 

be keeping with security guidelines to prevent malicious activities such as tempering 

and unauthorized access. 

Cloud Storage Solutions administration  

Administering Cloud Storage Solutions involves meeting the system requirements; 

obtaining cloud storage space; deciding which license you need and then installing it; 

and preparing to encrypt files. See the administration notes for warnings and best 

practices.  

Obtaining cloud storage space  

To use Cloud Storage Solutions you must obtain cloud server space. You can create an 

object storage account with a third-party cloud service provider, or you can use your 

own computer as a cloud server by configuring it to use the File Transfer Protocol (FTP).  

Using third-party cloud providers   

An object storage account with a cloud service provider, they send you the location of 

your cloud server space and the credentials needed to access that space. For 

information on creating accounts, see any of the following supported cloud providers: 

 • AWS S3: https://aws.amazon.com 

 • IBM Cloud Object Storage: https://www.ibm.com/cloud-

computing/products/storage/object-storage/ cloud/  

Using your own cloud server  

 IBM i, Linux, or AIX computer with FTP installed as the cloud server. In this scenario, 

you must install FTP on both the target computer and the host IBM i computer so that 

the two computers can communicate. For information on installing FTP on IBM i, the 

IBM Knowledge Center topic Installing TCP/IP. For information on installing FTP on 

Linux or AIX see the documentation for those operating systems. 

 

https://aws.amazon.com/
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STUDY METHODOLOGY 

In this study work, we studied the previous work in order to acknowledge the current 

knowledge to answer the study questions. Most of the previous study works were done 

with outdated literature review which has low scientific value due to non-rigorous and 

partial approach. Where the systematic literature review has is of highly defined 

characteristics with more clear scientific standpoint [10]. So we have assumed the 

systematic literature review (SLR) as a primary study method, survey and interviews are 

measured as secondary study method.    

CONCLUSION 

      Cloud computing is being defined and talked about across the ICT industry under 

Different contexts and with different definitions attached to it. The core point is that 

cloud computing means having a server firm that can host the services for users 

connected to it by the network. Technology has moved in this direction because of the 

advancement in computing, communication and networking technologies. Fast and 

reliable connectivity is a must for the existence of cloud computing. 

  In the upcoming, the people will access and share their software applications through 

online and access information by using the remote server networks instead of depending 

on primary tools and information hosted in their personal computers because of 

flexibility in cloud computing. The security issues in cloud computing are always one of 

the main study topics for studies and designers to investigate the appropriate solutions 

every time. From this perspective of this paper, we suggest that to find abest and 

suitable security solutions for the specific services in the cloud. There is a scope to 

propose the guidelines to overcome the upcoming experiments like physical security, 

espionage, transparency, data ownership, hypervisor viruses and malicious insiders in 

cloud security. To concentrate on more specific areas like regulatory and compliance 

issues, jurisdiction laws, etc.   
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